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Preface

These are the proceedings of Eurocrypt 2007, the 26th Annual IACR Eurocrypt
Conference. The conference was sponsored by the International Association for
Cryptologic Research (IACR; see www.iacr.org), this year in cooperation with
the Research Group on Mathematics Applied to Cryptography at UPC and the
Research Group on Information Security at UMA. The Eurocrypt 2007 Program
Committee (PC) consisted of 24 members whose names are listed on the next
page.

The PC decided on several policies: zero PC papers - no Program Committee
member could submit papers; optional anonymity - authors could choose to
anonymize their papers or not. Anonymous papers were treated as usual, i.e.,
the author’s identity was not revealed to the PC. The submission software used
was “Web Submission and Review Software” written and maintained by Shai
Halevi. There were 173 papers submitted to the conference and the PC chose
33 of them. Each paper was assigned to at least three PC members, who either
handled it themselves or assigned it to an external referee. After the reviews were
submitted, the committee deliberated both online for several weeks and finally
in a face-to-face meeting held in Paris. In addition to notification of the decision
of the committee, authors received reviews. Our goal was to provide meaningful
comments to authors of all papers (both those selected for the program and
those not selected). The default for any report given to the committee was that
it should be available to the authors as well.

The committee decided to give the Best Paper Award to Shien Jin Ong and
Salil Vadhan for their paper “Zero Knowledge and Soundness are Symmetric.”
In addition the PC chose two more notable papers for invitation to the Journal
of Cryptology. These are “Chosen-prefix Collisions for MD5 and Colliding X.509
Certificates for Different Identities,” by Marc Stevens, Arjen Lenstra and Benne
de Weger, and “An L(1/3 + ¢) Algorithm for the Discrete Logarithm Problem
for Low-Degree Curves,” by Andreas Enge and Pierrick Gaudry. The conference
program included two invited lectures: by Jacques Stern (IACR Distinguished
Lecture) titled “Cryptography from A to Z” and by Victor Miller titled “Elliptic
Curves and Cryptography: Invention and Impact.”

I wish to thank all the people who made the conference possible. First and
foremost the authors who submitted their papers. The hard task of reading, com-
menting, debating and finally selecting the papers for the conference fell on the
PC members. I am indebted to the committee members’ collective knowledge,
wisdom and effort. I have learned a lot from the experience. The committee also
used external reviewers, whose names are listed on the following pages, to extend
the expertise and ease the burden. My deepest gratitude to them as well. I thank
Shai Halevi for handling the submissions and reviews server and Michel Abdalla
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for organizing the PC Meeting in Paris. I am grateful to previous PC Chairs who
have shared their experiences with me. Finally, the Eurocrypt General Chairs
Javier Lépez and German Séez and the local organizing committee Monica
Breitman, Paz Morillo and Jorge L. Villar deserve many thanks from all the
TACR community for the organization of the conference.

March 2007 Moni Naor
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Chosen-Prefix Collisions for MD5 and
Colliding X.509 Certificates for Different
Identities

Marc Stevens!, Arjen Lenstra?, and Benne de Weger!

! TU Eindhoven, Faculty of Mathematics and Computer Science
P.O. Box 513, 5600 MB Eindhoven, The Netherlands
2 EPFL IC LACAL, Station 14, and Bell Laboratories
CH-1015 Lausanne, Switzerland

Abstract. We present a novel, automated way to find differential paths
for MD5. As an application we have shown how, at an approximate
expected cost of 2°° calls to the MD5 compression function, for any
two chosen message prefixes P and P’, suffixes S and S’ can be con-
structed such that the concatenated values P||S and P’||S" collide under
MD5. Although the practical attack potential of this construction of
chosen-prefix collisions is limited, it is of greater concern than random
collisions for MD5. To illustrate the practicality of our method, we con-
structed two MD5 based X.509 certificates with identical signatures but
different public keys and different Distinguished Name fields, whereas
our previous construction of colliding X.509 certificates required identi-
cal name fields. We speculate on other possibilities for abusing chosen-
prefix collisions. More details than can be included here can be found on
www.win.tue.nl/hashclash/ChosenPrefixCollisions/.

1 Introduction

In March 2005 we showed how Xiaoyun Wang’s ability [17] to quickly construct
random collisions for the MD5 hash function could be used to construct two dif-
ferent valid and unsuspicious X.509 certificates with identical digital signatures
(see [10] and [II]). These two colliding certificates differed in their public key
values only. In particular, their Distinguished Name fields containing the iden-
tities of the certificate owners were equal. This was the best we could achieve
because

— Wang’s hash collision construction requires identical Intermediate Hash Val-
ues (IHVs);

— the resulting colliding values look like random strings: in an X.509 certifi-
cate the public key field is the only suitable place where such a value can
unsuspiciously be hidden.

A natural and often posed question (cf. [7], [3], [I]) is if it would be possible to
allow more freedom in the other fields of the certificates, at a cost lower than 264

M. Naor (Ed.): EUROCRYPT 2007, LNCS 4515, pp. 1-E2, 2007.
© International Association for Cryptology Research 2007
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calls to the MD5 compression function. Specifically, it has often been suggested
that it would be interesting to be able to select Distinguished Name fields that
are different and, preferably, chosen at will, non-random and human readable
as one would expect from these fields. This can be realized if two arbitrarily
chosen messages, resulting in two different IHVs, can be extended in such a way
that the extended messages collide. Such collisions will be called chosen-prefiz
collisions.

We describe how chosen-prefix collisions for MD5 can be constructed, and
show that our method is practical by constructing two MD5 based X.509 certifi-
cates with different Distinguished Name fields and identical digital signatures.
The full details of the chosen-prefix collision construction and the certificates
can be found in [I6] and [I4], respectively.

Section [2 contains a bird’s eye view of the chosen-prefix collision construction
method and its complexity. Its potential applications are discussed in Section [3]
with Section ] containing implications and details of the application to X.509
certificates. Details of the automated differential path construction for MD5 are
provided in Section

2 Chosen-Prefix Collisions for MD5

The main contribution of this paper is a method to construct MD5 collisions
starting from two arbitrary IHVs. Given this method one can take any two
chosen message prefixes and construct bitstrings that, when appended to the
prefixes, turn them into two messages that collide under MD5. We refer to
such a collision as a chosen-prefir collision. Their possibility was mentioned
already in [3, Section 4.2 case 1] and, in the context of SHA-1, in [I] and on
www.ilaik.tugraz.at/research/krypto/collision/.

We start with a pair of arbitrarily chosen messages, not necessarily of the same
length. Padding with random bits may be applied so that the padded messages
have the same bitlength which equals 416 modulo 512 (incomplete last block).
Equal length is unavoidable, because Merkle-Damgard strengthening, involving
the message length, is applied after the last message block has been compressed
by MD5. The incomplete last block condition is a technical requirement. In our
example of colliding certificates the certificate contents were constructed in such
a way that padding was not necessary, to allow for shorter RSA moduli.

Given the padded message pair, we followed a suggestion by Xiaoyun Wangﬁ
to find a pair of 96-bit values that, when used to complete the last blocks by
appending them to the messages and applying the MD5 compression function,
resulted in a specific form of difference vector between the IHVs. Finding these
96-bit values was done using a birthdaying procedure.

The remaining differences between the IHVs were then removed by appending
near-collision blocks. Per pair of blocks this was done by constructing new differ-
ential paths using an automated, improved version of Wang’s original approach.
This innovative differential path construction is described in detail in Section

! Private communication.
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below. Due to the specific form of the near-collisions and the first difference vec-
tor, essentially one triple of bit differences could be removed per near-collision
block, thus shortening the overall length of the colliding values. For our example
8 near-collision blocks were needed to remove all differences. Thus, a total of
96 4+ 8 x 512 = 4192 bits were appended to each of the chosen message prefixes
to let them collide.

The birthdaying step can be entirely avoided, thereby making it harder to
find the proper differential paths and considerably increasing the number of
near-collision blocks. Or the birthdaying step could be simplified, increasing the
number of near-collision blocks from 8 to about 14. Our approach was inspired
by our desire to minimize the number of near-collision blocks. Using a more
intricate differential path construction it should be possible to remove more than
a single triple of bit differences per block, which would reduce the number of
near-collision blocks. Potential enhancements and variations, and the full details
of the construction as used, will be discussed in [16].

The expected complexity of the birthdaying step is estimated at 2*° MD5
compression function calls. Estimating the complexity of the near-collision block
construction is hard, but it turned out to be a small fraction of the birthday-
ing complexity. Based on our observations we find it reasonable to estimate the
overall expected complexity of finding a chosen-prefix collision for MD5 at about
250 MD5 compression function calls. For the example we constructed, however,
we had some additional requirements and also were rather unlucky in the birth-
daying step, leading to about 2°2 MD5 compression function calls. Note that,
either way, this is substantially faster than the trivial birthday attack which has
complexity 264,

The construction of just a single example required, apart from the develop-
ment of the automated differential path construction method, substantial compu-
tational efforts. Fortunately, the work is almost fully parallelizable and suitable
for grid computing. It was done in the “HashClash” project (see ww.win.tue.l
nl/hashclash/]) and lasted about 6 months: using BOINC software (see[boinc.]
) up to 1200 machines contributed, involving a cluster of com-
puters at TU/e and a grid of home PCs. We expect that another chosen-prefix
collision can be found much faster, but that it would again require substan-
tial effort, both human and computationally: say 2 months real time assuming
comparable computational resources.

3 Applications of Chosen-Prefix Collisions

We mention some potential applications of chosen-prefix collisions.

— The example presented in the next section, namely colliding X.509 certifi-
cates with different fields before the appended bitstrings that cause the col-
lision. Those bitstrings are ‘perfectly’ hidden inside the RSA moduli, where
‘perfect” means that inspection of either one of the RSA moduli does not
give away anything about the way it is constructed (namely, crafted such
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that it collides with the other one). In particular it could be of interest to
be able to freely choose the Distinguished Name fields, which contain the
identities of the alleged certificate owners.

It was suggested to combine different Distinguished Names with equal public
keys, to lure someone to encrypt data for one person, which can then be
decrypted by another. It is unclear to us how realistic this is—or why one
would need identical digital signatures. Nevertheless, if the appendages are
not hidden in the public key field, some other field must be found for them,
located before or after the public key field. Such a field may be specially
defined for this purpose, and there is a good chance that the certificate
processing software will not recognize this field and ignore it. However, as
the appendages have non-negligible length, it will be hard to define a field
that will not look suspicious to someone who looks at the certificate at bit
level.

A way to realize the above variant is to hide the collision-causing appendages
in the public exponent. Though the public exponent is often taken from a
small set (3, 17, and 65537 are common choices), a large, random looking
one is in principle possible. It may even be larger than the modulus, but that
may raise suspicion. In any case, the two certificates can now have identical
RSA moduli, making it easy for the owner of one private key to compute the
other one.

Entirely different abuse scenarios are conceivable. In [2] (see also [4]) it was
shown how to construct a pair of Postscript files that collide under MD5, and
that send different messages to output media such as screen or printer. How-
ever, in those constructions both messages had to be hidden in each of the
colliding files, which obviously raises suspicions upon inspection at bit level.
With chosen-prefix collisions, this can be avoided. For example, two differ-
ent messages can be entered into a document format that allows insertion
of color images (such as Microsoft Word), with one message per document.
At the last page of each document a color image will be shown—a short
one pixel wide line will do, for instance hidden inside a layout element, a
company logo, or in the form of a nicely colored barcode claiming to be
some additional security feature, obviously offering far greater security than
those old-fashioned black and white barcodes—carefully constructed such
that the hashes of the documents collide when their color codes are inserted.
In Figure [ the actual 4192-bit collision-causing appendages computed for
the certificates are built into bitmaps to get two different barcode examples.
Each string of 4192 bits leads to one line of 175 pixels, say A and B, and
the barcodes consist of the lines ABBBBB and BBBBBB respectively. Apart

Fig. 1. A collision built into bitmap images.
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from the 96 most significant bits corresponding to the 4 pixels in the upper
left corner, the barcodes differ in only a few bits, which makes the result-
ing color differences hard to spot for the human eye. As noted above the
‘obviously differing’ 4 initial pixels can be avoided at the cost of more near-
collision blocks (thus longer barcodes), and the barcodes can be shortened
again at the cost of more elaborate differential path constructions.

— In [12] and [§] it was shown how to abuse existing MD5 collisions to mislead
integrity checking software based on MD5. Similar to the colliding Postscript
applications, they also used the differences in the colliding inputs to construct
deviating execution flows of some programs. Here too chosen-prefix collisions
allow a more elegant approach, especially since common operating systems
ignore bitstrings that are appended to executables: the programs will run un-
altered. Thus one can imagine two executables: a ‘good’ one (say Word.exe)
and a bad one (the attacker’s Worse.exe). A chosen-prefix collision for those
executables is computed, and the collision-causing bitstrings are appended
to them. The resulting altered file Word.exe, functionally equivalent to the
original Word.exe, can then be offered to Microsoft’s Authenticode signing
program and receive an ‘official’ MD5 based digital signature. This signature
will be equally valid for the attacker’s Worse.exe, and the attacker might be
able to replace Word.exe by his Worse.exe (renamed to Word.exe) on the
appropriate download site. This construction affects a common functionality
of MD5 hashing and may pose a practical threat, also because there is no a
priori reason why the collision-causing bitstrings could not be hidden inside
the executables.

— More ideas can be found on [www.iaik.tugraz.at/research/krypto/|

Further study is required to assess the impact of chosen-prefix collisions on appli-
cations of hash functions. Commonly used protocols and message formats such
as SSL, S/MIME (CMS) and XML Signatures should be studied, with special
attention to whether random looking data can be hidden in these protocols and
data formats, in such a way that some or all implementations will not detect
them. For instance, it was suggested by Pascal Junod to let a ‘proper’ certificate
collide with one that contains executable code in the Distinguished Name field,
thereby potentially triggering a buffer overflow, but we have not seen an actually
working example of this idea yet. It also requires more study to see if there are
formats that even allow the much easier random collision attacks.

4 Colliding X.509 Certificates for Different Identities

In this section we concentrate on the first application mentioned above, that
of two X.509 certificates with identical digital signatures but different Distin-
guished Name fields, where the collisions are perfectly hidden inside the public
key moduli.
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4.1 Attack Scenarios

Though our current X.509 certificates construction, involving different Distin-
guished Names, should have more attack potential than the one with identical
names fields in [I1], we have not been able to find truly convincing attack sce-
narios yet. Ideally, a realistic attack targets the core of PKI: provide a relying
party with trust, beyond reasonable cryptographic doubt, that the person indi-
cated by the Distinguished Name field has exclusive control over the private key
corresponding to the public key in the certificate. The attack should also enable
the attacker to cover his trails.

Getting two certificates for the price of one could be economically advanta-
geous in some situations, e.g. with two different owner names, or for two different
validity periods. Such certificates undermine the proof of knowledge of the secret
key corresponding to a certified public key. These possibilities have been noted
before (cf. [I0]) and do, in our opinion, not constitute attacks.

Our construction requires that the two colliding certificates are generated
simultaneously. Although each resulting certificate by itself is completely unsus-
picious, the fraud becomes apparent when the two certificates are put alongside,
as may happen during a fraud analysis. An attacker can generate one of the
certificates for a targeted person, the other one for himself, and attempt to use
his own credentials to convince an external and generally trusted CA to sign the
second one. If successful, the attacker can then distribute the first certificate,
which will be trusted by relying parties, e.g. to encrypt messages for the tar-
geted person. The attacker however is in control of the corresponding private key,
and can thus decrypt confidential information embedded in intercepted messages
meant for the targeted person. Or the attacker can masquerade as the targeted
person while signing messages, which will be trusted by anyone trusting the CA.
In this scenario it does not matter whether the two certificates have different
public keys (as in our example) or identical ones (in which case the colliding
blocks would have to be hidden somewhere else in the certificate).

A problem is, however, that the CA will register the attacker’s identity. As
soon as a dispute arises, the two certificates will be produced and revealed as
colliding, and the attacker will be identified. Another problem is that the at-
tacker must have sufficient control over the CA to predict all fields appearing
before the public key, such as the serial number and the validity periods. It has
frequently been suggested that this is an effective countermeasure against col-
liding certificate constructions in practice, but there is no consensus how hard
it is to make accurate predictions. When this condition of sufficient control over
the CA by the attacker is satisfied, colliding certificates based on chosen-prefix
collisions are a bigger threat than those based on random collisions.

Obviously, the attack becomes effectively impossible if the CA adds a sufficient
amount of fresh randomness to the certificate fields before the public key, such as
in the serial number (as some already do, though probably for different reasons).
This randomness is to be generated after the approval of the certification request.
On the other hand, in general a relying party cannot verify this randomness.
In our opinion, trustworthiness of certificates should not crucially depend on
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such secondary and circumstantial aspects. On the contrary, CAs should use a
trustworthy hash function that meets the design criteria. Unfortunately, this is
no longer the case for MD5, or SHA-1.

We stress that our construction (we prefer this wording to ‘attack’) is not a
preimage attack. As far as we know, existing certificates cannot be forged by
chosen-prefix collisions if they have not been especially crafted for that purpose.
However, a relying party cannot distinguish any given trustworthy certificate
from a certificate that has been crafted by our method to violate PKI principles.
Therefore we repeat, with more urgency, our recommendation that MD5 is no
longer used in new X.509 certificates. Similar work [I] is in development for the
SHA-1 hash function, so we feel that a renewed assessment of the use of SHA-1
in certificate generation is also appropriate.

4.2 Certificate Construction Outline

Table [ outlines the to-be-signed fields of the colliding certificates that were
constructed.

Table 1. The to-be-signed parts of the colliding certificates

‘ﬁeld ‘comments ‘value first certificate ‘value second certificate
X.509 version number identical, standard X.509 version 3
serial number different, chosen by CA 0x010C0001 ‘OXOZOCUUOI
signature algorithm identifier|identical, standard X.509 md5withRSAEncryption
issuer distinguished name identical, chosen by CA CN = “Hash Collision CA”
L = “Eindhoven”
C = “NL”
not valid before identical, chosen by CA Jan. 1, 2006, 00h00m01s GMT
not valid after identical, chosen by CA Dec. 31, 2007, 23h59m59s GMT
subject distinguished name |different, chosen by us CN = “Arjen K. Lenstra” |CN = “Marc Stevens”
O = “Collisionairs” O = “Collision Factory”
L = “Eindhoven” L = “Eindhoven”
C = “NL” C = “NL”
public key algorithm identical, standard X.509 rsaEncryption
subject public key info different, constructed by us[modulus S [[Sc||E as below]modulus Si[[S¢[[E as below
version 3 extensions identical, standard X.509 (irrelevant for the present description)

Here, S}, and S}, are 96-bit values found using birthdaying, S. and S, each consist
of 8 near-collision blocks found using the automated method to find differential
paths, and F is a 4000-bit value such that the 8192-bit values Sy||S.||F and
SLIISL|E are both RSA moduli. The details of the construction are set forth
below.

Before the collision search (i.e., the searches for Sy, Si and for Sc, S.) is
started the contents needs to be known of all to-be-signed fields of the certifi-
cate that appear before the modulus. Therefore, to be able to construct the
certificates, sufficient control over the CA is necessary. This was achieved by im-
plementing and operating this CA ourselves. In fact, we used the CA that had
already been set up for [I0]. It is used solely for the purposes of signing colliding
certificates.
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4.3 Certificate Construction Details

We provide a detailed description of our construction.

1. We construct two templates for the certificates in which all fields are filled in,

with the exception of the RSA public key moduli and the signature, meeting
the following three requirements:

— The data structures must be compliant with the X.509 standard and the
ASN.1 DER encoding rules (see [B], but see also the final section of [I4]);

— The byte lengths of the moduli and the public exponent (in fact, also
the byte lengths of the entire to-be-signed parts of the certificates) must
be fixed in advance, because these numbers have to be specified as parts
of the ASN.1 structure, coming before the modulus;

— The position where the RSA moduli start must be controlled. We chose
to have this at an exact multiple of 64 bytes (512 bits) minus 96 bits,
after the beginning of the to-be-signed fields. This gives convenient space
for the results of the birthdaying step (described below).

The third condition can be dealt with by adding dummy information to the
subject Distinguished Name. This we did in the Organization-field (i.e., the
value O in the outline above).

. We apply MD5 to each of the first parts of the two to-be-signed fields,

truncated at the last full block (thus excluding the incomplete blocks whose
last 96 bits will consist of the most significant bits of the RSA moduli under
construction), suppressing the padding normally used in MD5. As output we
get a pair of IHVs that we use as input for the next step. These IHVs will
be completely different and have no special properties built in.

. Using the IHVs and their corresponding incomplete blocks (the ones that still

fail their last 96 bits) as input, we complete these blocks by appending 96-bit
values Sy, and S}. These values are computed by birthdaying, to satisfy 96 bit
conditions on the output IHV difference. For this purpose each output IHV
is interpreted as 4 little endian 32-bit integers, and the difference between
the output THVs is defined as the 4-tuple of differences modulo 232 between
the four corresponding 32-bit integers. If we represent this IHV difference
as 8a||6b||6c||6d for 32-bit ba, bb, b¢, éd, then the conditions are da = 0 and
6b = 6c = 4d, as suggested to us by Xiaoyun Wang. The reason for this
choice is that it facilitates the search for near-collision blocks, as explained in
Section 1.3l The resulting &b can be expressed as only 8 signed bit differences
(these are not bitwise XOR but additive differences).

. Using the techniques developed in [I6] and described in Section B, we com-

pute two different bitstrings S. and S., of 4096 bits (8 near-collision blocks)
each. Each near-collision block is used to eliminate one (triple) of the bit
differences in the IHVs from the previous step, so that at the end of the 8
near-collision blocks the IHVs are equal, and a complete MD5 collision has
been constructed. We now have S = Si||Sc and S" = S]||S. that form the
leading 4192 bits of the RSA moduli, such that the two to-be-signed fields
up to and including S and S’, respectively, collide under MD5. Therefore,
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in order not to destroy the collision, everything that is to be appended from
now on must be identical for the two certificates.

5. Next we used the method from [I0] to craft two secure 8192-bit RSA moduli
from the two bitstrings S and S’ of 4192 bits each, by appending to each the
same 4000-bit E. As explained in [IT] this means that we could in principle
construct moduli that are products of primes of sizes roughly 2000 and 6192
bits. In order to speed up the RSA modulus construction process, we aimed
somewhat lower here and settled for products of 1976 and 6216-bit primes.
This took about an hour on a regular laptop. The strongly unbalanced RSA
moduli may be unusual, but for our parameter choices (smallest prime factor
around 1976 bits for a modulus of 8192 bits) we see no reason to believe that
these moduli are less secure than more balanced, regular RSA moduli of the
same size, given the present state of factoring technology.

6. We insert the subject public key info into the template for the first certifi-
cate, thereby completing the to-be-signed part of the first certificate. We
compute the MD5 hash of the entire to-be-signed part, and from it we com-
pute the signature, which is added to the certificate. The first certificate is
now complete. To obtain the second valid certificate, we put the proper sub-
ject public key info and the same signature at their locations in the template
for the second certificate.

Finding the chosen-prefix MD5 collisions (i.e., Steps 3 and 4) is by far the com-
putationally hardest part of the above construction, a remark that is similar to
one made in [I0]. However, in the meantime the methods for constructing MD5
collisions with identical initial IHVs have been improved considerably: such colli-
sions can now be found within seconds, see [I5] and [9]. So in the scenario of [10]
the bottleneck may now have shifted from the collision search to the moduli
construction.

An example pair of colliding certificates is available in full detail in [14] and
on www.win.tue.nl/hashclash/ChosenPrefixCollisions/.

5 Chosen-Prefix Collision Construction

5.1 Preliminaries

MD5 operates on 32-bit words, and uses little endian byte ordering.
A binary signed digit representation (BSDR) for a 32-bit word X is defined
as (k;)3L,, where
31
X=> 2%k, kie{-1,0+1}.
i=0
Many different BSDRs may exist for any given X. The weight of a BSDR is the
number of non-zero k;’s. A particularly useful BSDR is the Non-Adjacent Form

(NAF), where no two non-zero k;’s are adjacent. The NAF is not unique since
we work modulo 232 (making k31 = +1 equivalent to k33 = —1), but uniqueness
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of the NAF can be enforced by choosing k3; € {0,+1}. Among the BSDRs of
an integer, the NAF has minimal weight. We use the following notation:

Integers are denoted in hexadecimal as 12EF;4 and in binary as 000100101110
1111,;

— X AY is the bitwise AND of X and Y;

X VY is the bitwise OR of X and Y

X @Y is the bitwise XOR of X and Y

— X is the bitwise complement of X;

for 32-bit integers X and Y:

— X|i] is the i-th bit of the regular binary representation of X;

— X +Y resp. X — Y is the addition resp. subtraction modulo 232;

— RL(X,n) (resp. RR(X,n)) is the cyclic left (resp. right) rotation of X by n
bit positions:

RL(10100100...000000012, 5) = 10000000...00110100y;
and for a 32-digit BSDR X:

— X[i] is the i-th signed bit of X;
— RL(X,n) (resp. RR(X,n)) is the cyclic left (resp. right) rotation of X by n
positions.

For chosen message prefixes P and P’ we seek suffixes S and S’ such that P|S
and P’[|S” collide under MD5. In this section a variable occurring during the
construction of S and intermediate P-related MD5 calculations, may have a
corresponding variable during the construction of S’ and intermediate P’-related
MD5 calculations. If the former variable is X, then the latter is denoted X'.
Furthermore, 6X = X’ — X for such a ‘matched’ 32-bit integer variable X, and
AX = (X'[i] — X[i])3L,, which is a BSDR of §X. For a ‘matched’ variable Z
that consist of tuples of 32-bit integers, say Z = (21, 22, ...), we define 67 as
(6217 (522, .. )

5.2 Description of MD5

5.2.1 MDS5 Message Processing
MD5 can be split up into these parts:

1. Padding. Pad the message with: first the ‘1’-bit, next as many ‘0’ bits until
the resulting length equals 448 mod 512, and finally the bitlength of the
original message as a 64-bit little-endian integer. The total bitlength of the
padded message is 512N for a positive integer N.

2. Partitioning. Partition the padded message into N consecutive 512-bit blocks
My, Ma, ..., My.
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3. Processing. MD5 goes through N + 1 states THV;, for 0 < ¢ < N, called
the intermediate hash values. Each intermediate hash value I HV; consists of
four 32-bit words a;, b;, ¢;,d;. For i = 0 these are initialized to fixed public
values:

(ag, bo, co, do) = (674523014, EFCDAB89,4, 98BADCFE, 4, 103254761),

and for ¢ = 1,2,... N intermediate hash value I HV; is computed using the
MD5 compression function described in detail below:

THV; = MD5Compress(IHV;_1, M;).

4. Output. The resulting hash value is the last intermediate hash value IHVy,
expressed as the concatenation of the hexadecimal byte strings of the four
words an, by, cn, dn, converted back from their little-endian representation.

5.2.2 MD5 Compression Function

The input for the compression function MD5Compress(/HV, B) is an interme-
diate hash value ITHV = (a, b, ¢,d) and a 512-bit message block B. There are 64
steps (numbered 0 up to 63), split into four consecutive rounds of 16 steps each.
Each step uses a modular addition, a left rotation, and a non-linear function.
Depending on the step ¢, Addition Constants ACy and Rotation Constants RCy
are defined as follows:

ACy = |2%%[sin(t + 1) , 0<t <64,

7,12,17,22) for t =0,4,8,12,
5,9,14,20) for t = 16,20,24, 28,
4,11,16,23) for t = 32,36,40,44,

(
(RCt, RCt+1, R0t+27 RCt+3) = E
(6,10,15,21) for t = 48,52, 56, 60.

The non-linear function f; depends on the round:

FX,Y,Z)=(XAY)® (X ANZ) for0<t< 16,
GX,Y,Z)=(ZANX)D(ZNY) forl6<t< 32,
HX,Y,Z)=XaoYaZ for 32 <t < 48,
I(X,)Y,Z)=Y & (XVZ) for 48 <t < 64.

fl(X,Y, 2) =

The message block B is partitioned into sixteen consecutive 32-bit words my, m,
...,my5 (with little endian byte ordering), and expanded to 64 words W;, for
0 <t < 64, of 32 bits each:

my for 0 <t < 16,
W, — M(145¢) mod 16 01 16 <1 < 32,

M(543t) mod 16 fOr 32 <1 < 48,

M(7t) mod 16 for 48 <t < 64.
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We follow the description of the MD5 compression function from [6] because
its ‘unrolling’ of the cyclic state facilitates the analysis. For t = 0,1,...,63,
the compression function algorithm maintains a working register with 4 state

words @, Qi—1, Q1—2 and Q;—3. These are initialized as (Qo, Q—1,Q—2,Q—3) =
(b,¢,d,a) and, for t =0,1,...,63 in succession, updated as follows:

Fy = fi(Q, Qi—1, Qi—2),
Ty = Fy + Qi3 + AC, + W4,
R; = RL(T:, RC,),

Qt+1 = Q¢ + Ry.

After all steps are computed, the resulting state words are added to the inter-
mediate hash value and returned as output:

MD5Compress(IHV, B) = (a + Qg1, b+ Qea, ¢+ Qo3, d+ Qs2).

5.3 Outline of the Collision Construction

A chosen-prefix collision is a pair of messages M and M’ that consist of arbi-
trarily chosen prefixes P and P’ (not necessarily of the same length), together
with constructed suffixes S and S’, such that M = P||S, M’ = P’||S’, and
MD5(M) = MD5(M’'). The suffixes consist of three parts: random padding
bitstrings Sy, S}, followed by ‘birthday’ bitstrings Sy, S}, followed by ‘near colli-
sion’ blocks S, S... The random padding bitstrings are chosen to guarantee that
the bitlengths of P|S,||Sy, and P’||S]||S}, are both equal to 512n for a positive
integer n. (In our example of the colliding certificates we engineered the prefixes
such that S, and S/ were both empty.) The MD5 compression function applied
to P||.S;|| Sy resp. P’||S||S], will result in THV,, resp. IHV,,, in the notation from
Section B2l The birthday bitstrings Sy, S}, are taken in such a way that the
resulting 6 HV,, has certain desirable properties, to be described below.

The idea is to eliminate the difference I HV;, using a series of pairs of near-
collision blocks that together constitute S, S.. For each near-collision we need
to construct a differential path such that the NAF weight of the new 6IHV,,;
is lower than the NAF weight of 6/ HV,,;_1, until after r pairs of near-collision
blocks we have reached 61 HV,,, = 0.

For the j-th pair of near-collision blocks, i.e., M, 4; and M{H_j, we fix all but
one of the 32-bit words ém; of 0M,1; as 0, and allow only ém;; to be +2d
with varying d, 0 < d < 32. This was suggested by Xiaoyun Wang because with
this type of message difference the number of bitconditions over the final two
and a half rounds can be kept low. This is illustrated in Table [2, where the
corresponding partial differential path is shown for the final 31 steps. For these
types of message differences we try to find in an automated way a differential
path with the right properties, and then try to find a pair of near-collision blocks
My, Mr’LJrj that satisfies the differential path.

The differential paths under consideration can only add (or substract) a tuple
(0,2%,2%,2%) to §IHV,; and therefore cannot eliminate arbitrary 6/HV;,. To
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Table 2. Partial differential path with émi1 = +24

t 5Q: 85F, §W, 6T SRy RC,
30 F24
31 0
32 0
33 0 0 +2¢ 0 0 16
34 — 60 0 0 0 0 0 .
61 0 0 +£2¢ 424 4d+10mod 32 1
62  g2dtlomeds2 g g 0 15
63  £2dtlomeds2 g g 0 21

64 i2d+10 mod 32

solve this we first use a birthday attack to find ‘birthday’ bitstrings S}, and
Sy, such that 6IHV,, = (0, 6b, 6b, 6b) for some 6b. The birthday attack actually
searches for a collision (a,b —¢,b —d) = (a/,V/ — ¢, b — d’) between [HV,, =
(a,b,c,d) and THV) = (a’,V',c,d"), implying indeed da = 0 and 6b = b¢ = 4d.
The search space consists of 96 bits and therefore the birthday step can be
expected to require on the order of 21/29 = 249 calls to the MD5 compression
function.

One may extend the birthdaying by searching for a 6b of low NAF weight, as
this weight is the number of near-collision block pairs to be found. On average
one may expect to find a b of NAF weight 11. In the case of our colliding
certificates example we found a 6b of NAF weight only 8, after having extended
the search somewhat longer than absolutely necessary.

Let (k;) be the NAF of §b. Then we can reduce 6IHV,, = (0, b, bb, 6b) to
(0,0,0,0) by using, for each non-zero k;, a differential path based on the partial
differential path in Table B with émi; = —k; 20710 ™04 32 T other words, the
signed bit difference at position i in 6b can be eliminated by choosing a message
difference only in dmq1, with just one opposite-signed bit set at position i —
10 mod 32. Let ¢; for j = 1,2,...,r be the indices of the non-zero k;. Starting
with n-block M = P||S;||Sy, and M’ = P’||S[||S] and the corresponding resulting
IHV,, and THV, we do the following for j =1,2,...,r in succession:

1. Let 6myy = —k;, 29710 med 32 and §my = 0 for £ # 11 (note the slight
abuse of notation, since we define just the message block differences, without
specifying the message blocks themselves).

2. Starting from IHVy4;—1 and THV, ., ,, find a differential path.

3. Find message blocks S¢ j and S, ; = Sc,;+0M,;, that satisfy the differential
path. This can be done by using collision finding techniques such as Klima’s
tunnels, cf. [9] and [I5].

4. Let THV,; = MD5Compress(IHV;1j-1,5c,;), [HV, ; = MD5Compress
(IHV,,; 1,5;;), and append S ; to M and S{ ; to M".

It remains to explain step 2 in this algorithm.
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Fig. 2. 61 HV's for the colliding certificates

Figure[2 visualizes the entire process. The horizontal lines represent the NAFs of
6IHV; fori=0,1,...,21. The section P|S;||S}, consists of 4 blocks (i.e., n = 4),
so at ¢ = 4 only r = 8 triples of bit differences are left. They are annihilated one
by one by the 8 near-collision block pairs (i.e., S ; and S, . forj=1,2,. ,8),

so that at ¢ = 12 a full collision is reached. Th( blocks after that (Whlch 1nclud(
E from Section [3) are identical for the two messages, so that the collision is
retained.

5.4 Differential Paths and Bitconditions

Assume MD5Compress is applied to pairs of inputs for both intermediate hash
value and message block, i.e., to (IHV, B) and (IHV’, B"). A differential path for
MD5Compress is a precise description of the propagation of differences through
the 64 steps caused by 6IHV and 6B:

OF = fi(Q1, Qi_1, Qi_s) — i Qr, Qr—1, Qi—2);
ST, = 6F, + 6Qs_5 + Wi
§R; = RL(T!, RC;) — RL(T}, RCy);

6Qit1 =06Q¢ + ORy.

Note that 8F; is not uniquely determined by 6Q;,6Q;_1 and 6Q;_o, so it is
necessary to describe the value of §F; and how it can result from the @Q;, @} in
such a way that it does not conflict with other steps. Similarly 6 R; is not uniquely
determined by 67} and RCY, so also the value of 6 R; has to be described.

5.4.1 Bitconditions

We use bitconditions on (Qq, Q;) to describe differential paths, where a sin-
gle bitcondition specifies directly or indirectly the values of the bits Q[i] and
Q}[7]. Thus a differential path consists of a matrix of bitconditions with 68
rows (for the possible indices t = —3,-2,...,64 in Q¢ Q}) and 32 columns
(one for each bit). A direct bitcondition on (Qt[ ], Q[i]) does not involve other
bits Q;[k] or Q}[k], while an indirect bitcondition does, and specifically one of
Qt—2li], Q—1[d], Qf+1['] or Q¢4+2[i]. Using only bitconditions on (Q¢, Q}) we can
specify all the values of 6@, 6 F; and thus 6T} and 6 Ry = 6Q;+1—90Q; by the rela-
tions above A bitcondition on (Q¢[¢], Q;[¢]) is denoted by g:[i], and symbols like
0,1,+,-,",... are used for q¢[i], as defined below. The 32 bitconditions (q.[i])?L,
are denoted by q;. We discern between differential bitconditions and boolean
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Table 3. Differential bitconditions

q¢[i] condition on (Qt [i], Qili]) k
: Qu[i] = Qi1 0
+ Qi) =0, Qii=1 +1
- Q=1 Q=0 -1

Note: 6Q¢ = 3! 2'k; and AQ: = (k).

Table 4. Boolean function bitconditions

q¢[7] condition on (Q:[i], Q}[i]) direct/indirect direction
0 Qi) = Qi =0 direct
1 Qi) = Qili] =1 direct
- Q:li] = Q1li] = Qi-1]i] indirect ~ backward
v Qt[z] = Qt[z] = Q+1]7] indirect forward
! Q:li] = Qili] = Qi-1]i] indirect ~ backward
y Q+i] = Q1] = Qit1]i] indirect forward
m Q:li] = Qili] = Qi—2]i] indirect ~ backward
W Q+i] = Q1] = Qi42]i] indirect forward
# Q1] = Qili] = Qe—2[i] indirect ~ backward
h Q:[i] = Q1li] = Qu+2]i] indirect forward
? Qi) = Qili] A (Qe]i] =1V Qi—2[i] =0)  indirect  backward
a Q] = Qili] A (Qus2]i] =1V Q¢[i] =0)  indirect forward

function bitconditions. The former, shown in Table (] are direct, and specify
the value k; = Q}[i] — Qq[i] which together specify 6Q; = >_ 2%k; by how each
bit changes. Note that (k;) is also a BSDR. The boolean function bitconditions,
shown in Tabledl are used to resolve any ambiguity in

AFR[i] = fu(@ili], Qi 1[i], Q15 li]) — fe(Q:lil, Qe-1li], Qe—2[i]) € {-1,0,+1}

caused by different possible values for Q;[i], Q} [i] for given bitconditions. As an
example, for ¢t = 0 and (q.[¢], q¢—1[i], qi—2[i]) = (., +, =) there is an ambiguity:

if Qt[’t] = Q;[’L] = 0 then AFt[[Z]] = ft(O, 1,0) — ft(0,0, 1) = —1,
but if Q[i] = Q'[i] = 1 then AF,[i] = f,(1,1,0) — f,(1,0,1) = +1.

To resolve this ambiguity the bitcondition (.,+,-) can be replaced by (0,+,-) or
(17+7_)'

All boolean function bitconditions include the constant bitcondition Q:[i] =
Q}[i], so they do not affect Q. Furthermore, indirect boolean function bitcon-
ditions never involve a bit with condition + or -, since then it could be replaced
by one of the direct bitconditions ., 0 or 1. We distinguish in the direction of
indirect bitconditions, since that makes it easier to resolve an ambiguity later
on. It is quite easy to change all backward bitconditions into forward ones in a
valid (partial) differential pathm, and vice versa.
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When all 6Q; and 6F; are determined by bitconditions then also 673 and
O0R; can be determined, which together describe the bitwise rotation of 67} in
each step. Note that this does not describe if it is a valid rotation or with
what probability the rotation from 67} to 6R; occurs. The differential paths
we constructed for our example can be found at [www.win.tue.nl/hashclash/|
[ChosenPrefixCollisions/l

5.4.2 Differential Path Construction Overview

The basic idea in constructing a differential path is to construct a partial lower
differential path over steps t = 0,1,...,11 and a partial upper differential path
over steps t = 16,17,...,63, so that the @); involved in the partial paths meet
but do not overlap. Then try to connect those partial paths over the remaining
4 steps into one full differential path. Constructing the partial lower path can
be done by starting with bitconditions q_s, q_2, q_1, qo that are equivalent to
the values of THV, ITHV' and then extend this step by step. Similarly the partial
upper path can be constructed by extending the partial path in Table[2 step by
step. To summarize, step 2 in the algorithm of section[5.3] consist of the following
substeps:

2.1 Using IHV and IHV’ determine bitconditions (q;)?__5.

2.2 Generate a partial lower differential path by extending (q;)?__5 forward up
to step ¢t = 11.

2.3 Generate a partial upper differential path by extending the path in Table
down to t = 16.

2.4 Try to connect these lower and upper differential paths over t = 12,13, 14, 15.
If this fails generate other partial lower and upper differential paths and try
again.

5.5 Extending Differential Paths

When constructing a differential path one must fix the message block differences
dmy, . ..,0my5. Suppose we have a partial differential path consisting of at least
bitconditions q;—1 and q;—o and that the values 6Q; and 6Q;_3 are known. We
want to extend this partial differential path forward with step ¢ resulting in
the value 6Q;4+1 and (additional) bitconditions q¢, q:—1, q:—2. We assume that all
indirect bitconditions are forward and do not involve bits of Q;. If we also have
q¢ instead of only the value 6Q; (e.g. qo resulting from given values IHV, THV"),
then we can skip the carry propagation and continue at Section

5.5.1 Carry Propagation

First we want to use the value 6Q; to select bitconditions q;. This can be done
by choosing any BSDR, of 6@, which directly translates into a possible choice
for q; as given in Table[Bl Since we want to construct differential paths with as
few bitconditions as possible, but also want to be able to randomize the process,
we may choose any low weight BSDR (such as the NAF).
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5.5.2 Boolean Function

For some i, let (a, b, ¢) = (q¢[i], q¢—1[i], qt—2[i]) be any triple of bitconditions such
that all indirect bitconditions involve only Q[i], Q¢—1[i] or Qi—2[i]. The triple
(a,b,c) is associated with the set Uy of tuples of values (z,2',y,y’,2,2') =

(tha Q; [7’]7 Qt*l M» Q;—l[i]a Qt*Q[i]a Q2—2M)
Uape = {(z, 2, y,y/, 2, 2') € {0,1}° satisfies bitconditions (a,b,c)} .

If Uspe = 0 then (a,b,c) is said to be contradicting and cannot be part of any
valid differential path. We define F; as the set of all triples (a, b, ¢) such that all
indirect bitconditions involve only Qq[i], Q:—1[i] or Qi—2[i] and Ugpe # 0.

We define V. as the set of all possible boolean function differences f;(z’, 3y, 2’)
— fi(z,y, z) for given bitconditions (a, b, c) € Fy:

VﬂbC - {ft<x/7ylﬁzl) - ft(xayvz) | ('r"r/7yay/7z7z/) S Uﬂbc} C {_1a07+1}

If [Vape| = 1 then (a,b,c) leaves no ambiguity and the triple (a,b,c) is said
to be a solution. Let S; be the set of all solutions. If |V,p.| > 1 then for each
g € Ve we define Wy 4 as the set of solutions (d, e, f) € S; that are compatible
with (a,b,c¢) and that have g as boolean function difference:

Wabc,g = {(daevf) S St ‘ Udef - Uabc A Vdef = {g}} .

Note that for all g € V. there is always a triple (d, e, f) € Wapc,4 that consists
only of direct bitconditions 01+-, hence Wype,y # 0. The direct and forward
(resp. backward) boolean function bitconditions were chosen such that for all ¢,
i and (a,b,c) € F; and for all g € Vi, there exists a triple (d,e, f) € Wape,q
consisting of direct and forward (resp. backward) bitconditions such that

Udef is equal to {(‘ra‘rlayvylvzvz/) S Uabc | ft(xlaylaz/) - ft(mvyaz) = g} .

In other words, these boolean function bitconditions allows one to resolve an
ambiguity in an optimal way. If the triple (d,e, f) is not unique, then we pre-
fer direct over indirect bitconditions and short indirect bitconditions (vy~!)
over long indirect bitconditions (whqm#?) for simplicity reasons. For given t,
bitconditions (a,b,c¢), and g € Vg we define FC(t,abe,g) = (d,e, f) and
BC(t,abc, g) = (d,e, f) as the preferred triple (d, e, f) consisting of direct and
forward, respectively backward bitconditions. These should be precomputed for
all cases.

For all i = 0,1,...,31 we have by assumption valid bitconditions (a,b,c) =
(qe[7], qe—1[é], ge—2[i]) where only ¢ can be an indirect bitcondition. If so, it
must involve Q;_1[i]. Therefore (a,b,c) € Fi. If [Vope| = 1 there is no ambi-

guity and we let {g;} = Vipe. Otherwise, if |Vip| > 1, then we choose any
gi € Vape and we resolve the ambiguity left by bitconditions (a, b, ¢) by replacing
them by (d,e, f) = FC(t, abe, g;), which results in boolean function difference
g;. Given all g;, the values 6 F; = Z?io 2ig; and 6T, = 6F, +6Q_3+ 6W; can be
determined.
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5.5.3 Bitwise Rotation
The integer 6T; does not uniquely determine the value of 6R; = RL(T],n) —
RL(T;,n), where n = RC}. Nevertheless, we simply use §R; = RL(NAF (6T%),n)
and determine 6Q; 11 = 6@+ 6 R; to extend our partial differential path forward
with step t.

Another approach to determine §R; uses the fact that any BSDR (k;) of 6T}
determines 6 R;:

31 31
SRy = Z oitn mod 32 (Tt/ [Z] -T, [Z]) _ Z gitn mod 32ki
i=0 1=0
31-n 31
=2" )" 22" N 2k
i=0 i=32—n
Different BSDRs (k;) and (¢;) of 6T} result in the same 6R; as long as
31-n 31-n 31 31
Z 2Zki = Z 22& and Z 2Zki = Z 22&.
i=0 i=0 i=32-n i=32-n

In general, let (o, 3) € Z? be a partition of the integer 6T} with a + 3 = 6T}
mod 232 |a| < 23277 | 3| < 232 and 2327 "|3. For a BSDR (k;) of 6T} we say that
(o, B) = (k) if a= Zf’ian 2'k; and 3 = Z?ig%n 2'k;. The rotation of (a, 3) is
defined as RL((a, 3),n) = 2"a + 2" 7323 mod 2%2.

Let z = (6T; mod 2327") and y = (6T; — x mod 232), then 0 < z < 232-n
and 0 < y < 232, This gives rise to at most 4 partitions of §7}:

L (o, B) = (z,y);

2. (a7ﬁ)=(az,y—232), 1fy7£0,

3. (a,B) = (x — 23277,y +2327" mod 2%2), ifx#0;

4. (o, B) = (x—2327" (y+2327" mod 232)-232), ifx £0and y+232"" £0
mod 232,

The probability of each partition (a, 3) equals

—weight of (k;
Plagy = p, 2 veshterh,
(ki)=(a,B)

One then chooses any partition (a, 3) for which p(,,5) > }1 and determines 6 R; as
RL((c, 8),n). In practice NAF (8T) most often leads to the highest probability,
which validates the simpler approach we used.

5.5.4 Extending Backward

Similar to extending forward, suppose we have a partial differential path con-
sisting of at least bitconditions q; and q,—1 and that the differences 6Q41 and
6Q¢_o are known. We want to extend this partial differential path backward with
step ¢ resulting in 6Q;_3 and (additional) bitconditions ¢y, q;—1, g:—2. We assume
that all indirect bitconditions are backward and do not involve bits of Q;_s.
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We choose a BSDR of 6Q;_2 with weight at most 1 or 2 above the lowest
weight, such as the NAF. We translate the chosen BSDR into bitconditions
r—2.

For all i = 0,1,...,31 we have by assumption valid bitconditions (a,b,c) =
(qelé], 9e—1[4], gt—2[i]) where only b can be an indirect bitcondition. If so, it must
involve Q—2[i]. Therefore (a,b,c) € Fy. If |Vape| = 1 there is no ambiguity and
we let {g;} = Vape. Otherwise, if [Vype| > 1, then we choose any g; € Vipe
and we resolve the ambiguity left by bitconditions (a, b, ¢) by replacing them by
(d,e, f) = BC(t,abc, g;), which results in boolean function difference g;. Given
all g;, the value 6F; = Z?io 2¢g; can be determined.

To rotate 6R; = 6Q¢41 — 6@ over n = 32 — RCY bits, we simply use 6T; =
RL(NAF(6R;),n). Or we may choose a partition (c, 3) of 6R; with p(a,5) > §
and determine 67} = RL((«, 3),n). As in the ‘forward’ case, NAF(6R;) often
leads to the highest probability. Finally, we determine 6Q;_5 = 8Ty — 6 Fy — 6W,
to extend our partial differential path backward with step t.

5.6 Constructing Full Differential Paths

Construction of a full differential path can be done as follows. Choose 6@ _3 and
bitconditions q_2, q_1, qo and extend forward up to step 11. Also choose §Qs4
and bitconditions g3, g¢2, 61 and extend backward down to step 16. This leads
to bitconditions q_2,9-1,...,911, 914,915, -- -, o3 and differences 6Q _3,6Q12,
0@Q13,0Qp4. It remains to finish steps t = 12, 13,14, 15. As with extending back-
ward we can, for ¢t = 12,13, 14, 15, determine 6 Ry, choose the resulting 67T} after
right rotation of 6 R; over RC; bits, and determine 6 F; = 6Ty — Wy — 6Q¢—3.

We aim to find new bitconditions qi9,q11,...,q15 that are compatible with
the original bitconditions and that result in the required 6Q12, 6Q13, 6F12, 6 F13,
O0F14, 6F15, thereby completing the differential path. First we can test whether
it is even possible to find such bitconditions.

For i = 0,1,...,32, let U; be a set of tuples (q1,q2, f1, f2, [3, fa) of 32-bit
integers with ¢; = fr = 0 mod 2° for j = 1,2 and k = 1,2,3,4. We want
to construct each U; so that for each tuple (q1,qo, f1, fo, f3, f4) € U; there exist
bitconditions qio[], q11[], . . ., q15[¢], determining the AQ114;[¢] and AFy11[/]
below, over the bits £ = 0,...,7 — 1, such that

i—1
8Quiy; =+ Y 2°AQuy,[l], j=1,2,
=0
i—1
6Fik = fu+ ZQZAFHM[[K]], k=1,2,3,4.
=0

This implies Z/[o = {(6Q12, 6Q1376F12, 6F13, 6F147($F15)}. The other Z/{Z are con-
structed inductively by Algorithm[Il Furthermore, |I;] < 2, since for each ¢;, f
there are at most 2 possible values that can satisfy the above relations.

If we find Uss # () then there exists a path wug,u1, ..., use with u; € U; where
each wu;y1 is generated by wu; in Algorithm [[I Now the desired new bitconditions
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Algorithm 1. Construction of U; 11 from U;.
Suppose U; is constructed as desired in Section

Let Uit1 = 0 and (a,b,e, ) = (q1s[i], g1a[d], qu1[d], g10[i]).
For each tuple (q1, g2, f1, f2, f3, f4) € U; do the following:

1. For each bitcondition d = qi2[i] € { (-4} if qufi] = 1 do

2. Let ¢ = 0,—1,+1 for resp. d =.,-,+

3. For each different fi € {—f1[i], +f1[i]} N Vaes do

4. Let (d', ¢, f') = FC(12,def, f1)

5. For each bitcondition ¢ = qi3[i] € { %_7}4_} g Zi E _ (1) do

6. Let ¢5 = 0,—1,+1 for resp. c =.,-,+

7. For each different f5 € {—f2[i], + f2[i]} N Veger do

8. Let (c',d",e") = FC(13,cd'e, f3)

9. For each different f5 € {—f3[i], +f3[i]} N Vg do
10. Let (o, ¢",d") = FC(14,bc'd", f})
11. For each different fi € {—fa[d], +fa[i]} N Vaper do
12. Let (a/,0", ") = FC(15,ab'c’, f})
13. Insert (ql _2Zq17q2_2Zqéyf1_21f{7f2_2Zfé7f3_2zfé7f4_2lfi)

into Uiy1.

Keep only one of each tuple in U;41 that occurs multiple times. By construction we
find U;+1 as desired.

(q15[7], q1alt], - - -, qu0[d]) are (o', 0", ", d" e", '), which can be found at step 13
of Algorithm [l where one starts with u; and ends with ;1.

5.7 Implementation Details

Implementation of these techniques was done in C++ using the general purpose
library Boost and the BOINC framework. BOINC is an open source distributed
computing framework that allows volunteers on the Internet to join a project
and donate cpu-time. Each project running a BOINC server automatically han-
dles compute-client inputs and outputs specific to any number of applications,
including output validation and re-assignment of jobs, if required. Volunteers,
which can form teams, can monitor their own and others’ progress, thus pro-
viding an inspiring competitive environment. Our BOINC project had a peak
performance of approximately 400 GigaFLOPS.
To construct our chosen-prefix collision we used six applications:

1. One that generates birthday trails ending in a distinguished point [I3];

One that collects birthday trails and computes collisions when found;

3. One that loads a set of partial lower differential paths and extends those
forward with step ¢ and saves only the paths with the fewest bitconditions;

4. One that loads a set of partial upper differential paths and extends those
backward with step ¢ and saves only the paths with the fewest bitconditions;

[\
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5. One that loads sets of lower and upper differential paths and tries to connect
each combination;

6. One that searches for near-collision blocks that satisfy a given full differential
path.

While extending a partial differential path we exhaustively try all BSDRs of 6Q;
with weight at most 2 above the lowest weight, and all possible 6 F; and all high-
probability rotations. We keep only the N paths with the fewest bitconditions,
for some preset value of N. Also we keep only those paths that have a preset
minimum total tunnel strength over the Q4, Qs, Qg, Q1o-tunnels [9]. With the
exception of the 2nd, all applications can be fully parallelized. For the 1st and 5th
application, which were by far the most cpu-time consuming, we used BOINC;
the others were run on a cluster.

6 Concluding Remark

We have presented an automated way to find differential paths for MD5, have
shown how to use them to construct chosen-prefix collisions, and have con-
structed two X.509 certificates with different name fields but idential signatures.
Our construction required substantial cpu-time, but chosen-prefix collisions can
be constructed much faster by using a milder birthday condition (namely, just
ba = 0 and ¢ = 6d) and allowing more near-collision blocks (about 14). See [16]
for details.
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Non-trivial Black-Box Combiners for
Collision-Resistant Hash-Functions Don’t Exist
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Abstract. A (k, £)-robust combiner for collision-resistant hash-functions
is a construction which from ¢ hash-functions constructs a hash-function
which is collision-resistant if at least k of the components are collision-
resistant. One trivially gets a (k,£)-robust combiner by concatenating
the output of any £ — k 4+ 1 of the components, unfortunately this is
not very practical as the length of the output of the combiner is quite
large. We show that this is unavoidable as no black-box (k,¢)-robust
combiner whose output is significantly shorter than what can be achieved
by concatenation exists. This answers a question of Boneh and Boyen
(Crypto’06).

1 Introduction

A function H : {0,1}* — {0,1}" is a collision-resistant hash-function (CRHF),
if no efficient algorithm can find two inputs M # M’ where H(M) = H(M'),
such a pair (M, M’) is called a collision for HI

In the last few years we saw several attacks on popular CRHFs previously
believed to be secure [I8IY]. Although provably securdd hash-functions exist
(see e.g. [3] and references therein), they are rather inefficient and rarely used in
practice. As we do not know which of the CRHF's used today will stay secure, it
is natural to investigate combiners for CRHFs. In its simplest form the problem
is the following: given two hash-functions

Hy, Hy : {0,1}* — {0,1},

can we construct a new hash-function which is collision-resistant if either H; or
H, is? The answer is that of course we can, just concatenate the outputs:

H(X) = Hi(X)| Hz(X). (1)

* Supported by DIAMANT, the Dutch national mathematics cluster for discrete in-
teractive and algorithmic algebra and number theory. This work was partially done
while the author was a postdoc at the Ecole Normale Supérieure, Paris.

! This definition is very informal as there are some issues which make it hard to have a
definition for collision-resistant hash-functions which is theoretically and practically
satisfying, see [I5] for recent discussion on that topic.

2 Provably secure means that finding a collision can be shown to be at least as hard
as solving some concrete (usually number theoretic) problem.

M. Naor (Ed.): EUROCRYPT 2007, LNCS 4515, pp. 23-[33 2007.
© International Association for Cryptology Research 2007
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As any collision M, M’ for H is also a collision for Hy and Hs, if either Hy or
H, is collision-resistant, so is H. Unfortunately the length of the output of H
is the sum of the output lengths of H; and Hs, this makes the combiner quite
unattractive for practical purposes.

1.1 The Boneh-Boyen and Our Result

Boneh and Boyen [2] ask whether one can combine CRHF's such that the output
length is (significantly) less than what can be achieved by concatenation. They
prove a first negative result in this direction, namely that there is no black-box
construction for combining CRHFs in such a way that the output is shorter than
what can be achieved by concatenation under the additional assumption that
this combiner queries each of the components exactly once. They ask whether
a similar impossibility result can be obtained in the general case where the
combiner is allowed to query the components several times. We answer this
question in the affirmative: any combiner for ¢ functions with range {0, 1}¥ must
have output length at least (v — O(log(q)))¢ bitdd, where ¢ is the number of
oracle calls made by the combiner. Stated in asymptotic terms, if ¢ € 2°") is
subexponential, then the output length is in (1 — o(1))v¢, and if ¢ is constant
the output length is in v¢ — O(1), this must be compared to v¢ which is trivially
achieved by concatenation.

(k,£)-RoBusT COMBINER. In this paper we will consider the more general ques-
tion whether secure and non-trivial (k, £)-robust combiners for collision-resistant
hash-functions exist. A (k, £)-robust combiner is collision-resistant, if at least k
(and not just one) of the components used are secure. We trivially get a (k, ¢)-
robust combiner by concatenating any ¢ — k 4+ 1 of the componentsE which
gives an output length of v(¢ — k + 1). We show that this cannot be signifi-
cantly improved as any (k, £)-robust combiner must have output length at least
(v— O(log(q))) (£ — k +1) — .

The main technical contribution of this paper is Lemma 2] which generalizes
(and as a special case contains the statement of) Theorem 3 from [2]. Roughly,
this lemma states that there exist hash-functions and a collision for any combiner
with sufficiently short output, such that this collision does not trivially lead to
collisions for alfl of the hash-functions. The proof of this lemma follows from a
simple application of the probabilistic method, and in particular is much simpler
than the proof of Theorem 3 in [2].

AN INFORMATION THEORETIC ARGUMENT. There is a quite intuitive infor-
mation theoretic argument why (k, ¢)-robust combiners for CHRFs {0,1}* —
{0,1}" whose output is significantly shorter than v(¢ — k + 1) bits can’t exist.
We give this argument below, it will turn out that this simple approach gives
an impossibility result which is much weaker than what we prove in this paper.
This argument is shown only for motivational reasons and is not relevant for the

3 In this paper all logarithms are to base 2.
4 We'll look at this construction in more detail in the next section.
® Or for £ — k + 1 of the hash-functions if we consider (k, £)-robust combiners.
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rest of the paper, the reader can skip the rest of this section if this does not seem
to be of interest.

Basically, the argument uses the fact that one can encode a collision for any
function with output length w using roughly w bitdd and if the function is uni-
formly random, then w bits are also necessary. Now if a combiner with short
output is instantiated with uniformly random functions, (the encoding of) a
collision for the combiner will simply be too short to encode the information
necessary to find collisions for the components. A bit more precisely, for (1,2)-
robust combiners this argument goes as follows. Assume we are given a combiner
C for two functions {0,1}* — {0,1}" whose output length is 2v — ¢ (i.e. ¢ bits
less than concatenation). Now we simply sample two uniformly random functions
Hy, Hy : {0,1}* — {0,1}? and output a collision M, M’ for CH1-H2 such a colli-
sion can be encoded using 2v —t bits. To encode a collision for a random function
{0,1}* — {0,1}", v bits are necessary and sufficient. Thus given the collision for
the combiner, we still lack about ¢/2 bits of information (i.e. we have that much
min-entropy) about a collision for one of the H;’s, and would have to make about
2t/2 more queries to this H; in order to find a collision. This argument only rules
out very strong combiners, where from any collision on the combiner we expect
to get a collision for both components very efficiently. For example it does not
rule out the possibility of (1, 2)-robust combiners with range 3v/2 (which we can
consider significantly less than 2v), where each collision for the combiner gives
collisions for both components if we are ready to invest an additional O(2/4)
queries. Such a combiner would still be sufficient if we are willing to assume that
at least one of the components we combine has security (slightly more than)
2v/4 This assumption is very mild, as usually v is something like 160 or 256,
such that the birthday bound 2%/2 is infeasible, but if a collision can be found
after 2¥/* queries, the CRHF would be considered completely broken. More gen-
erally, the above argument does not rule out (1,2)-robust combiners with output
length 2v —t for a t where 2//2 queries are considered feasible (for an attacker).
In contrast, the theorem proven in this paper rules out (1,2)-robust combiners
with output length 2v — ¢, unless the combiner itself makes 2t/2 invocations to
the components.

5 The following is a possible encoding. To define the encoding choose values X1, Xo, ...
in {0, 1}**! uniformly at random. Now given a function f : {0, 1}* — {0, 1}* (which
can be chosen adversarialy, but independent of the X;’s) let ¢ be minimal such that
f(X;) has at least 2 preimages in {0,1}*" and output any X € {0,1}** where
X # X; and f(X) = f(X;). The expectation of ¢ is at most 2 (as the probability that
f(Z) has only one preimage in {0, 1}**"* for a random Z is at most 1/2). Thus given
X, we must make an expected number of at most 3 queries to f to find a collision
(i.e. first compute f(X) and then try f(X1), f(X2),... until f(X) = f(Xy)). If we
only have w + 1 — ¢ (not w + 1) bits for the encoding, we can simply omit the last
¢ bits in the encoding just described, and when decoding trying all 2° possibilities
for this bits, thus we need an expected number of 2 4 2¢ evaluations of f to find a
collision given w + 1 — ¢ bits of X, which is better than no information at all if ¢ is
less than w/2.
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1.2 Related Work

COMBINERS. The idea of combining two or more cryptographic components in
order to get a system which is secure whenever at least one of the underlying
primitives is secure is quite old[d The early results are on symmetric encryption
schemes [TJ61T]. Combiners for asymmetric primitives were constructed by Dodis
and Katz [5] (for CCA secure encryption schemes) and Harnik et al. [7] (for key-
agreement). The general notion of a combiner was put forward by Herzberg
[8] who calls them “tolerant combiners”. In recent works one often calls them
“robust combiners”, a term introduced in [7]. Combiners have been generalized
in several ways:

(k,£)-RoBUsT COMBINERS: [7] put forward the notion of (k, ¢)-robust combin-
ers as discussed in the last section. Such combiners are only guaranteed to
be secure if at least k& (and not just one) of the ¢ components used is secure.
Interestingly, for natural primitives as statistically hiding commitments [§]
and oblivious transfer [7/I3] only 2-3 but no 1-2 combiners are known.

CROSS-PRIMITIVE COMBINERS: In a cross-primitive combiner the combined
primitive is different from the components used, one can think of this as
simultaneously being a reduction and a combiner. This notion was introduced
by Meier and Przydatek [12] who construct a 1-2 private information retrieval
to oblivious transfer cross-primitive combiner, which is interesting as normal
1-2 combiners for oblivious transfer might not exist [7].

EFFICIENCY AND OTHER PARAMETERS: In practice the mere existence of a
combiner is not enough, as the parameters of a combiner are important.
Efficiency is always of concern, fortunately for most primitives where com-
biners are known to exist, also efficient realizations are known [718], with bit-
commitments being a notable exception [§] to that rule. Besides efficiency,
for different primitives also other parameters are important, in particular
this paper is about the output-length of combiners for CRHFs.

COLLISION RESISTANCE. collision-resistant hash-functions are very important
and subtle [I5] cryptographic primitives which have attracted a lot of research,
even more in the recent years as widely used (presumably) collision-resistant
hash-functions as MD5 or SHA-1 have been broken [I8/19]. Here we only mention
some of the generic results on CRHF's.

Simon shows that collision-resistant hash-functions cannot be constructed
from one-way functions via a black-box reduction [I7]. On the positive side,
Naor and Yung [I4] show that for some applications (in particular for signature
schemes) collision resistance is not necessary, as universal one-way hash-functions
are enough. Those can be constructed from one-way functions [LOJI6].

Merkle and Damgard show that by iterating a CRHF with fixed input length,
one gets a CRHF for inputs of arbitrary length. Most CRHF's used today follow

7 We also see many combiners in the physical world, for example one often has several
different locks on a door. This does not to simply increase the time a burglar needs
to break the k locks by a factor of k, but there’s hope that some particular lock
might turn out to be much harder to come by than the others.
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this approach. Coron et al. [4] show that the Merkle-Damgard construction does
not give a random function if instantiated with a random function (which was
not the design goal of this construction), but that this can be achieved with
some small modifications. Joux [9] shows that for iterated hash-functions (like
the Merkle-Damgard construction) finding many values which hash to the same
value is not much harder than finding an ordinary collision. As a consequence
concatenating the output of such hash-functions does not increase the security:
let Hy, Hy be iterated hash-functions with v bits output, then one can find a
collision for H(X) = H;(X)|H2(X) in time O(v2"/?).

2 Combiners for CRHFs

Informally, a (k, £)-robust combiner for CRHFs is a construction (modeled as an
oracle circuit C') which, if instantiated with any ¢ hash-functions Hy,..., Hp :
{0,1}* — {0,1}?, is collision-resistant if at least k of the H;’s are. In order
to show that a construction is a (k,£)-robust combiner, one must provide an
efficient procedure P which given two colliding inputs for the combiner, finds
collisions for at least £ — k + 1 of the underlying H;’s. In this paper we only
consider black-box combiners as defined in [7], this means that C' and P are
only given oracle access to the H;’s.

The following definition of a (k, £)-robust combiner is a generalization of the
definition given in [2], where only the case k = 1 was considered.

Definition 1. A combiner for £ collision-resistant hash-functions
{0,1}* — {0,1}" is a pair (C, P) where C is an oracle circuit and P is an oracle
probabilistic polynomial-time Turing machine (PPTM E

C:{0,1}™ — {0,1}*  P:{0,1}*™ — {0,1}".

There are { types of oracle gates (tapes) in C (P). With BH1He(X) (where
B is C or P) we denote the output of B on input X when the £ types of oracle
gates are instantiated with functions Hy,..., Hy:{0,1}* — {0,1}" respectively.

We say that P k-succeeds on M, M’ € {0,1}* and oracles Hy,...,H; if its
output contains collisions for all but at most k — 1 of the H;’s, i.e. for

PHG-He (MM — (U, ..., Uy, UY, ..., Up)
we have
I C{1,....0},|J| > l—k+1:(U;,U]) is a collision for H;.

Let Adv%[(Hy,...,Hy), (M, M")] denote the probability (over P’s coin tosses)
that PHuHe(M M') k-succeeds. Then (C, P) is an e-secure (k, {)-combiner,
if for all (compatible) Hy, . .., Hy and all collisions (M, M") on CH1-He e have

Advb[(Hy,. .., Hy), (M, M")] >1—e.
We say that (C, P) is an (k,{)-robust combiner if it is e-secure for a small A

8 The only reason P is defined as a Turing machine and not as a circuit is that we
don’t want to put an a priori bound on the output length of P.
9 Here “small” usually means negligible in some security parameter.
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For example consider the following (k, £)-robust combiner (C, P)
CHu B (N) = Hy (M) . || Hompo1 (M)
PHu s Hy v MY — (M. M), (M., M)
As any collision M, M’ for CHvHe is a collision for H; fori =1,...,0 —k+1,
Advi[(Hy,. .., Hy), (M, M")] =

So (C, P) can be considered a secure (k, £)-robust combiner, as from any collision
on CHu-He e get from P collisions for all but k — 1 of the H;’s, thus if k of
the H;’s are secure, also Ct-H¢ must be secure. The output length of C is
n=uv(l —t+1), by the following theorem this cannot be significantly improved.

Theorem 1. Let (C,P) be a (k,0)-robust combiner, where C' : {0,1}" —
{0,1}™ has q¢ oracle gates and P makes at most qp oracle calls. Suppose that

n<(v—2log2¢qc))l —k+1)—¢—1 and m>n. (2)
Then there exist M, M' € {0,1}™ and functions H; : {0,1}* — {0,1}* for
i1 =1,...,¢ relative to which
Advp[(Hy, ..., Hy), (M, M")] < ( (3)
For the special case where k =1 and C queries each H; exactly once (which are
the constructions considered in [2]) the bound on n can be improved to

n<vl—1 and m>n

or
n<vl and m-—1>n.

The last statement slightly improves on the main result from [2] where a stronger
n < m—Ilog /¢ bound was needed in order to get n < vf. As we can find a collision
for any function with range {0, 1} in 2°/2 steps, in order to reason about CRHFs
with range {0,1}? the value 2¥/2 must be unfeasibly large. In particular for any
reasonable combiner gp + go < 2°/? and thus the advantage (@) will be very
small.

Let us remark that in [2] the ranges of the H,;’s were allowed to be different,
for the sake of exposition we drop this generalization, but it is straight forward
to adapt (the proof of) Theorem [ to this more general case. Note that when
the H;’s have different output lengths, say H; has length v; where v; < vy <
vy < ... < vy, then we can construct a (k, ¢)-robust combiner by concatenating
the outputs of Hy,..., Hy_p+1 (i.e. the H;’s with the shortest outputs), which
will give a combiner w1th output length Zz R . Again, this is basically best
possible, as for this setting Theorem [I] holds by generalizing equation (2l) to

(—k+1
n < Z i —2log(2gc)) —¢—1 and m >n.

and replacing v with v; in (3).
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Following [2], to prove Theorem [ it is sufficient to prove that hash-functions
Hi,...,H; and a collision M, M' exists where in the computation of C1--He
on inputs M and M’ at least k of the H;’s are not queried on two distinct inputs
X, X" where H;(X) = H;(X’). Note that this means that one does not trivially
get a collision for those H;’s when learning M, M’. Let J C {1,... ¢}, |J| =k
be the indices of these k H;’s. We prove the existence of such H;’s and M, M’
in Lemma 2 below. Then, from such Hy,..., H, and M, M’ we can get the
Hy,...,Hy as required by Theorem [ by setting H;(X) = H;(X) for all in-
puts X which appear as input to H; in the computation of CHi:He(M) or
CHuHe (M) and H;(X) is assigned a random value otherwise. Clearly M, M’
is also a collision for CHvHe moreover all H; where i € J are “very” collision-
resistant, as we just randomly defined their outputs, except on a subset of inputs
which itself does not contain a collision, Lemma [I] below is a formal statement
of this intuitive argument.

Proof (of Theorem[). The theorem follows from Lemmata [T and
In the lemmata below!] let

— W, (X) be the set of oracle queries to H; made while evaluating CtH¢(X).
- Vi(X)={H;(W): W € W;(X)} be the set of corresponding outputs (taken
without repetition).

Lemma 1. Let (C, P) be a (k,£)-robust combiner, where C' has qc oracle gates
and P makes at most qp oracle calls. Assume there exist oracles H; : {0,1}* —
{0,1}*,i=1,...,£ and messages M, M’ such that

— M # M’ and CHu--He(©M) = CHu-He (A7),
— |V (M)UV;(M")|=|W(M)UW (M| for at least k different j €{1,...,£}.

Then there exist deterministic H; {0,1}* — {0,1}",4 = 1,...,¢ relative to
which
(gp +qc)* +k

2v '
Proof. Let J C {1,...,£},|J]| = k be the indices of the k hash-functions for
which no collision occurs during the computation of CHt-H¢ on input M and
M, ie.

Advl[(Hy, ..., Hy), (M, M")] <

Vi€ J:[Vi(M)U V(M| =|W;(M)uW; (M.

For i ¢ J we let H; := H;, and for each i € J let R; : {0,1}* — {0,1}" be
uniformly random and

oy [ Hi(W) i W e Wi(M) U W, (M)
H;(W) = {Rl(W) otherwise

Note that CHl"“’ﬁf(M) = CHl"“’ﬁf(M’) as for each i, H;(W) = H;(W) for
inputs W € W;(M) U W, (M') which come up on the computation of C*1--He

10 Our Lemma[Ilis basically Theorem 2 from [2], the only difference is that we consider
(k, £)-robust combiners whereas [2] were only interested in the case k = 1.
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on inputs M, M’, let Q denote all those inputs together with the corresponding
outputs.

Q = [ J{Vi(M), W;(M), Vi (M), W;(M")}
i=1
Let P’ be the oracle PPTM which makes at most gp oracle calls and maximizes
the probability « defined below.

a= Pr [FieJ:U; # U NH;(U;) = H(UD]  (4)
P/HL e (Q)— {Un ..., Us U ... UL}

o is an upper bound on Adv[(Hy, ..., Hy), (M, M')], as one possible strategy
for P’ is to first compute M, M’, which given Q can be done without access
to the H; oracles, and then simulate PH1: He(M, M") and output the output
of this simulation[J] To save on notatlon let P* denote P/ H/(Q) We say
that P* found a collision if for somd™J A1H;,ieJ it makes an oracle query H; (X)
where either for a previous query X’ # X to H; we have H;(X) = H;(X') or
H(X)eV(M)UV(M’)andX%W( YUW,(M'). Fori=1,...,qp let C;
denote the event that P* found a collision after the i’th oracle query is made. If
the 7’th oracle query is to a H j where j € J or a query which has already been
made we cannot get a collision, so

Pr[Ci|—|Ci,1] =0

So assume that the 7’th oracle query is a new query X to a H j where j € J. Then
fIi(X ) = R;(X) is uniformly random and independent of any previous outputs,
thus the probability that it will collide with any of the < i previous queries to
H; or with one the < 2¢¢ values in V(M) U V,;(M') is at most (2qc + i)/2°,
we get

qp qpP . 2
2qc +i _ qr(29c +qp) _ (gp +4qc)
—N"Prcle ] < < < .
Z I'[ ‘ 1] - ; A - A - A
Even if =C,,, i.e. P* does not find a collision for some H; i€ J, there still is a
tiny chance that P* guesses Uy, U/ where H;(U;) = H;(U!) for some of the i € .J.
The probability of this is at most |J|/2? < k/2". Taking everything together:

(qp +qc)* +k

Adv?’[(ﬁlﬂ"'aﬂf)v(MvM/)} SO[SPT[C(IP]—F]{/ZUS o

(5)
We're almost done, except that in the above inequality, the H;’s are not deter-
ministic as required by the lemma, but randomized (as the R;’s were chosen at

' The reason we give away the full Q is that that M, M’ will usually leak some
information on Q, and the simplest way to deal with this leakage is to simply
assume that P’ knows all those values.

12 Note that we don’t care about collision for f[i,i ¢ J as Q contains collisions for
those Hi’s.
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random). We can get fixed H,’s for which (@) holds by choosing the R;’s so they
minimize the left hand side of (&). O

Lemma 2. Let C': {0,1}™ — {0,1}"™ be as in the previous lemma. Then when-
ever

n<(v—2log(2¢c))l —k+1)—¢—1 and m>n
there exist functions Hy, ..., Hy and messages M, M’ such that

- M ?é M’ and CHl,...,Hg(M) — OHl""’HZ(M/).
— [V (M)UV,;(M")|=|W,;(M)UW ;(M")| for at least k different j €{1,...,¢}.

For the special case where k =1 and C queries each H; exactly once (which are
the constructions considered in [2]) the bounds on n can be improved to

n<vl—1 and m>n

or
n<vl and m-—1>n.

Proof. Consider the following random experiment. First we sample ¢ functions
H; : {0,1}* — {0,1}* uniformly at random[™ Then M, M’ € {0,1}™ are sam-
pled uniformly at random. We define the events & and & as

& = M # M’ and CHv-He(M) = CHveHe(pg)
E — FIJCA{L,... .U}, |J|>(—k
where Vj € J 1 |[V;(M)UV;(M')| # |W;(M)UW,(M')|

We will show that Pr[&€;] > Pr[€2], which then implies Pr[€1 A =&] > 0. This
will prove the lemma as it shows that random Hy,..., H, and M, M’ have the
property as claimed by the lemma with non-zero probability, and thus Hy, ..., Hy
and M, M’ with this property exist.
As Pr[M = M'] = 2=™, Pr[CHu--He(M) = CHu-He (M) > 27" andm > n
we get
Pr[&]>2" —27™ > 2771 (6)

Let ¢; denote the number of H; oracle gates in C', note that Zle qi = qc. We can
upper bound Pr[€3] by the probability that the best oracle algorithm A---He
which can query the i’th oracle H; at most 2¢; times finds a collision for at least
{ —k—+1 of the Hi’s As the H;’s are all independent random functions, the
best A can do is to query it i'th oracle on 2¢; distinct inputs (which ones is

13 One can’t simply sample a H; as this would need infinite randomness, but one can
use lazy sampling here, this means that H;(X) is only assigned a (random) value
when H; is actually invoked on input X.

14 This is an upper bound as one possible strategy for A1H¢ is to simply evaluate
CHuHe op two random inputs M, M’ to get success probability exactly Pr[&].
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irrelevant), by the birthday bound™ the probability of finding a collision for any
H; is at most 2¢;(2¢; — 1)/2°"L, now
Pr[&] < Pr[AfrHe finds ¢ — k + 1 collisions |

< Z Pr[Vi € J : AHrHe finds a collision for H;]

JC{1,....0}
|J|=—k+1

2i(2q; — 1)
DO | B

JC{1,... .0} i€J

|J|:€—k+1
(2q%)f—k+1 - - k41 (QQ%)Z—IC+1 26(2 )6 k+1
< Z u(l—k+1) — Y/ 2u(l—k+1) < Qu(l—k+1) °
JC{1,...,0}
|J|=C—k+1

From the above equation, (@) and n < (v—2log(2¢¢))({ —k+1) — € —1 we now
get log(Pr[&1]) > log(Pr[&2]), and thus Pr[&;] > Pr[&;], as

log(Pr[&1]) > log(2™" 1) = —n — 1> —(v —21og(29c)) (£ — k + 1) + ¢

and

QZ(QQ%)ZflvFl
ogPriez)) < tog (* 2L ) = (o 2loaac)) (¢~ k4 1)+ ¢

Our estimate on Pr[€;] has some slack as to keep the expression simple. For
the special case K = 1 and ¢; = 1,7 = 1,...,¢ which covers the constructions
considered in [2] we get

Prig) < ] 20:20: = 1) _ o

2v+1
ief1,...0}

which satisfies Pr[&1] > Pr[&,] already for n < vf — 1. If we additionally assume
that n < m — 1 (not just n < m) then we can strengthen (@) to Pr[&;] > 271
and Pr[&;] > Pr[&2] holds for the optimal n < v/. |
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Abstract. We provide the first proof of security for MDC-2, the most
well-known construction for turning an n-bit blockcipher into a 2n-bit
cryptographic hash function. Our result, which is in the ideal-cipher
model, shows that MDC-2, when built from a blockcipher having block-
length and keylength n, has security much better than that delivered by
any hash function that has an n-bit output. When the blocklength and
keylength are n = 128 bits, as with MDC-2 based on AES-128, an ad-
versary that asks fewer than 27 queries usually cannot find a collision.

Keywords: Collision-resistant hashing, cryptographic hash functions,
ideal-cipher model, MDC-2.

1 Introduction

OVERVIEW. A double block length hash-function uses an n-bit blockcipher as
the building block by which it maps (possibly long) strings to 2n-bit ones. The
classical double block length hash-function is MDC-2, illustrated in Figure 1.
This nearly 20-year-old technique [5,22] is specified in the ANSI X9.31 and
ISO/IEC 10118-2 standards [1,13], and it is implemented in popular libraries
and toolkits, such as OpenSSL.

This paper gives the first proof of security for MDC-2. Our result establishes
that when MDC-2 is based on an ideal blockcipher with keylength and block-
length of n bits, the adversary must ask well over 2"/2 queries to find a collision.
In particular, for n = 128, no adversry can find a collision with so much as a
50% chance if it asks fewer than 2749 forward-or-backward queries of a 128-bit
blackbox-modeled blockcipher.

Getting a collision-resistance bound of 2749 queries when n = 128 is still far
from the optimum one might hope for, which is a bound of 2!?® queries for an
output of 2n = 256 bits (the birthday bound). But obtaining any bound above
264 (a trivial lower bound) has proved elusive to researchers thus far, given the
combinatorial complexity of the problem.

WHAT 1s MDC-27 Traditionally, MDC-2 was instantiated using DES, and some
people may understand MDC-2 to mean MDC-2 based on DES. This is not our
meaning. Indeed this paper assumes a common keylength and blocklength n
bits, and so our results don’t directly apply to MDC-2 based on DES. (We as-
sume that, with signficant work, one could extend our analysis to handle the

M. Naor (Ed.): EUROCRYPT 2007, LNCS 4515, pp. 34]51] 2007.
© International Association for Cryptology Research 2007
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Algorithm MDC27 (X) -
X1+ X +— X where | X;|=n
for : — 1 to m do A, B,
Vi Xi @ FEa (X)) - X -
W: + X; & Ep, (Xi)
A1, Bip) « (VEWE WEVER D D
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Fig. 1. Left: Definition of the MDC-2 algorithm based on a blockcipher E with key
length and block length n. The message being acted on is X = X; --- X,,, where m > 1
and | X;| = n. Strings A; and B; are distinct n-bit constants. For an even-length sting
S we let S and S® be its left and right half. Right: Illustration of the algorithm
acting on a three-block messsage X = X1 X3 X3. The resulting hash is H(X) = V3 Ws.
The darkened edge of the box representing the blockcipher indicates the input that is
the key.

DES parameters of 56-bit keys and 64-bit blocks, but we haven’t done this.) In
this paper we consider MDC-2 using a blockcipher E: {0,1}" x {0,1}" — {0,1}"
with equal-length blocks and keys. We make this assumption for simplicity, while
preserving contemporary applicability: eliminating “bit-dropping” makes the al-
gorithm cleaner, while the usage of MDC-2 that people nowadays envisage is
with the blockcipher AES-128 [30]. All future mention of MDC-2 in this paper
assumes equal blocklength and keylength.

The MDC-2 algorithm is simple and elegant: building on the usual Merkle-
Damgard approach [6, 21], the compression function uses two parallel invocations
of the Matyas-Meyer-Oseas compression function [20] and then swaps the right
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halves of the outputs. It is defined and illustrated in Figure 1. It is easy to
see that the algorithm doesn’t work (that is, it admits efficient attacks) if it is
“over-simplified” by dropping the left /right swapping, the feed-forward XOR, or
both.

The version of MDC-2 that we consider does not incorporate a “bit fixing”
step like replacing the leftmost bit of each left-column blockcipher key in Figure 1
with a 0-bit and replacing the leftmost bit of each right-column blockcipher key
with a 1-bit. Such bit-fixing was employed in MDC2-DES [1, 13] to overcome
the key-complementation property of the primitive and also, conceivably, as a
security measure.

We also comment that in the version of MDC-2 that we consider, no length-
annotation or padding is used, and the domain is correspondingly restricted
to ({0,1}™)F. It is easy and customary to use padding and length-annotation
to extend MDC-2 to handle a domain of any string of less than 2™ bits. Provable-
security results immediately extend: a collision-intractability result for the
({0,1}")" domain version of a hash function will always lift to give essentially
the same bound for the {0, 1}<” domain version one gets after padding and
length annotation.

OUR RESULTS. We work in the ideal-cipher model, as in [4,8,15]. This is the
customary model for proving the security of a blockcipher-based hash function.
In the ideal-cipher model the underlying primitive, a blockcipher E, is modeled
as a family of random permutations { Ex} with a random permutation chosen
independently for each key K. The adversary may make a query Fx(X) to
discover the corresponding value Y = Ex(X), or the adversary may make a
query E'(Y) so as to learn the corresponding value X = E'(Y) for which
Ex(X) =Y. We are interested in the chance that an adversary can find a colli-
sion, namely a pair of distinct messages that collide under MDC2% | by asking ¢
queries. More formal definitions will be given below.

It is easy to show that finding a collision for MDC2 implies finding K, X, K’, X’
with (K, X) # (K’, X') such that Fx(X)® X = Ex(X’') @ X’. From this it eas-
ily follows (see [4]) that an adversary’s chance of finding a collision in ¢ queries
is at most g(q + 1)/2" ~ ¢?/2" where n = | X| = |K]| is the block size. This is a
trivial upper bound, only as good as the conventional bound one expects for a
hash function with n-bit output.

Ideally one would like to prove a bound of ¢%/22" for MDC-2, the bound
corresponding to the birthday attack, since the output length of MDC-2 is 2n.
However, despite the lack of known attacks on MDC-2, no one has even been
able to exhibit an improvement on the trivial bound of ¢%/2". In this paper we
give the first improvement by showing that an adversary has chance O(g°/25")
of finding an attack and therefore needs at least ¢ ~ 23"/% queries to have an
even chance of finding a collision. For example when n = 128 (the main case
of interest) we show that an adversary needs ¢ = 2™ queries to have an even
chance of obtaining a collision, which is over 2!° greater than the trivial bound
of 2635, Figure 2 shows our upper bound as function of ¢ for the case n = 128.



The Collision Intractability of MDC-2 in the Ideal-Cipher Model 37

1. e
|
|
0.8} I
|
|
06 | !
|
04| |
|
021 I’
/

- e o -~ log,(9)

50 60 635 70 749 80 9 o2

Fig. 2. Our upper bound on Adv}35%(¢) as a function of ¢ (solid line) compared to
the previous best upper bound of ¢(q + 1)/2'?® (dotted line)

2 Preliminaries

Let Bloc(n) be the set of functions E: {0,1}" x {0,1}" — {0,1}" such that
E(K,-) = Ek(-) is a permutation on {0,1}". Given a blockcipher E € Bloc(n)
we define MDC2%: ({0,1}")" — {0,1}*" by the algorithm of Fig. 1. The hash
of a word X where | X| is a multiple of n by MDC2¥ is denoted by MDC2F (X).
An adversary is a computationally unbounded but always-halting algorithm
A with access to an oracle E € Bloc(n). We can assume (by standard argu-
ments) that A is deterministic. The adversary can make either a “forward”
query (K;, X;)twa to its oracle E or a “backward” query (Kj,Y;)pwd. The for-
ward query is answered by Y; = Ek, (X;) and the backward query is answered by
X; = E;QI(YZ) Either way the result of the query is stored in a triple (X;, K;,Y;)
and the query history of A, denoted Q = Q(AF), is the tuple (Q1,...,Qq)
where @Q; = (X, K5, Y;) is the result of the i-th query made by the adversary,
and where ¢ is the total number of queries made by the adversary. If (X;, K;,Y;)
is an element of the query history then we refer to X; as the “word input” of the
query, to K; as the “key” of the query, and to Y; as the “output” of the query.
The quantity X; @ Y; is called the “XOR output” of the query.
The adversary’s goal is to output a pair of nonempty strings X, X’ such that
X # X' and MDC2%(X) = MDC2¥(X’). Moreover we impose the condition
that the adversary must have made all queries necessary to compute MDC2% (X))
and MDC2% (X’). This restriction is reasonable since otherwise the adversary
can output very long words X, X’ where MDC2”(X) = MDC2%(X’) with
good probability but where computing MDC2F (X), MDC2”(X") is infeasible.
(For example, without making any queries, the adversary could simply output
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05 and 025" where K is the lem of all numbers between 1 and 2" and have
probability 1 of obtaining a collision, but this isn’t a reasonable type of attack.)

Since we may tell simply from the adversary’s query history Q whether it is
possible for the adversary to output words X # X’ such that MDC2” (X) =
MDC2”(X’) and such that Q contains all the queries necessary for the com-
putation of MDC2¥(X), MDC2%(X"), we will in fact dispense the adversary
from having to output X, X’ and simply determine whether the adversary has
been successful or not by examining its query history Q. Formally, we say that
CoIIE(Q) holds if there are two distinct nonempty words X, X’ of lengths di-
visible by n such that MDC2% (X) = MDC2%(X") and such that Q contains all
the queries necessary to compute MDC2% (X)), MDC2% (X’) as defined by the
algorithm of Fig. 1. The goal of the adversary A is thus to make some sequence
of queries @ = Q(A) such that Coll”(Q). We define the adversary’s ability to
break MDC-2 by

AanMDCZ<A) _ PI‘[E S Bloc(n); Q «— AP . CO||E(Q)]

We let AdeD C2( ) be the max over all adversaries A making at most ¢ queries
of AdvnMDCQ( ). Our goal is thus to upper bound AdvXP“?(¢). We can assume
without loss of generality that A always asks exactly ¢ queries and thus that
|Q(AP)| =q.

Say that numbers n and ¢ have been fixed as well as an adversary A such
that |Q(AFP)| = ¢ for all E € Bloc(n). If P is any predicate that can be true or
false for a sequence of queries Q (such as Coll”(Q)) then we write Pr[P(Q)] as
a shorthand for Pr[E < Bloc(n); Q «— AP : P(Q)]. With this notation we have
AdvMPC2(A) = Pr[Coll”(Q)]. We will often use this simpler notation to avoid
over-complicating our formulas.

3 Our Security Bound

Our upper bound can be stated in varying degrees of generality and compre-
hensibility. The most general and least comprehensible statement of our upper
bound is the following:

Theorem 1. Let n, ¢ be natural numbers with g < 2. Let N = 2", N' = N —q
1 1

and let mq, my, me be any positive numbers with eqNz /N < my < Nz, eq/N’' <

me. Finally let My = myN'/qN2, M. =meN'/q and N = N'(N2 —my)/N2.

Then

Adv,'P%(q) <

¢ /maN' + QqNéeqN%Mb(lfln(Mb))/N’ 4 N aMe(1=Im(M))/N" | (1)

q(mg +mami +my) /N’ + (2)
q(4mqmy) /N' + q(2mamy) /N" + 3)
q(mime + 5mi + mame + 6my) /N’ + q(4m, + 8m?2)/N" + (4)
q(4 + 10my + 2mym.) /N + 3q/N' + 4q/N" + ¢*/N"? (5)
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q Adviss % (q) < ma my me
264 757 x 1077 2,64 x 10 44.01 3.7147
208-22 107* 7.01 x 10°  128.09 3.9448
27219 1/100 1.75 x 10"  898.95 4.1899
274.00 1/10  2.66 x 107 2902.32 4.3082
27472 1/3 3.14x 107 4687.89 4.3523
27491 1/2 329 x 10" 5355.49 4.3640
27521 1 o o o

Fig. 3. Upper bounds on Adv}35%(g) given by Theorem 1. The right three columns

specify the values mg, mp, and m. used to obtain the bound of the second column.

For Theorem 1 to give a good bound one must choose suitable values for the
constants m,, my, m.. Choosing large values of m,, mp, m. reduces the terms of
line (1) but increases the terms of lines (2)-(5). Unfortunately there is no good
closed form for the optimal values of m,, my, m. (these will change with every
q), hence the complex-looking form of Theorem 1. The meaning of the constants
Mg, Mp, M is explained in the proof.

What Theorem 1 concretely means for n = 128 is shown in Figs. 2-3. Fig. 3
shows specific numerical upper bounds for Adv}iE“?(q) for various values of g.
The threshold value where Theorem 1 gives an upper bound of 1/2 is ¢ = 274!
(to be compared with the previous best threshold of ¢ = 2%3:5). For each value
of ¢ we also show the values of m,, my, m. which yield the stated upper bound.
Fig. 2 plots our upper bounds on AdvllvélgCQ(q) as a function of ¢, compared to the
previous upper bound of ¢(¢+1)/N. The method for optimizing m,, my, m. for
given values of n, ¢ in order to obtain the best bound on AdvMP?(¢) is discussed
in the full version of this paper [29]. There we also show (via straightforward

calculus) that Theorem 1 implies the following:
Theorem 2. Let g = 25" where € > 0. Then AdvMP“?(¢) — 0 as n — oc.

Asymptotically as n — oo, thus, our bound for AdvMP“?(q) behaves like the
function min(1, ¢°/23"), though the two functions still look significantly different
for n = 128 (e.g. ¢°/23" has a threshold of 27¢-¢ for n = 128 whereas our bound
on Advi2°%(¢) has a threshold of 2749). Though the two functions converge
asymptotically there does not seem to be any good closed form relating our

bound on AdvMP%%(¢) to the function ¢®/23".

4 Analysis

OVERVIEW. Rather than analyzing the probability that the queries @ made
by the adversary contain the means of constructing a collision we simplify the
problem by analyzing the probability that the queries @ contain the means of
constructing the last two rounds of a collision. Effectively we look to see whether
there exist keys Ko, K1, K{,, K1 and n-bit words X1, X5, X7, X} such that the
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MDC-2 hash of X7 X5 using the incoming keys Ky, K; (rather than Ay, By)
equals the MDC-2 hash of X X/ using the incoming keys K{;, K/, and such that
Q contains all the queries necessary to make both hashes. Naturally a collision
does not necessarily involve two words of at least two blocks each, as either or
both words may consist of a single block, and our analysis also allows for this
contingency.

To upper bound the probability of the adversary obtaining queries that can
be used to construct the last two rounds (or fewer) of a collision we upper bound
the probability of the adversary making a query that can be used as the final
query to complete such last two rounds. Namely for each i, 1 <1 < ¢, we upper
bound the probability that the answer to the adversary’s i-th query (K, X;)twa
or (K;,Y;)bwa (depending) will allow the adversary to use the i-th query to
complete (what looks like) the last two rounds of a collision. In the latter case
we say the i-th query is “successful”, and we give the attack to the adversary.

Naturally this probability will depend on the adversary’s first i — 1 queries.
In particular we need to make sure that the adversary hasn’t already been too
“lucky” with its first ¢ — 1 queries, or else the probability of the i-th query being
successful will be hard to upper bound. An example of being “lucky” would be
if there exists a large subset of the first « — 1 queries that all have the same
XOR output (there are two more ways of being lucky defined below). Our upper
bound thus breaks down into two pieces: an upper bound for the probability of
the adversary getting lucky in one of three specific ways defined below, and the
probability of the adversary ever making a successful i-th query, conditioned on
the fact that the adversary has not yet become lucky by its (i — 1)-th query.

DETAILS. Fix numbers n, ¢ and an adversary A asking ¢ queries to its oracle. We
upper bound Pr[Coll” (Q)] by exhibiting predicates Win0(Q), ..., Win8(Q) such
that Coll”(Q) = Win0(Q) V...V Win8(Q) and then by upper bounding sepa-
rately the probabilities Pr[Win0(Q)], . . ., Pr[Win8(Q)]. Obviously Pr[Coll®(Q)] <
Pr[Win0(Q)] + - - - + Pr[Win8(Q)]. (The event Win0(Q) happens if the adversary
is lucky, whereas if the adversary is not lucky but makes a successful i-th query
then one of the predicates Winl(Q), ..., Win8(Q) will hold.)

To state the predicates Win0(Q), ..., Win8(Q) we need some extra definitions.
Define functions a, b, b%, b¥ and ¢ on query sequences of length ¢ as follows:

a(Q) = |{(i,j) €l...q* i # 4, X, ®Y; = X; ®Y;}| is the number of
ordered pairs of distinct queries in @ with same XOR outputs

b(Q) = maxy¢(o1yn/z [{i: (X; @Y;)" = Y} is the maximum size of a set
of queries in @ whose XOR outputs all have the same left n/2 bits

b(Q) = maxy¢ (g 1yn/2 [{i: (X; @Y3)® =Y} is the maximum size of a set
of queries in @ whose XOR outputs all have the same right n/2

bits
b(Q) = max(b*(Q),b%(Q))
c(Q) = maxycqo,1y3» {7 : Xs @Y; = Y} is the maximum size of a set of

queries in @ whose XOR outputs are all the same
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The event Win0(Q) is simply defined by
Win0(Q) = (a(Q) = ma) V (b(Q) = mp) V (¢(Q) = m)

where m,, my, m. are the constants from Theorem 1. Thus as m,, ms, m. are
chosen larger Pr[Win0(Q)] diminishes.

The events Winl(Q), ..., Win8(Q) are different in nature from the event
Win0(Q); they concern the feasibility of fitting certain subconfigurations of
MDC-2 using queries from Q = (X1, K1,Y1), ..., (Xg, Ky, Yy). Take for example
the configuration 1la of Fig. 5. In this configuration, the two strings marked A are
equal and the queries marked i, 7 are different. These are the only constraints;
unmarked strings may or may not be equal, and other queries in the diagram
may or may not be equal. Since the bottom left and bottom right queries are
distinct fitting the diagram means using two distinct queries @; = (X;, K, Y;)
and Qy = (Xy, K7, Yy) from Q for these two positions. We say that four queries
Qi = (X4, Ki,Y3), Qi = (X0, Y, Yir), Q5 = (X, Kj,Yj), Qr = (X, K, Yi) in
Q “fit” configuration la if ¢ # ¢’ and if Q;, Qu, Q;, Qr can be placed in re-
spectively the bottom left, bottom right, top left and top right positions of
configuration la such that the wiring constraints of the diagram are respected
and such that the two strings marked A are equal. Formally, the four queries @Q;,
Qs Qj, Q. fit configuration la if and only if

(i;’éi/)/\(Xi:Xy)/\(Xj :Xk)/\(XiEB}/i:Xi/ @Y;‘/)/\
(X;eY)t =K A (X @) = KA
(X @ Yk)L = Kll/) A (X @ Yk)R = KlR)

Moreover we say that ExistsFiti,(Q) holds if there exist ¢,i',7,k € [1..q] such
that queries Q;, Qi, Q;, Qk fit configuration la. The predicates ExistsFityy,
ExistsFito, ExistsFits, ExistsFity,, ExistsFity,, ExistsFitg,, ExistsFitgy, ExistsFitg,,
ExistsFitgg, ExistsFity,, ExistsFit7;, whose configurations are shown in Figs. 56,
are likewise defined. In these configurations strings marked by the same letter
must be equal but strings marked with different letters may or may not be equal;
likewise queries marked i, i or j, !5 are different but two queries marked with
different letters may be the same. We also let ExistsFit; = ExistsFity, V ExistsFityy,
ExistsFity = ExistsFity, \VVExistsFity;, and so on. Note that ExistsFitg, = ExistsFitg;,
and that ExistsFitg. = ExistsFitgq, thus ExistsFits = ExistsFitg, V ExistsFitg. (con-
figurations 6b, 6d are only provided to facilitate referencing).

Some additional notation is required to indicate inequality between queries in
configurations 5 and 8. In these configurations, pairs of queries from the bottom
row that do not both contain a ‘1’ or both contain a ‘0’ (namely, queries with
different labels) are presumed different; there are no constraints relating top
row to bottom row queries, and queries with the same label are not presumed
equal (see Fig. 4 for an explanation of “top row”, “bottom row”). The predicates
ExistsFit;(Q), ExistsFits(Q) then denote the existence of a set of queries in Q
fitting respectively configurations 5 and 8 under these constraints.
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query 1BL ~
row B (bottom) -

Fig. 4. The query labels

Let NotWinj = Win0(Q) V --- V Win j(Q) for 1 < j < 8. We now define:

Win1(Q) = NotWin0(Q) A ExistsFit;(Q)
Win2(Q) = NotWin1(Q) A ExistsFit2(Q)

and so forth. Thus Win4(Q), for example, is the predicate which is true if and
only if a(Q) < mg,b(Q) < myp, ¢(Q) < m,. (these conditions being NotWin0(Q))
and Q contains queries that fit configurations 4a or 4b but Q does not contain
queries fitting configurations la, 1b, 2 or 3.

The reader will note that all configurations in Figs. 5-6 have at most two pieces
and each piece is a subportion of two rounds of MDC-2. If the configuration has
two pieces (such as configurations 2, 4a, 4b, 5, 6a, 6b, 6¢, 6d, Ta, 7b, 8 as opposed
to configurations la, 1b, 3) then the left portion of the configuration is called
“Word 17 and the right portion of the configuration is called “Word 2” (Fig. 4).
Queries in the right-hand column of a two-round piece are called “right column”
queries and queries in the left-hand column of a two-block portion are called “left
column” queries. “Top row” and “bottom row” queries are defined the expected
way. A query in the configuration is given coordinates 17T R for “Word 1, Top
row, Right column” or 2BL for “Word 2, Bottom row, Left column”, etc. If the
configuration has only one piece then we drop the prefix “1” or “2” and simply
give coordinates T'L, TR, etc. for the queries. The reader should refer to Fig. 4.

We now show that Coll®(Q) = Win0(Q) V ---V Win8(Q):

Lemma 1. Coll?(Q) = Win0(Q)V ---V Win8(Q).

Proof. First note that ExistsFit;(Q) V --- V ExistsFitg(Q) = Win0(Q)V ---V
Win8(Q), so it is sufficient to show that Coll®(Q) = ExistsFit;(Q) V ---V
ExistsFits(Q).

Say CoIIE(Q). Then a collision can be constructed from the queries Q. We can
assume that the collision is earliest possible in the sense that one cannot truncate
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either one or both words involved to form a collision from the leftover prefixes
(otherwise, take this smaller pair of words). By definition collisions involve words
with at least one block, so the collision must either (i) use two words that are
one block long each (ii) use one word of at least two blocks and one word of
one block or (iii) use two words of at least two blocks each. If the collision uses
two words that are one block long each then obviously ExistsFite(Q) (if query i
where equal to !4, the two words would be the same), so we can assume either
(ii) or (iii).

Say first the collision is of type (ii), namely that the collision has one word
with m > 2 blocks, which is wWLOG word 1, and one word of with one block,
which is word 2. Note first that when word 1 is hashed via MDC-2 there can
never be a round where the same query appears both on the left and right-hand
sides unless ExistsFit;(Q) holds (to see this, take the earliest such round; since
the constant keys A;, By are different this is not the first round and the two
queries from the round before are different but have the same XOR output, so
ExistsFit; (Q)). Therefore we can assume that at every round in the hashing of
word 1, different queries appear on the left and right-hand sides. Naturally the
same query may appear both in the left and right columns in different rounds.

We now examine the last two rounds of the hashing of word 1. The four (not
necessarily distinct) queries comprising these two rounds are labeled 17L, 1TR,
etc. as in Fig. 4 and as per our convention described above. The two queries
making up the unique round for the hashing of word 2 are simply labeled 2L
and 2R, where 2L is the query with key input A; and 2R is the query with key
input By. By our previous remark, queries 1TL and 1T R are distinct as well
as queries 1BL and 1BR. If query 1BL equals query 2L and query 1BR equals
query 2R then ExistsFit3(Q). On the other hand if query 1BL is not equal to
query 2L and query 2BR is not equal to query 2R then ExistsFit;(Q). Therefore
we can assume (by symmetry) that query 1BL is not equal to query 2L but that
query 1BR equals query 2R. But then ExistsFits,(Q). This concludes the case
when the adversary’s collision is of type (ii).

We now assume that both of the words involved in the collision have at least
two rounds. We examine the last two rounds of the hashing of each word; the
queries for these last two rounds are labeled as in Fig. 4. By the same remark
as above, the same query cannot appear in both left and right positions at the
same round of the same word, so the top row constraints of configuration 8 are
satisfied. If query 1BL equals 2BL and query 1BR equals query 2BR then the
collision is not earliest possible, a contradiction, so we can assume (by symmetry)
that query 1BL is not equal to query 2BL. If queries 1BR and 2BR are equal
then ExistsFity,(Q) so they too must be unequal. But then ExistsFits(Q) so we
are done. O

The reader may have noted that ExistsFitg(Q) does not actually appear in the
proof of Lemma 1. However Win6(Q) will be used to upper bound Pr[Win7(Q)]
(as Pr[Win7(Q)] < Pr[Win6(Q)] 4+ Pr[NotWin6(Q) A Win7(Q)]).

Let WinFit(Q) = Win1(Q) V...V Win8(Q), so Pr[Coll®(Q)] < Pr[Win0(Q)] +
Pr[WinFit(Q)]. We show:
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Lemma 2. Let N, N', N”, m,, my, My, m., M. be as in Theorem 1. Then
1
Pr{Win0(Q)] < ¢2/maN’+2qN 24N 2 Mu(1=In(Mp)/N' | N eaMe(1=In(M)) /N

and:

Lemma 3. Let N, N', N”, m,, my, m. be as in Theorem 1. Then:

Pr[WinFit(Q)] < g¢(m2 + mamj +mp) /N’ +

q(4mamyp) /N + q(2mams) /N" +

q(mime + 5m3i + mame + 6my) /N’ + q(4m, + 8m?2)/N" +
q(4 +10mp + 2mpm,)/N" + 3q/N’ +4q/N" + ¢*/N"2.

Lemmas 2 and 3 imply Theorem 1 (by Lemma 1). The proof of Lemma 2 uses
straightforward balls-in-bins probability and can be found in the full version
of our paper [29]. The proof of Lemma 3 is more involved and in some sense
constitutes the heart of our paper. Here we only give a grief glimpse of the
type of analysis involved by showing how to upper bound Pr[NotWin0(Q) A
ExistsFit1,(Q)], which establishes “half” of the upper bound for Pr[Winl(Q) =
NotWin0(Q) A (ExistsFity,(Q)VExistsFit15(Q))]. (Again, the full proof of Lemma 3
is found in the full version.)

For the next proof we use the notational convention that (K, X;) denotes a
forward query (K, X;)rwa and that (K;,Y;) denotes a backward query
(K;,Y;)bwd. The constants N, N, N” will remain throughout as defined in
Theorem 1, namely N = 2" N’ =N —q, N” = N'(N2 —m,)/Nz.

Proposition 1. Pr[NotWin0(Q) AExistsFit1,(Q)] < g(mq,+m3?)/N'+2gmy,/N".

Proof. Let Q; denote the first ¢ queries made by the adversary. The term “last
query” means the latest query made by the adversary (we examine the adver-
sary’s queries (K;, X;) or (K;,Y;) one at a time, in succession as they come in).
The last query is always given index i. We say the last query is “successful” if
the output Y; or X; for the last query is such that a(Q;) < mg, b(Q;) < my,
¢(Q;) < m. and such that the adversary can use the query (X;, K;,Y;) to fit
configuration la using only queries in Q; (in particular, the last query must be
used in the fitting for that query to count as successful). The goal is thus to
upper bound the adversary’s chance of ever making a successful last query.
The strategy for upper bounding the probability of the last query being suc-
cessful is to consider separately the different ways in which the last query can
be used to fit the configuration and to upper bound the probability of success
in each case, and finally to sum the various upper bounds. For example, the
adversary may use the last query only once in the configuration or otherwise in
several different positions of the configuration (such as, say, TL and BL). The
basic setup for upper bounding the probability of success in a given case is to
upper bound the maximum number of different outputs Y; or X; (depending on
whether the last query is a forward or backward query) that would allow the
query (X;, K;,Y;) to be used to fit the configuration, and then to divide this
number by N’ = N — ¢ (since either Y; or X;, depending, is chosen randomly



The Collision Intractability of MDC-2 in the Ideal-Cipher Model 47

among a set of at least N’ different values). That ratio is then multiplied by g,
since the adversary makes ¢ queries in all, each of which could become a suc-
cessful last query.

Case 1: The last query is used exactly once in the configuration. We can assume
WLOG that it is used in the left column.

Subcase 1.1: The last query is used in position BL. Say first that the last
query is a forward query (K, X;). Since the last query cannot be successful if
b(Q;—1) > my (by definition) we can assume that b(Q;_1) < my. Then since the
left half of the XOR output of the query used in position T'L must be equal to the
left half of K; there are at most my;, different queries in Q; 1 that could be used
in position T'L, for the given inputs (K, X;) of the last query. Likewise because
the right half of the XOR output of the query used in position T'R must be equal
to the right half of K; there are at most m;, different queries in Q;_; that could
be used in position T R. Since X; together with the outputs of the queries used
in positions T'L, TR completely determine the query used in position BR, there
are therefore at most m? different queries in Q;_; which can be used in position
BR for the given inputs (K;, X;). Therefore there are at most m outputs Y;
which would enable the last query be used to fit the configuration at position BL
(namely which would enable the XOR output X; @ Y; of query BL to be equal
to the XOR output of query BR), so the chance of success of the last query if it
is forward is < mg/N’.

Now say the last query is a backward query (K;,Y;). We cannot reason like
for the forward query case that there are only m% queries in Q; 7 that that
can appear in position BR since we do not know the word input X; anymore.
However because the query used in position BR has same XOR output and same
word input as the query in position BL it must also have the same output as the
query in position BL, which means the output of the query in position BR is
actually Y;. Now because F is a blockcipher, there is exactly at most one possible
query for position BR in Q; 1 for any given value of the key of the query in
position BR, and since the key can take at most mj different values (as in the
forward case) there are again at most m% different queries that can be used in
position BR. Therefore there are at most m} different values for X; which would
make the backwards query (K, Y;) successful, so the last query again has chance
of success < mi/N’.

Thus the last query has chance of success < mi /N’ whether it is a forward
or backward query. Multiplying by ¢, we obtain that the chance of ever making
a successful last query of this type is < gm?/N’. This concludes the analysis of
Subcase 1.1.

Note: we will not always give as many details as in Subcase 1.1. In particular, we
will not continue to remind that one can assume a(Q;—1) < mq, b(Qi—1) < myp,
¢(Q)i—1 < me (or else the last query is by definition not successful) and we will
often shorten phrases of the type “query used in position T'L” to simply “query
TL”.
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Subcase 1.2: The last query is used in position T'L. Because the queries use
in positions BL, BR are distinct but have the same XOR output there are at
most m, different ordered pairs of queries in Q; 1 that can be used for the pair
BL, BR. But the pair of queries for BL, BR completely determines what the
XOR output X; @ Y; of the last query should be. Therefore the last query has
chance at most m, /N’ of success and the total probability of making this type
of successful last query is < gm,/N’.

Note: Subcase 1.2 does not require a separate analysis for the forward and back-
ward case because we can upper bound the maximum number of successful XOR
outputs for the last query without looking at the inputs for the last query; by
contrast, in Subcase 1.1 we inspected X; in the forward case and Y; in the back-
ward case in order to determine the maximum possible number of successful
XOR outputs. In general, whenever an upper bound on the total number of
successful XOR outputs for the last query can be found without inspecting any
inputs for the last query besides the key, the same analysis will work both for
the forward and backward cases.

Case 2: The last query is used twice or more in the configuration. Because
queries BR and BL are distinct the queries TR and T'L are also distinct and
so the last query must in fact appear exactly twice in the configuration. We can
assume WLOG that it is used in position T'L.

The type of analysis we use for this case is slightly different than the analysis
for Subcases 1.1, 1.2. To estimate the probability of the last query succeeding
we will first look at the left n/2 bits of XOR output, estimate their probability
P, of success (the left bits are “successful” if they do not preclude the last query
from being successful) and then we estimate the probability of success P,; of the
right n/2 bits of XOR output being successful, conditioned on the fact that the
left n/2 bits are successful (the right n/2 bits are “successful” if the last query
is successful). The probability of success of the last query is then PP, ;. Note
that if the set of left half of XOR outputs which are successful has size T' then
P < TN: /N’ since the return to any query has chance < N2 /N’ of having its
left half of XOR output equal to any particular value (there are at most N 2
strings that have that left half, each of which is returned with chance at most
1/N"). Then if the left half is successful and there are U different possible ways
of completing the left half into a successful string, namely U different successful
right halfs, the chance of the right half being successful given NotWin0(Q;_1)
is < U/(N2 — my) since the XOR output could be any of at least N2 — my
values with equal probability (there are at most my, values which we know will
not appear because they have already appeared for this left half). So the total
chance of success of the last query in this case (assuming U was independent of
the left half, as it will be in our analysis) is < TUN2 /N'(N 2 —my) or < TU/N".

Subcase 2.1: The last query is used in positions T'L, BL. Since the last query
appears in positions T'L, BL the left half of the last query’s XOR output must
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be equal to the left half of its key input, so the left half of output has chance
P < N: /N’ chances of succeeding. If it succeeds, there are at most m; queries
for BR in Q;_; with that left half of XOR output (which must be shared with
query BL), so the right half of XOR output has chance P.; < my/ (N2 —myp)
of succeeding if the the left half succeeds. Therefore the last query has chance
PP, < mpN2 /N' (N2 —my) = my/N" of succeeding and the adversary’s total
chance of making this kind of successful last query is < gmy/N".

Subcase 2.2: The last query is used in position 7L and in position BR. One
can apply the same type of analysis as for Subcase 2.1, showing that the total
chance of a successful last query of this type is < gmy/N".

Subcase 2.2 concludes Case 2 and thus all possible cases of making a suc-
cessful query for configuration la. Summing up the probabilities we get that
Pr[NotWin0(Q) A ExistsFit1,(Q)] < q(mq +mi) /N’ + 2gmy,/N". O

5 Conclusion

We have proved the first nontrivial security bound for MDC-2. While such a
bound has been a long time coming, we expect that our result is only a first
foot in the door. In particular there remains a large gap between the best-known
collision-finding attack, which is the trivial attack that succeeds with chance
q?/2%", and the security bound of Theorem 1. Likely our security bound is far
from optimal, and it remains an interesting open question to find matching upper
and lower bounds.
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Abstract. We show an efficient secure two-party protocol, based on
Yao’s construction, which provides security against malicious adversaries.
Yao’s original protocol is only secure in the presence of semi-honest ad-
versaries. Security against malicious adversaries can be obtained by ap-
plying the compiler of Goldreich, Micali and Wigderson (the “GMW
compiler”). However, this approach does not seem to be very practical
as it requires using generic zero-knowledge proofs.

Our construction is based on applying cut-and-choose techniques to
the original circuit and inputs. Security is proved according to the ideal/
real simulation paradigm, and the proof is in the standard model (with
no random oracle model or common reference string assumptions). The
resulting protocol is computationally efficient: the only usage of asym-
metric cryptography is for running O(1) oblivious transfers for each in-
put bit (or for each bit of a statistical security parameter, whichever is
larger). Our protocol combines techniques from folklore (like cut-and-
choose) along with new techniques for efficiently proving consistency of
inputs. We remark that a naive implementation of the cut-and-choose
technique with Yao’s protocol does not yield a secure protocol. This is
the first paper to show how to properly implement these techniques, and
to provide a full proof of security.

Our protocol can also be interpreted as a constant-round black-box
reduction of secure two-party computation to oblivious transfer and
perfectly-hiding commitments, or a black-box reduction of secure two-
party computation to oblivious transfer alone, with a number of rounds
which is linear in a statistical security parameter. These two reductions
are comparable to Kilian’s reduction, which uses OT alone but incurs a
number of rounds which is linear in the depth of the circuit [I8].

1 Introduction

Secure two-party computation. In the setting of two-party computation, two par-
ties with respective private inputs x and y, wish to jointly compute a functionality
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f(z,y) = (fi(z,y), f2(x,y)), such that the first party receives f1(x,y) and the sec-
ond party receives fo(x,y). Loosely speaking, the security requirements are that
nothing is learned from the protocol other than the output (privacy), and that
the output is distributed according to the prescribed functionality (correctness).
The actual definition follows the simulation paradigm and blends the above two
requirements. Of course, security must be guaranteed even when one of the parties
is adversarial. Such an adversary may be semi-honest (or passive), in which case
it correctly follows the protocol specification, yet attempts to learn additional in-
formation by analyzing the transcript of messages received during the execution.
In contrast, the adversary may be malicious (or active), in which case it can arbi-
trarily deviate from the protocol specification.

The first general solutions for the problem of secure computation were pre-
sented by Yao [29] for the two-party case (with security against semi-honest
adversaries) and Goldreich, Micali and Wigderson [I1] for the multi-party case
(with security even against malicious adversaries). Thus, the results of [29)]
and [II] constitute important and powerful feasibility results for secure two-
party and multi-party computation.

Yao’s protocol. In [29], Yao presented a constant-round protocol for securely
computing any functionality in the presence of semi-honest adversaries. Denote
party Py and P5’s respective inputs by x and y and let f be the functionality that
they wish to compute (for simplicity, assume that both parties wish to receive
f(z,y)). Loosely speaking, Yao’s protocol works by having one of the parties (say
party Pp) first generate a “garbled” (or encrypted) circuit computing f(z,-) and
then send it to P,. The circuit is such that it reveals nothing in its encrypted
form and therefore P, learns nothing from this stage. However, P, can obtain
the output f(z,y) by “decrypting” the circuit. In order to ensure that P, learns
nothing more than the output itself, this decryption must be “partial” and must
reveal f(z,y) only. Without going into unnecessary details, this is accomplished
by P, obtaining a series of keys corresponding to its input y, such that given
these keys and the circuit, the output value f(z,y), and only this value, may
be obtained. Of course, P> must somehow receive these keys without revealing
anything about y to P;. This can be accomplished by running |y| instances of
a secure l-out-of-2 Oblivious Transfer protocol [27U7]. Yao’s generic protocol is
highly efficient, and even practical, for functionalities that have relatively small
circuits. An actual implementation of the protocol was presented in [21], with
very reasonable performance.

Security against malicious behavior. Yao’s protocol is only secure in the presence
of relatively weak semi-honest adversaries. Thus, an important question is how
to “convert” the protocol into one that is secure in the presence of malicious
adversaries, while preserving the efficiency of the original protocol to the greatest
extent possible. Of course, one possibility is to use the compiler of Goldreich,
Micali and Wigderson [II]. This compiler converts any protocol that is secure
for semi-honest adversaries into one that is secure for malicious adversaries, and
as such is a powerful tool for demonstrating feasibility. However, it is based on
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reducing the statement that needs to be proved (in our case, the honesty of the
parties’ behavior) to an NP-complete problem, and using generic zero-knowledge
proofs to prove this statement. The resulting secure protocol therefore runs in
polynomial time but is rather inefficient. (For more details on existing methods
for proving security against malicious behavior see the section on related work
below.)

Malicious behavior and cut-and-choose. Consider for a moment what happens
if party P; is malicious. In such a case, it can construct a garbled circuit that
computes a function that is different to the one that P; and P, agreed to com-
pute. A folklore solution to this problem uses the “cut-and-choose” technique.
According to this technique, P; first constructs many garbled circuits and sends
them to P,. Then, P, asks P; to “open” half of them (namely, reveal the de-
cryption keys corresponding to these circuits). Py opens the requested half, and
P, checks that they were constructed correctly. If they were, then P> evaluates
the rest of the circuits and derives the output from them. The idea behind this
methodology is that if a malicious P; constructs the circuits incorrectly, then P,
will detect this with high probability. Clearly, this solution solves the problem
of P, constructing the circuit incorrectly. However, it does not suffice. First, it
creates new problems within itself. Most outstandingly, once the parties now
evaluate a number of circuits, some mechanism must be employed to make sure
that they use the same input when evaluating each circuit (otherwise, as we
show below, an adversarial party could learn more information than allowed).
Second, in order to present a proof of security based on simulation, there are ad-
ditional requirements that are not dealt with by just employing cut-and-choose
(e.g., input extraction). Third, the folklore description of cut-and-choose is very
vague and there are a number of details that are crucial when implementing
it. For example, if P, evaluates many circuits, then the protocol must specify
what P» should do if it does not receive the same output in every circuit. If the
protocol requires P, to abort in this case (because it detected cheating from Py),
then this behavior actually yields a concrete attack in which P; can always learn
a specified bit of P5’s input. It can be shown that P>, must take the majority
output and proceed, even if it knows that P; has attempted to cheat. This is
just one example of a subtlety that must be dealt with. Another example relates
to the fact that P; may be able to construct a circuit that can be opened with
two different sets of keys: the first set opens the circuit correctly and the second
incorrectly. In such a case, an adversarial P; can pass the basic cut-and-choose
test by opening the circuits to be checked correctly. However, it can also supply
incorrect keys to the circuits to be computed and thus cause the output of the
honest party to be incorrect.

Our contributions. This paper provides several contributions:

e Efficient protocol for malicious parties: We present an implementation of
Yao’s protocol with the cut-and-choose methodology, which is secure in the
presence of malicious adversaries and is computationally efficient: the pro-
tocol does not use public-key operations, except for performing oblivious
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transfers for every input bit of P,. For n-bit inputs and a statistical security
parameter s the protocol uses O(max(s,n)) oblivious transfers. Thus, when
the input is as large as the security parameter, only O(1) oblivious transfers
are needed per input bit.

Beyond carefully implementing the cut-and-choose technique on the cir-
cuits in order to ensure that the garbled circuits are constructed correctly,
we present a new method for enforcing the parties to use the same input in
every circuit. This method involves “consistency checks” that are based on
cut-and-choose tests which are applied to sets of commitments to the gar-
bled values associated with the input wires of the circuit, rather than to the
circuits themselves.

In actuality, we combine the cut-and-choose test over the circuits together
with the cut-and-choose test over the commitments in order to obtain a secure
solution. The test is rather complex conceptually, but is exceedingly simple to
implement. Specifically, P; just needs to generate a number of commitments
to the garbled values associated with the input wires, and then open them
based on cut-and-choose queries from P». (Actually, these cut-and-choose
queries are chosen jointly by the parties using a simple coin-tossing protocol;
this is necessary for achieving simulation.)

We note that the use of cut-and-choose inevitably incurs a higher commu-
nication overhead. We also note that in this work we emphasized providing a
clear and full proof of the protocol, rather than fully optimizing its overhead
at the expense of complicating the proof.

Simulation based proof: We present a rigorous proof of the security of the pro-
tocol, based on the real /ideal-model simulation paradigm [5[9]. The proof is in
the standard model, with no random oracle model or common random string
assumptions. The protocol was designed to support such a proof, rather than
make do with separate proofs of privacy and correctness. (It is well-known
that it is strictly harder to obtain a simulation based proof rather than se-
curity under such definitions.) One important advantage of simulation based
proofs is that they enable the use of the protocol as a building block in more
complicated protocols, while proving the security of the latter using general
composition theorems like those of [5l9]. (For example, the secure protocol
of [1] for finding the k' ranked element is based on invoking several secure
computations of simpler functions, and provides simulation based security
against malicious adversaries if the invoked computations have a simulation
based proof. However, prior to our work there was no known way, except
for the GMW compiler, of efficiently implementing these computations with
this level of security.) See [59] for more discussion on the importance of
simulation-based definitions.

A black-box reduction: Our protocol can be interpreted as a constant-round
black-box reduction of secure two-party computation to oblivious transfer
and perfectly-hiding commitments. The perfectly-hiding commitments are
only used for conducting, in O(1) rounds, joint coin-tossing of a string of
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length s, where s is a statistical security parameter. This coin-tossing can
be done sequentially (bit by bit), without using perfectly-hiding commit-
ments. We therefore also obtain an O(s) round black-box reduction of secure
two-party computation to oblivious transfer alone. These two reductions are
comparable to Kilian’s reduction, which uses OT alone but incurs a number
of rounds which is linear in the depth of the circuit [I§]. In addition, our
reduction is much more efficient than that of [18].

Related work. As we have mentioned, this paper presents a protocol which (1)
has a proof of security against malicious adversaries in the standard model,
according to the real/ideal model simulation definition, (2) has essentially the
same computational overhead as Yao’s original protocol (which is only secure
against semi-honest adversaries), and (3) has a somewhat larger communication
overhead, which depends on a statistical security parameter s.

We compare this result to other methods for securing Yao’s protocol against

malicious parties. There are several possible approaches to this task:

— The parties can reduce the statement about the honesty of their behavior to

a statement which has a well-known zero-knowledge proof, and then prove
this statement. This is the approach taken by the GMW compiler [I1]. The
resulting secure protocol is not black-box, and is rather inefficient.

— Another approach is to apply a cut-and-choose modification to Yao’s proto-

col. Mohassel and Franklin [23] show such a protocol which has about the
same overhead as ours, namely a communication overhead of O(|C|s + n?%s)
for a circuit C' with n inputs, and a statistical security parameter s. This
result was improved by Woodruff [28], who describes how to reduce the com-
munication to O(|Cls+ns) = O(|C|s), using expanders. The protocol of [23]
provides output to the circuit evaluator alone. It enables, however, the cir-
cuit constructor to carry out the following attack: it can corrupt, say, its OT
input which corresponds to a 0 value of the first input bit of the circuit eval-
uator, while not corrupting the OT input for the 1 value. Other than that it
follows the protocol. This behavior forces the circuit evaluator to abort if its
first input bit is 0, while if its first input bit is 1 it does not learn anything at
all about the attack. If the evaluator complains, then the circuit constructor
can conclude that its first input bit is 0, and therefore the evaluator can-
not complain if it wants to preserve its privacy. (This attack is similar to
the attack we describe in Section [3.2] where we discuss the encoding of Py’s
input.) The protocol therefore does not provide security according to a stan-
dard definition. (We note however that this attack can be prevented using
the methods we describe in Section for encoding P»’s input.) Another
protocol which is based on cut-and-choose is described in [I9]. This protocol
uses committed OT to address attacks similar to the one described above.
We stress that both of these papers ([23I19]) lack a full proof of security, and
to our best judgment they need considerable changes in order to support
security according to a simulation based definition.

— Jarecki and Shmatikov [I5] designed a protocol in which the parties efficiently

prove, gate by gate, that their behavior is correct. The protocol is based on
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the use of a special homomorphic encryption system, which is used to encode
the gates of the table (compared to the use of symmetric encryption in Yao’s
original protocol and in our paper). The protocol is secure in a universally
composable way under the decisional composite residuosity and the strong
RSA assumptions, assuming a common reference string.

In this paper, we construct an efficient protocol for general secure computation.
Thus, we do not (and cannot) compete with protocols that are constructed for
specific tasks, like voting, auctions, etcetera. We also do not discuss here the large
body of work that considers the efficiency of secure multi-party computation.

Organization. We present standard definitions of security for secure two-party
computation in Section 21} Then, in Section we show that a functionality
that provides outputs to both parties can be securely reduced to one which
provides output for a single party, and therefore we can focus on the latter
case. In Section [3] we describe our protocol, prove its security, and analyze its
efficiency. The basic protocol we describe increases the number of inputs, and
therefore the number of OT invocations. In Section we show how to reduce
this number of OT invocations in order to improve efficiency. We remark that
a description of Yao’s basic protocol for two-party computation, secure against
semi-honest adversaries, is provided in [20].

2 Preliminaries

2.1 Definitions — Secure Computation

In this section we present the definition for secure two-party computation. The
following description and definition is based on [0, Chapter 7], which in turn

follows [1222/415].

Two-party computation. A two-party protocol problem is cast by specifying a
random process that maps pairs of inputs to pairs of outputs (one for each party).
We refer to such a process as a functionality and denote it f : {0,1}* x {0,1}* —
{0,1}* x {0,1}*, where f = (f1, f2). That is, for every pair of inputs (x,y), the
output-pair is a random variable (f1(z,y), fo(x, y)) ranging over pairs of strings.
The first party (with input x) wishes to obtain fi(z,y) and the second party
(with input y) wishes to obtain fa(z,y).

Adversarial behavior. Loosely speaking, the aim of a secure two-party protocol
is to protect an honest party against dishonest behavior by the other party. In
this paper, we consider malicious adversaries who may arbitrarily deviate from
the specified protocol. When considering malicious adversaries, there are certain
undesirable actions that cannot be prevented. Specifically, a party may refuse
to participate in the protocol, may substitute its local input (and use instead a
different input) and may abort the protocol prematurely. One ramification of the
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adversary’s ability to abort, is that it is impossible to achieve “fairness”. That
is, the adversary may obtain its output while the honest party does not. As is
standard for two-party computation, in this work we consider a static corruption
model, where one of the parties is adversarial and the other is honest.

Security of protocols (informal). The security of a protocol is analyzed by com-
paring what an adversary can do in the protocol to what it can do in an ideal
scenario that is secure by definition. This is formalized by considering an ideal
computation involving an incorruptible trusted third party to whom the parties
send their inputs. The trusted party computes the functionality on the inputs
and returns to each party its respective output. Loosely speaking, a protocol is
secure if any adversary interacting in the real protocol (where no trusted third
party exists) can do no more harm than if it was involved in the above-described
ideal computation.

Ezecution in the ideal model. As we have mentioned, some malicious behavior
cannot be prevented (for example, early aborting). This behavior is therefore
incorporated into the ideal model. An ideal execution proceeds as follows:

Inputs: Each party obtains an input, denoted w (w = x for P;, and w = y for
Py).

Send inputs to trusted party: An honest party always sends w to the trusted
party. A malicious party may, depending on w, either abort or send some
w' € {0,1}" to the trusted party.

Trusted party answers first party: In case it has obtained an input pair
(z,y), the trusted party first replies to the first party with f1(x,y). Otherwise
(i.e., in case it receives only one valid input), the trusted party replies to both
parties with a special symbol 1.

Trusted party answers second party: In case the first party is malicious it
may, depending on its input and the trusted party’s answer, decide to stop
the trusted party by sending it L. In this case the trusted party sends L to
the second party. Otherwise the trusted party sends f2(x,y) to the second
party.

Outputs: An honest party always outputs the message it has obtained from
the trusted party. A malicious party may output an arbitrary (probabilistic
polynomial-time computable) function of its initial input and the message
obtained from the trusted party.

Let f : {0,1}* x {0,1}* — {0,1}* x {0,1}* be a functionality, where f =
(f1, f2), and let M = (M7, M) be a pair of non-uniform probabilistic ezpected
polynomial-time machines (representing parties in the ideal model). Such a pair
is admissible if for at least one ¢ € {1,2} we have that M; is honest (i.e., follows
the honest party instructions in the above-described ideal execution). Then, the
joint execution of f under M in the ideal model (on input pair (z,y)), denoted
IDEALfJM(:r7 y), is defined as the output pair of M7 and M from the above ideal
execution.
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Ezecution in the real model. We next consider the real model in which a real
(two-party) protocol is executed (and there exists no trusted third party). In
this case, a malicious party may follow an arbitrary feasible strategy; that is, any
strategy implementable by non-uniform probabilistic polynomial-time machines.

Let f be as above and let II be a two-party protocol for computing f. Further-
more, let M = (M, M>) be a pair of non-uniform probabilistic polynomial-time
machines (representing parties in the real model). Such a pair is admissible if
for at least one i € {1,2} we have that M, is honest (i.e., follows the strategy
specified by IT). Then, the joint execution of IT under M in the real model (on
input pair (z,y)), denoted REAL; ,,(x,y), is defined as the output pair of A
and Ms resulting from the protocc;l interaction.

Security as emulation of a real execution in the ideal model. Having defined the
ideal and real models, we can now define security of protocols. Loosely speaking,
the definition asserts that a secure two-party protocol emulates the ideal model
(in which a trusted party exists). This is formulated by saying that admissible
pairs in the ideal model are able to simulate admissible pairs in an execution of
a secure real-model protocol.

Definition 1. (secure two-party computation): Let f and II be as above. Pro-
tocol II is said to securely compute f (in the malicious model) if for every pair
of admissible non-uniform probabilistic polynomial-time machines A = (Ay, Ag)
for the real model, there exists a pair of admissible non-uniform probabilistic
expected polynomial-time machines B = (By, Ba) for the ideal model, such that

[]o

{IDEALLB(L y)} {REALHVA(% y)}

z,y s.t. |z|=|y| z,y s.t. |z|=|y|

Namely, the two distributions are computationally indistinguishable.

We note that the above definition assumes that the parties know the input
lengths (this can be seen from the requirement that |z| = |y|). Some restriction
on the input lengths is unavoidable, see [9, Section 7.1] for discussion. We also
note that we allow the ideal adversary /simulator to run in expected (rather than
strict) polynomial-time. This is essential for achieving constant-round protocols;
see [3].

We denote the security parameter by n and, for the sake of simplicity, unify
it with the length of the inputs (thus we consider security for “all sufficiently
long inputs”). Everything in the paper remains the same if a separate security
parameter n is used, and we consider security for inputs of all lengths. We will
also use a statistical security parameter s; see the beginning of Section [B1] for
an explanation of the use of this separate parameter.

The hybrid model. Our protocol uses a secure oblivious transfer protocol as a
subprotocol. It has been shown in [5] that it suffices to analyze the security of
such a protocol in a hybrid model in which the parties interact with each other and
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have access to a trusted party that computes the oblivious transfer protocol for
them. We remark that the composition theorem of [5] holds for the case that the
subprotocol executions are all run sequentially (and the messages of the protocol
calling the subprotocol do not overlap with any execution). We also remark that
if the oblivious transfer subprotocol is secure under parallel composition, then it
is straightforward to extend [5] so that the subprotocols may be run in parallel
(again, as long as the messages of the protocol calling the subprotocol do not
overlap with any execution).

2.2 Functionalities That Provide Output to a Single Party

In the definition above, we have considered the case that both parties receive
output, and these outputs may be different. However, the presentation of our
protocol is far simpler for the case that only party P» receives output. We will
show now that this suffices for the general case. That is, any protocol that
can securely compute any efficient functionality f(z,y) where only P» receives
output, can be used to securely compute any efficient functionality f = (f1, f2)
where party P; receives fi(x,y) and party P» receives fa(x,y).

Let f = (f1, f2) be a functionality. We wish to construct a secure proto-
col in which P; receives fi(x,y) and P, receives fo(x,y); as a building block
we use a protocol for computing any efficient functionality with the limita-
tion that only P, receives output. Let F be a field that contains the range
of values {f1(z,¥)}syecf0,13n, and let p,a,b be randomly chosen elements in
F. Then, in addition to x, party P;’s input includes the elements p,a,b. Fur-
thermore, define a functionality ¢ (that has only a single output) as follows:
9((p,a,b,x),y) = (, B, fa(x,y)), where o = p+ fi(x,y), 8 =a-«a+b, and the
arithmetic operations are defined in F. Note that « is a one-time pad encryption
of Pi’s output fi(x,y), and @ is an information-theoretic message authentica-
tion tag of a (specifically, ace + b is a pairwise-independent hash of «). Now, the
parties compute the functionality g, using a secure protocol in which only P,
receives output. Following this, P, sends the pair (o, 3) to P;. Party P; checks
that 8 = a - a+ b; if yes, it outputs a — p, and otherwise it outputs L.

It is easy to see that P, learns nothing about P;’s output fi(z,y), and that it
cannot alter the output that P; will receive (beyond causing it to abort), except
with probability 1/|F|. (We assume that 1/|F is the required probability for
detecting attempts to alter the output. If it is required instead that any change
by P, to P;’s output is detected with probability 279, then the parameters a, b
and the computation of 3 = a-a+b can be defined in a field whose representation
is s bits long.) We remark that it is also straightforward to construct a simulator
for the above protocol. (Note that in order to meet Definition[I] one must actually
switch the roles of P; and P, above.)

We remark that the circuit for computing g is only mildly larger than that
for computing f. Thus, the construction above is also efficient and has only a
mild effect on the complexity of the secure protocol.
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3 The Protocol

Our protocol is based upon Yao’s garbled circuit construction, which is secure in
the presence of semi-honest adversaries [29]. That protocol has two parties: Py
(who is the the sender, or circuit constructor), and Py (who is the receiver, or the
circuit evaluator). The protocol is described and proved in [20]. Our presentation
from here on assumes full familiarity with Yao’s basic protocol.

There are a number of issues that must be dealt with when attempting to make
Yao’s protocol secure against malicious adversaries rather than just semi-honest
ones (beyond the trivial observation that the oblivious transfer subprotocol must
now be secure in the presence of malicious adversaries).

First and foremost, a malicious P; must be forced to construct the garbled
circuit correctly so that it indeed computes the desired function. The method
that is typically referred to for this task is called cut-and-choose. According to
this methodology, P; constructs many independent copies of the garbled circuit
and sends them to P,. Party P, then asks P; to open half of them (chosen
randomly). After P, does so, and party P» checks that the opened circuits are
correct, P5 is convinced that most of the remaining (unopened) garbled circuits
are also constructed correctly. (If there are many incorrectly constructed circuits,
then with high probability, one of those circuits will be in the set that P» asks to
open.) The parties can then evaluate the remaining unopened garbled circuits
as in the original protocol for semi-honest adversaries, and take the majority
output—value%

The cut-and-choose technique described above indeed solves the problem of
a malicious P, constructing incorrect circuits. However, it also generates new
problems! The primary problem that arises is that since there are now many
circuits being evaluated, we must make sure that both P, and P» use the same
inputs in each circuit; we call these consistency checks. (Consistency checks are
important since if the parties were able to provide different inputs to different
copies of the circuit, then they can learn information that is different from the
desired output of the function. It is obvious that P, can do so, since it observes
the outputs of all circuits, but in fact even P;, who only gets to see the majority

! The reason for taking the majority value as the output is that the aforementioned test
only reveals a single incorrectly constructed circuit with probability 1/2. Therefore,
if P, generates a single or constant number of “bad” circuits, there is a reasonable
chance that it will not be caught. In contrast, there is only an exponentially small
probability that the test reveals no corrupt circuit and at the same time a majority
of the circuits that are not checked are incorrect. Consequently, with overwhelming
probability it holds that if the test succeeds and P takes the majority result of the
remaining circuits, the result is correct. We remark that the alternative of aborting
in case not all the outputs are the same (namely, where cheating is detected) is not
secure and actually yields a concrete attack. The attack works as follows. Assume
that P is corrupted and that it constructs all of the circuits correctly except for
one. The “incorrect circuit” is constructed so that it computes the exclusive-or of
the desired function f with the first bit of P»’s input. Now, if P»’s policy is to abort
as soon as two outputs are not the same then P; learns the first bit of P»’s input.
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output, can learn additional information: informatiorE.) Another problem that
arises when proving security is that the simulator must be able to fool P, and
give it incorrect circuits (even though P, runs a cut-and-choose test). This is
solved using rather standard techniques, like choosing the circuits to be opened
via a coin-tossing protocol (to our knowledge, this issue has gone unnoticed in all
previous applications of cut-and-choose to Yao’s protocol). Yet another problem
is that P, might provide corrupt inputs to some of P,’s possible choices in the
OT protocols. P; might then learn P,’s input based on whether or not P, aborts
the protocol.

We begin by presenting a high-level overview of the protocol. We then proceed
to describe the consistency checks, and finally the full protocol.

3.1 High-Level Overview

We work with two security parameters. The parameter n is the security pa-
rameter for the commitment schemes, encryption, and the oblivious transfer
protocol. The parameter s is a statistical security parameter which specifies how
many garbled circuits are used. The difference between these parameters is due
to the fact that the value of n depends on computational assumptions, whereas
the value of s reflects the possible error probability that is incurred by the cut-
and-choose technique and as such is a “statistical” security parameter. Although
it is possible to use a single parameter n, it may be possible to take s to be much
smaller than n. Recall that for simplicity, and in order to reduce the number of
parameters, we denote the length of the input by n as well.

Protocol 1. (high-level overview): Parties Py and Py have respective inputs x
and y, and wish to compute the output f(x,y) for Ps.

0. The parties decide on a circuit computing f. They then change the circuit
by replacing each input wire of P> by a gate whose input consists of s new
input wires of Po and whose output is the exclusive-or of these wires (such
an s-bit exclusive-or gate can be implemented using s—1 two-bit exclusive-or
gates). Consequently, the number of input wires of Py increases by a factor
of s. (In Section[2Z, we show how to reduce the number of inputs.)

1. Py commits to s different garbled circuits computing f, where s is a statistical
security parameter. Py also generates additional commitments to the garbled
values corresponding to the input wires of the circuits. These commitments
are constructed in a special way in order to enable consistency checks.

2. For every input bit of Py, parties Py and Py run a 1-out-of-2 oblivious trans-
fer protocol in which Ps learns the garbled values of input wires corresponding
to its input.

2 Suppose, for example, that the protocol computes n invocations of a circuit comput-
ing the inner-product between n bit inputs. A malicious P> could provide the inputs
(10---0), (010---0),...,(0---01), and learn all of P;’s input. If, on the other hand,
P is malicious, it could also provide the inputs (10---0), (010---0),...,(0---01). In
this case, P> sends it the value which is output by the majority of the circuits, and
which is equal to the majority value of P»’s input bits.
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o

Py sends to Py all the commitments of Step 1.

4. P1 and Py run a coin-tossing protocol in order to choose a random string
that defines which commitments and which garbled circuits will be opened.

5. Py opens the garbled circuits and committed input values that were chosen in
the previous step. Py verifies the correctness of the opened circuits and runs
consistency checks based on the decommitted input values.

6. P, sends P the garbled values corresponding to P;’s input wires in the un-
opened circuits. Py runs consistency checks on these values as well.

7. Assuming that all of the checks pass, Py evaluates the unopened circuits and

takes the majority value as its output.

3.2 Checks for Correctness and Consistency

As can be seen from the above overview, P; and P, run a number of checks, with
the aim of forcing a potentially malicious P; to construct the circuits correctly
and use the same inputs in (most of) the evaluated circuits. This section describes
these checks.

Encoding P»’s input: As mentioned above, a malicious P, may provide corrupt
input to one of P,’s possible inputs in an OT protocol. If P, chooses to learn this
input it will not be able to decode the garbled tables which use this value, and it
will therefore have to abort. If P, chooses to learn the other input associated with
this wire then it will not notice that the first input is corrupt. P; can therefore
learn P»’s input based on whether or not P» aborts. (Note that checking that
the circuit is well-formed will not help in thwarting this attack, since the attack
is based on changing P;’s input to the OT protocol.) The attack is prevented by
the parties replacing each input bit of P, with s new input bits whose exclusive-
or is used instead of the original input (this step was described as Step 0 of
Protocol [Ml). P, therefore has 2571 ways to encode a 0 input, and 27! ways
to encode a 1, and given its input it chooses the encoding to use with uniform
probability. The parties then execute the protocol with the new circuit, and
Ps uses oblivious transfer to learn the garbled values of its new inputs. As is
shown in the full paper, if P; supplies incorrect values as garbled values that are
associated with P»’s input, the probability of P> detecting this cheating is almost
independent (up to a bias of 2751 of Py’s actual input. This is not true if Py’s
inputs are not “split” in the way described above. The encoding presented here
increases the number of P,’s input bits and, respectively, the number of OTs,
from n to ns. In Section we show how to reduce the number of new inputs
for P, (and thus OTs) to a total of only O(max(s,n)).

An unsatisfactory method for proving consistency of Py’s input: Consider the
following idea for forcing P; to provide the same input to all circuits. Let s be
a security parameter and assume that there are s garbled copies of the circuit.
Then, P; generates two ordered sets of commitments for every wire of the cir-
cuit. Each set contains s commitments: the “0 set” contains commitments to the
garbled encodings of 0 for this wire in every circuit, and the “1 set” contains
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commitments to the garbled encodings of 1 for this wire in every circuit. P
receives these commitments from P; and then chooses a random subset of the
circuits, which will be defined as check-circuits. These circuits will never be eval-
uated and are used only for checking correctness and consistency. Specifically,
P, asks P; to de-garble all of the check-circuits and to open the values that
correspond to the check-circuits in both commitment sets. (That is, if circuit i
is a check-circuit, then P; decommits to both the 0 encoding and 1 encoding of
all the input wires in circuit i.) Upon receiving the decommitments, P, verifies
that all opened commitments from the “0 set” correspond to garbled values of
0, and that a similar property holds for commitments from the “1 set”.

It now remains for P, to evaluate the remaining circuits. In order to do this,
Py provides (for each of its input wires) the garbled values that are associated
with the wire in all of the remaining circuits. Then, P; must prove that all of
these values come from the same set, without revealing whether the set that they
come from is the “0 set” or the “1 set” (otherwise, P, will know P;’s input). In
this way, on the one hand, P, does not learn the input of P;, and on the other
hand, it is guaranteed that all of the values come from the same set, and so P;
is forced into using the same input in all circuits. This proof can be carried out
using, for example, the proofs of partial knowledge of [6]. However, this would
require n proofs, each for s values, thereby incurring O(ns) costly asymmetric
operations which we want to avoid.

Proving consistency of Py ’s input: Py can prove consistency of its inputs without
using public-key operations. The proof is based on a cut-and-choose test for the
consistency of the commitment sets, which is combined with the cut-and-choose
test for the correctness of the circuits. (Note that in the previous proposal, there
is only one cut-and-choose test, and it is for the correctness of the circuits.)
We start by providing a high level description of the proof of consistency: The
proof is based on P; constructing, for each of its input wires, s pairs of sets of
commitments. One set in every pair contains commitments to the 0 values of
this wire in all circuits, and the other set is the same with respect to 1. The
protocol chooses a random subset of these pairs, and a random subset of the
circuits, and checks that these sets provide consistent inputs for these circuits.
Then the protocol evaluates the remaining circuits, and asks P; to open, in each
of the remaining pairs, and only in one set in every pair, its garbled values for all
evaluated circuits. (In this way, P, does not learn whether these garbled values
correspond to a 0 or to a 1.) In order for the committed sets and circuits to pass
Py’s checks, there must be large subsets C' and .9, of the circuits and commitment
sets, respectively, such that every choice of a circuit from C' and a commitment
set from S results in a circuit and garbled values which compute the desired
function f. P, accepts the verification stage only if all the circuits and sets it
chooses to check are from C' and S, respectively. This means that if P, does
not abort then circuits which are not from C' are likely to be a minority of the
evaluated circuits, and a similar argument holds for S. Therefore the majority
result of the evaluation stage is correct. The exact construction is as follows:
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STAGE 1 — COMMITMENTS: P; generates s garbled versions of the circuit. Fur-
thermore, it generates commitments to the garbled values of the wires corre-
sponding to P,’s input in each circuit. These commitments are generated in
ordered pairs so that the first item in a pair corresponds to the 0 value and
the second to the 1 value. The procedure regarding the input bits of P; is more
complicated (see Figure[Il for a diagram explaining this construction). P; gener-
ates s pairs of sets of committed values for each of its input wires. Specifically,
for every input wire i of Py, it generates s sets of the form {W;;, W/ }5_y;
we call these commitment sets. Before describing the content of these sets, de-
note by k , the garbled value that is assigned to the value b € {0,1} in wire
1 of Cerlllt r. Then, the sets W; ; and w! i both contain s + 1 commitments
and are defined as follows. Let b € {0, 1} be a random bit, chosen indepen-
dently for every {W;;, W/} pair. Define W; ; to contain a commitment to b,
as well as commitments to the garbled value corresponding to b in wire ¢ in
all of the s circuits, and define W/ . similarly, but with respect to 1—0. In

b
other words, W;; = {com(b),com(k?,), ... ,com(k! )} and W/; = {com(1—-
b), com(kl 1 ,...,com(k};b)}.We stress that in each of the pairs (W; 1, W/ ,),...,

(Wi s, W/ ), the values that are committed to are the same. The only difference
is that independent randomness is used in each pair for choosing b and con-
structing the commitments. We call the first bit committed to in a commitment
set the indicator bit.

circuit 1 circuit 2 e

W 4 ={ com(0), om(k 19 om(k°1 2) m(k°
Wi ={com(1), [com(k'11),\ /com(k'sz), m(k', s) Notation:

( W, : iis wire index, j is set

[ | { index,
W ;2 ={ com(1), com(ky 1), com(k’; 5), com(k 1 i;) K", : bis wire value, jis wire
W'y 2 = { com(Q), com(kOM), com(kotz) com k 4 s) index, ris circuit index.

15 ={ com(0), 11) CUm(kuw.z) Com(k01 s)
Wy, ={ com(1), m(k11 1) om(k's2)/ . m(k'1.s)

Fig. 1. The commitment sets corresponding to P;’s first input wire

—

After constructing these circuits and commitment sets, party P; sends to P
all of the s garbled circuits (i.e., the garbled gate-tables and output-tables, but
not the garbled values corresponding to the input wires), and all the commitment
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sets. Note that if P;’s input is of length n, then there are sn pairs of commitment
sets; and a total of sn(2s + 2) = O(s?n) commitments.

STAGE 2 — CHALLENGE: Two random strings p, p’ €r {0,1}* are chosen and
sent to P; (in the actual protocol, these strings are determined via a simple coin-
tossing protocol). The string p is a challenge indicating which garbled circuits to
open, and the string p’ is a challenge indicating which commitment sets to open.
We call the opened circuits check-circuits and the unopened ones evaluation-
circuits. Likewise, we call the opened sets check-sets and the unopened ones
evaluation-sets. A circuit (resp., commitment set) is defined to be a check-circuit
(resp., check-set) if the corresponding bit in p (resp., p’) equals 1; otherwise, it
is defined to be an evaluation-circuit (resp., evaluation-set).

STAGE 3 — OPENING: First, party P, opens all the commitments corresponding
to Py’s input wires in all of the check-circuits. Second, in all of the check-sets
Py opens the commitments that correspond to check-circuits. That is, if circuit
r is a check circuit, then P; decommits to all of the values com(k{,.), com(k} )
in check-sets, where 7 is any of P;’s input bits. Finally, for every check-set, P;
opens the commitment to the indicator bit, the initial value in each of the sets
Wi i, W . See Figure 2l for a diagram in which the values which are opened are
hlghhghted (the diagram refers to only one of P;’s input wires in the circuit).

CHECK
circyit 1

CHECK W 1.+ ={com(0), mik’s ), <t ik’ ,)
SET WH‘ICOmIW [éjm 11 )X\ ;Dm{k‘m\ fjm(k 1.3X ﬁmfk h\J
EVALUATION (v , . = [ com(1), wm(k“,d, comik's2), .. mn'I{km), com(k’; ) }
SET W'y = { com(0), com(k’ 1), com(k°| Y oom(k 151), mrn[k“r-.}

EVALUATION W 1= { com({0), com(k’, =} om(k” 19) l::orrl(k 1 1] rn{k 100
SET w‘. { com(1), om(kh 1) m(k's 2), om(k'y o-1), mik's..)

Fig. 2. In every check-set, the commitment to the indicator bit, and the commitments
corresponding to check-circuits are all opened.

STAGE 4 — VERIFICATION: In this step, party P» verifies that all of the check-
circuits were correctly constructed. In addition, it verifies that all of the opened
commitments in sets whose first item is a commitment to 0 are to garbled en-
codings of 0; likewise for 1. These checks are carried out as follows. First, in
all of the check-circuits, P> receives the decommitments to the garbled values
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corresponding to its own input, and by the order of the commitments P, knows
which value corresponds to 0 and which value corresponds to 1. Second, for every
check-circuit, P, receives decommitments to the garbled input values of P; in
all the check-sets, along with a bit indicating whether these garbled values cor-
respond to 0 or to 1. It first checks that for every wire, the garbled values of 0
(resp., of 1) are all equal. Then, the above decommitments enable the complete
opening of the garbled circuits (i.e., the decryption of all of the garbled tables).
Once this has been carried out, it is possible to simply check that the check-
circuits are all correctly constructed. Namely, that they agree with a specific
and agreed-upon circuit computing f.

STAGE 5 — EVALUATION AND VERIFICATION: Party P; reveals the garbled values
corresponding to its input: If 7 is a wire that corresponds to a bit of P;’s input and
r is an evaluation-circuit, then P; decommits to the commitments kf’r in all of the
evaluation-sets, where b is the value of its input bit. This is depicted in Figure[3l
Finally, P verifies that (1) for every input wire, all of the opened commitments
that were opened in evaluation-sets contain the same garbled value, and (2) for
every 4, j P, opened commitments of evaluated circuits in exactly one of W ; or
Wi’, ;- If these checks pass, it continues to evaluate the circuit.

SAALUATION
circyit 2

CHECK
SET

+ = { com(0), m(k"‘ D\ fom(k,2)) oMK’y om(k” ,) '
11 = { com(1}, Um(k‘ﬂ] Wmfkn) fkni m(k';.)

W,
W‘
EVAL I..IATEON W
W

12 ={com(1), u:lm(k 1) Cﬂg’l&r\z} . rcm{k 15 |] comik
12 = { com(0), com(k’s 1), ;C‘mfk N(K 120 com (K’ 5.1 Wm{k 1J}

EVALUATION ({7, = mm(D) com(k” com(k’; g} uum(k " uum(k 10
= [ += {com(1), [k:: 5m'2 o ﬂﬁ'ld

Fig. 3. P; opens in the evaluation-sets, the commitments that correspond to its input.
In every evaluation-set these commitments come from the same item in the pair.

Intuition. Having described the mechanism for checking consistency, we now
provide some intuition as to why it is correct. A simple cut-and-choose check
verifies that most of the evaluated circuits are correctly constructed. The main
remaining issue is ensuring that P;’s inputs to most circuits are consistent. If
P; wants to provide different inputs to a certain wire in two circuits, then all
the W; ; (or W/ ;) sets it opens in evaluation-sets must contain a commitment
to 0 in the first circuit and a commitment to 1 in the other circuit. However,
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if any of these sets is chosen to be checked, and the circuits are among the
checked circuits, then P, aborts. This means that if P; attempts to provide
different inputs to two circuits and they are checked, it is almost surely caught.
Now, since P, outputs the majority output of the evaluated circuits, the result
is affected by P; providing different inputs only if these inputs affect a constant
fraction of the circuits. But since all of these circuits must not be checked, P;’s
probability of success is exponentially small in s.

3.3 The Full Protocol

We now describe the full protocol in detail. We use the notation com;, to refer to
a perfectly binding commitment scheme, and comy, to refer to a perfectly hiding
commitment scheme (See [§] for definitions).

Protocol 2. (protocol for computing f(z,v)):
e Input: P, has input x € {0,1}" and P, has input y € {0,1}™.

e Auxiliary input: a statistical security parameter s and the description of a
circuit C° such that C°(z,y) = f(x,vy).

e Specified output: party P» should receive f(x,y) and party Py should re-
cetve no output. (Recall that this suffices for the general case where both
parties receive possibly different outputs; see Section[22.)

e The protocol
0. CIRCUIT CONSTRUCTION: The parties replace C° with a circuit C which
18 constructed by replacing each input wire of Py by the result of an
exclusive-or of s new input wires of Py. (We show in Section [22 how
the number of new input bits can be reduced.) The number of input

wires of Py is increased from |y| = n to sn. Let the bit-wise represen-
tation of Ps’s original input be y = yi1...yn. Denote its new input as
U =1y, Yns.- Po chooses its new input at random subject to the con-

straint Y = G(i—1).s41 D - - O Ti-s.

1. COMMITMENT CONSTRUCTION: P; constructs the circuits and commits
to them, as follows:

(a) Py constructs s independent copies of a garbled circuit of C, denoted
GCy,...,GC.

(b) Py commits to the garbled values of the wires corresponding to Py’s
input to each circuit. That is, for every input wire i corresponding
to an input bit of P, and for every circuit GC,, P computes the
ordered pair (comy(ky,), comy(kj ), where k2, is the garbled value
associated with b on input wire i in circuit GC,..

(¢) Py computes commitment-sets for the garbled values that correspond
to its own inputs to the circuits. That is, for every wire i that corre-
sponds to an input bit of Py, it generates s pairs of commitment sets
{Wi g, Wi;}521, in the following way:
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Denote by kb the garbled value that was assigned by Py to the value
be{0,1} of wire ¢ in GC... Then, Py chooses b €g {0,1} and com-
putes

W; ; = (comy(b), comb(kf’l), cey comb(kf)s)), and
W/ ; = (comy(1-D), comy (k;1"), ..., comy (k) ;"))

For each 1,7, the sets are constructed using independent random-
ness, and in particular the value of b is chosen independently for
every j = 1...s. There are a total of ns commitment-sets. We di-
vide them into s supersets, where superset S; is defined as S; =
{W 3, W1 )5 oo, (W g, Wy )} Namely, S; is the set containing the
4th commitment set for all wires.

2. OBLIVIOUS TRANSFERS: For every input bit of Py, parties Py and Py run
a 1-out-of-2 oblivious transfer protocol in which Py receives the garbled
values for the wires that correspond to its input bit (in every circuit).
That is, let cb denote the commitment to the garbled value kb and let
d , denote the decommitment value for c . Furthermore, let iq,. .., i,
be the input wires that correspond to Ps’s mput.

Then, for every j =1,...,ns, parties P, and Py Tun a 1-out-of-2 OT
protocol in which:

(a) Py’s input is the pair of vectors ([dcgj)l, . 7dc?j’s], [dc}j’17 ey dc}j)s]).
(b) Py’s input is its j'" input bit §; (and its output should thus be
[dc‘;’; Lreee dcfj )

Ifthe oblivious tmnsfer protocol provides security for parallel execution, then
these executions are run in parallel. Otherwise, they are run sequentially.

8. SEND CIRCUITS AND COMMITMENTS: P sends to Py the garbled circuits
(i.e., the gate and output tables), as well as all of the commitments that
it prepared above.

4. PREPARE CHALLENGE STRINGS: (1) Py chooses a random string ps €g
{0,1}* and sends comy(p2) to P1. (2) Pi chooses a random string p1 €
{0,1}* and sends comy(p1) to Pa. (3) Pa decommits, revealing p2. (4) P
decommits, revealing p1. (5) Py and Py set p = p1 @ pa. The above steps
are run a second time, defining an additional string p'

5. DECOMMITMENT PHASE FOR CHECK-CIRCUITS: From here on, we refer
to the circuits for which the corresponding bit in p is 1 as check-circuits,

3 Recall that p and p’ are used to ensure that P; constructs the circuits correctly
and uses consistent input in each circuit. Thus, it may seem strange that they are
generated via a coin-tossing protocol, and not just chosen singlehandedly by Ps.
Indeed, in order to prove the security of the protocol when P; is corrupted, there
is no need for a coin-tossing protocol here. However, having P» choose p and p’
singlehandedly creates a problem for the simulation in the case that P> is corrupted.
We therefore use a coin-tossing protocol instead.
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and we refer to the other circuits as evaluation-circuits. Likewise, if the j*®
bit of p’ equals 1, then the commitments sets in S; = {(W; ;, W ; )}izl___n
are referred to as check-sets; otherwise, they are referred to as evaluation—
sets.

For every check-circuit GC., party Py operates in the following way:

(a) For every input wire i corresponding to an input bit of Py, party P
decommits to the pair (com(k(,),com(kj,.)) (namely to both of P»’s
inputs).

(b) For every input wire i corresponding to an input bit of Py, party
Py decommits to the appropriate values in the superset Sj, in the
check-sets {W; j, W/ ;}. Specifically, Py decommits to the com(k;,)
and com(k; ) values in (W; j, W/ ;), for every check-set S; (see Fig-
ure[d).

For every pair of check-sets (W, ]7W ), party Py decommits to the first
value in each set (i.e., to the value that s supposed to be a commitment
to the indicator bit, com(0) or com(1)).

. DECOMMITMENT PHASE FOR P;’S INPUT IN EVALUATION-CIRCUITS: P;

decommits to the garbled values that correspond to its inputs in evaluation-
circuits. Let i be the index of an input wire that corresponds to Py’s input
(the following procedure is applied to all such wires). Let b be the binary
value that Pi assigns to input wire i. In every evaluation-set (W; ;, W’ )

Py chooses the set (out of (W; ;,W';)), which corresponds to the Ualue b.

It then opens in this set the commitments that correspond to evaluation-
circuits. Namely, to the values k? _, where 1 is an index of an evaluation
circuit (see Figurel3).

’L’I‘7

. CORRECTNESS AND CONSISTENCY CHECKS: P, performs the following

checks; if any of them fails it aborts.

(a) Checking correctness of the check-circuits: Py verifies that each check-
circuit GCy is a garbled version of C. This check is carried out by P
first constructing the input tables that associate every garbled value
of an input wire to a binary value. The input tables for Py’s in-
puts are constructed by checking that the decommitments to the pairs
(com(kf,),com(k},)) (where i is a wire index and r is a circuit in-
dex) are valid, and then interpreting the first value to be associated
with 0 and the second value to be associated with 1.

Next, Py checks the decommitments to Py’s inputs. This check in-
volves first checking that the decommitment values are valid. Then,
P; wverifies that in each pair of check-sets, one of (WH,W ) begins
with a commitment to 0 (henceforth the 0-tuple), and the other begins
with a commitment to 1 (henceforth the 1-tuple). Then Py checks that
for every wire, the values that are decommitted to in the O-tuples in
all check-sets are all equal, and that a similar property holds for the
1-tuples. Py then assigns the logical value of 0 to all of the opened
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commitments in the O-tuples, and the logical value of 1 to the opened
commitments in the 1-tuples.

Finally, given all the garbled values to the input wires and their
associated binary values, Ps decrypts the circuit and compares it with
the circuit C.

(b) Verifying P5’s input in the check-circuits: Py verifies that Py’s de-
commitments to the wires corresponding to Ps’s input values in the
check-circuits are correct, and agree with the logical values of these
wires (the indicator bits). Py also checks that the inputs it learned
in the oblivious transfer stage for the check-circuits correspond to its
actual input. Specifically, it checks that the decommitment values that
it received in the oblivious transfer stage open the committed values
that correspond to the garbled values of its logical input (namely, that
it received the first value in the pair if the input bit is 0 and the second
value if it is 1) [

(c) Checking P;’s input to evaluation-circuits: Finally, Py verifies that
for every input wire i of Py the following two properties hold:
1. In every evaluation-set Py chose one of the two sets and decommit-
ted to all the commitments in it which correspond to evaluation-
circuits.

1. For every evaluation-circuit, all of the commitments that Py opened
in evaluation-sets are for the same garbled value.

8. CIRCUIT EVALUATION: If any of the above checks fails, P> aborts and
outputs L. Otherwise, Py evaluates the evaluation circuits (in the same
way as for the semi-honest protocol of Yao). It might be that in certain
circuits the garbled values provided for Py ’s inputs, or the garbled values
learned by Py in the OT stage, do not match the tables and so decryption
of the circuit fails. In this case Py also aborts and outputs 1. Otherwise,
Py takes the oulput thal appears in most circuits, and outputs it (the
proof shows that this value is well defined).

4 Proof of Security

The security of Protocol Blis stated in the following theorem.

Theorem 2. Let f:{0,1}* x {0,1}* — {0,1}* be any probabilistic polynomial-
time two-party functionality and consider the instantiation of Protocol[d for func-
tionality f. Assume that the oblivious transfer protocol is secure, that comy is
a perfectly-binding commitment scheme, that comy, is a perfectly-hiding commit-
ment scheme, and that the garbled circuits are constructed as in [20]. Then,
Protocol [@ securely computes f.

4 This check is crucial and thus the order of first running the oblivious transfer and
then sending the circuits and commitments is not at all arbitrary.
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The theorem is proved in two stages: first for the case that P is corrupted and
next for the case that P, is corrupted. The proof is provided in the full version
of this paper. We highlight here the basic intuition behind the proof.

Security against a Malicious Py. The proof constructs an ideal-model adver-
sary /simulator which has access to P; and to the trusted party, and can simulate
the view of an actual run of the protocol. It uses the fact that the strings p, p/,
which choose the circuits and commitment sets that are checked, are uniformly
distributed even if P; is malicious. The simulator runs the protocol until P;
opens the commitments of the checked circuits and checked commitment sets,
and then rewinds the execution and runs it again with new random p, p’ val-
ues. We expect that about one quarter of the circuits are checked in the first
execution and evaluated in the second execution. For these circuits, in the first
execution the simulator learns the translation between the garbled values of P;’s
input wires and the actual values of these wires, and in the second execution it
learns the garbled values that are associated with P;’s input (this association
is learned from the garbled values that P; sends to P;). Combining the two, it
learns P;’s input z, which can then be sent to the trusted party. The trusted
party answers with f(z,y), which we use to define P»’s output and complete the
simulation.

Security against a Malicious Ps. Intuitively, the security in this case is derived
from the fact that: (a) the oblivious transfer protocol is secure, and so P, only
learns a single set of keys (corresponding to a single input y) for decrypting
the garbled circuits, and (b) the commitment schemes are hiding and so Py
does not know what input corresponds to the garbled values that P; sends it
for evaluating the circuit. Of course, in order to formally prove security we
construct an ideal-model simulator By working with an adversary Az that has
corrupted P». The simulator first extracts As’s input bits from the oblivious
transfer protocol, and then sends the input y it obtained to the trusted party and
receives back z = f(z,y). Given the output, the simulator constructs the garbled
circuits. However, rather than constructing them all correctly, for each circuit
it tosses a coin and, based on the result, either constructs the circuit correctly,
or constructs it to compute the constant function outputting z (the output is
received from the trusted party). In order to make sure that the simulator is
not caught cheating, it biases the coin-tossing phase so that all of the correctly-
constructed garbled circuits are check-circuits, and all of the other circuits are
evaluation-circuits (this is why the protocol uses joint coin-tossing rather than
let P, alone choose the circuits to be opened). Ay then checks the correctly-
constructed circuits, and is satisfied with the result as if it were interacting with
a legitimate P;. Ao therefore continues the execution with the circuits which
always output z.

5 Efficiency of the Protocol

We discuss below the efficient implementation of the different building blocks of
the protocol (namely, encryption, commitment schemes, and oblivious transfer).
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The overhead of the protocol depends on a statistical security parameter s. The
security proof shows that the adversary’s cheating probability is exponentially
small in s. We note that in this paper we preferred to present a full and clear
proof, rather than overly optimize the construction at the cost of complicating
the proof. We have not not analyzed the exact constants affecting the dependence
of the error probability on the security parameter s.

The communication overhead of the protocol is dominated by sending s copies
of the garbled circuit, and 2s(s+1) commitments for each of the n inputs of P;. In
the protocol, the original circuit C° is modified by replacing each of the n original
input bits of P, with the exclusive-or of s of the new input bits, and therefore the
size of the evaluated circuit C is |C| = |C°| + O(ns) gates. The communication
overhead is therefore O(s(|C°| + ns) + s2n) = O(s|C°| + s%n) times the length
of the secret-keys (and ciphertexts) used to construct the garbled circuit. (Note
that the improved construction in Section [5.2] reduces the size of the new circuit
to |C| = |C° + O(max(n, s)) and therefore only improves the communication
overhead by a constant; the significance of the improvement is with respect to
computation.)

The computation overhead is dominated by the oblivious transfers. In Proto-
col @l each input bit of P, is replaced by s new inputs and therefore O(ns) OTs
are required. In Section we show how to use only O(max(n,s)) new input
bits, and consequently the number of OTs is reduced to O(max(n, s)) (namely
O(1) OTs per input bit, assuming n = (2(s)).

5.1 Efficient Implementation of the Different Primitives

In this section, we describe efficient implementations of the different building
blocks of the protocol.

Encryption scheme. Following [20], the construction uses a symmetric key en-
cryption scheme that has indistinguishable encryptions for multiple messages
and an elusive efficiently verifiable range. Informally, this means (1) that for
any two (known) messages  and y, no polynomial-time adversary can distin-
guish between the encryptions of z and y, and (2) that there is a negligible
probability that an encryption under one key falls into the range of encryptions
under another key, and given a key k it is easy to verify whether a certain ci-
phertext is in the range of encryptions with k. See [20] for a detailed discussion
of these properties, and for examples of easy implementations satisfying them.
For example, the encryption scheme could be Ey(x) = (r, fr.(r) & 20™), where k
is a pseudo-random function keyed by k, and r is a randomly chosen value.

Commitment schemes. The protocol uses both unconditionally hiding and un-
conditionally binding commitments. Our goal should be, of course, to use the
most efficient implementations of these primitives, and we therefore concentrate
on schemes with O(1) communication rounds (all commitment schemes we de-
scribe here have only two rounds). Efficient unconditionally hiding commitment
schemes can be based on number theoretic assumptions, and use O(1) exponen-
tiations (see, e.g., [I3I26]). The most efficient implementation is probably the
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one due to Halevi and Micali, which uses a collision-free hashing function and
no other cryptographic primitive [I4]. Efficient unconditionally binding commit-
ments can be constructed using the scheme of Naor [24], which has two rounds
and is based on using a pseudo-random generator.

Oblivious transfer. The protocol needs to use an OT protocol which is secure
according to the real/ideal model simulation definition. Candidate protocols can
be the protocol of [7] compiled according to the GMW paradigm, or the two-
round protocols of [252IT6] with additional proofs of knowledge.

5.2 Reducing the Number of Oblivious Transfers

Protocol 2l uses a construction which replaces each input bit of P, with multiple
input bits, providing P, with multiple options for encoding each of its inputs.
This limits the information that P; can gain from corrupting OT inputs (and in
particular, P, aborts with almost the same probability irrespective of its actual
input). The construction replaces each original input wire of P, with s new
wires, thus increasing the number of input wires of P, from n to ns. We show
here a probabilistic construction which reduces the number of input wires of
P, to max(4n, 8s) (we also describe how to use codes to construct an explicit
construction with similar performace). The construction has a direct effect on
the overhead of the protocol, since the number of OTs is equal to the number of
input wires of P5.

We denote the original input bits as wy,...,w, and the new input bits as
wh, ..., wh,. Our goal is to minimize m. Each w; is defined as the exclusive-or
of a subset of the new input bits. We define the indicator vector z; as an m-
bit binary string whose jth bit is 1 iff w} is in the subset of new input bits
whose exclusive-or is w;. The construction described in Protocol 2l corresponds
to indicator vectors z; = (0 0 0l o 10 o 0).

(i—1)s s (n—1i)s

Before analyzing the constructions, let us recall how P» encodes its inputs: it
chooses random values for the bits wf,...,w!, , subject to the constraint that
the exclusive-or of any set of new bits which corresponds to an original bit w; is
equal the original value of w;. P5 then runs an OT for each of its new input bits.
If one of the answers it receives in these OTs is corrupt, it aborts the protocol.
Our goal is to make sure that the decision to abort does not reveal information
about P»’s original input (this is the only place that it is used in the proof).
It is clear that if P; corrupts the inputs of a single OT, then, since each input
bit of P, is the exclusive-or of several new bits, the decision to abort does not
reveal information about any specific input bit of P,. This observation must be
generalized for the case of P; corrupting more OT inputs, and hold with respect
to any subset of P»’s inputs.

Warmup — reusing bits. In order to use less “new” input bits, P» must reuse these
bits. Assume that P5 has two input wires wi, ws and that we replace them with
s+1 new wires, wy, ..., w, ;. The input values are defined as w; = w| ®---Gw,,
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and wy = wy @+ --@w,,; (namely z; = 11---10 and 2o = 01---11). In this case,
it is easy to see that any strategy used by a malicious P; to corrupt OT values
gives it an advantage of at most 27*%! in identifying a single bit of P,’s original
input (e.g., if P; corrupts the ‘1’ inputs of w},...,w., then if w; =1 P, always
aborts, whereas if w; = 0 there is a probability of 275*! that P, does not abort).
However, wy @& wy = w} @ w,,; (namely, z1 @ z2 = 10...01) and therefore if
Py corrupts the OT values of both w} and w/_, it can obtain a non-negligible
advantage in learning wy @ we. (For example, P; can corrupt the ‘1’ inputs of
wy and w . If P> does not abort Py can conclude that wj = w/,; = 0 and
therefore wy = wo.)

The attack presented above can be prevented if the exclusive-or of any subset
of Py’s original bits contains at least s new input bits. Namely, if, in the general
case, for every non-empty subset L C {1,...,n} it holds that the Hamming
weight of ®;cr,2; is at least s. The two lemmata stated below (which are proved
in the full version of the paper) show that this requirement is sufficient to prove
that, up to a negligible probability, P»’s decision to abort is independent of its
input values.

Lemma 1. Suppose that for any set L = {iy,...,i5|} (corresponding to a set
{wiy, ... wi,, } of original input wires), the Hamming weight of z;, ©- - @z, is
at least s. Fix the values of any subset of less than s new input wires arbitrarily,
and choose the values of all other new input wires uniformly at random. Then
for any set L = {i1,... 41}, the value of the vector (w,, . . ., wj, ) is uniformly
distributed.

Lemma 2. Suppose that for all sets L = {iy,...,i|5} the Hamming weight of
Ziy @ Dz, is at least s. Then, for any two different inputs y and Yy of Py,
the difference between the probability that P, aborts the protocol as a result of
corrupt OT values when its input is y and when its input is y' is at most 275F1,

Given Lemma[2lit is possible to construct assignments of the new input values to
the original input values which ensure that OT corruptions by P; do not reveal
information about P’s input. The constructions are based on ensuring that for
any set S = {i1,...,% |} the Hamming weight of z;, @ - @z, is at least s. We
describe below a randomized construction which achieves this property. As was
pointed to us by David Woodruff, an explicit construction can be achieved using
any explicit linear code from {0,1}* to {0,1}°(), for which any two codewords
have a distance of at least 2(s) (Justesen codes are an example of such a code).

The randomized construction. We define 4n new input bits for P,. Assume,
without loss of generality, that n > 2s. (Otherwise add dummy input bits.
Therefore the exact number of new input bits is max(4n,8s).) The mapping
between the n old input bits and the 4n new input bits is chosen randomly
in the following way: each original input bit w; is defined to be equal to the
exclusive-or of a uniformly chosen subset of the new input bits (in other words,
z; is a uniformly distributed string of 4n bits).
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We examine the probability that there is a subset L C {0,1}" for which the
Hamming weight of @®;cr, 2; is less than s: Consider any subset L, then ®;cr2;
is a uniformly distributed string with 4n > 8s bits, with an expected Hamming
weight of 2n. Let X; be a random variable which is set to 1 if the jth bit in this
string is 1. Note that s/4n < 1/8 by our assumption that n > 2s. We have:

4an
> X s > X 1 X, 1 3
o |:j—1 X < S:| Pr[ In < 4n <Pbr 4n < 8| — Pr 4n 2 = 8

Applying the Chernoff bound, we have that Pr [Zjll X; <5] =

_ (a/8)?
< 2e”20/20/2%" = 279/ There are a total of 2" subsets of the original input

bits, and therefore the probability that any of them is equal to the exclusive-
or of less than s new input bits is bounded by 272e=9"/8 ~ 2(1=9/8log(e))n
270:6n < 97125 [emma B therefore implies that with probability 1 — 27125 the
construction suffices for our proof of security.

4n

Choosing the strings z;. In order to use the above construction, the parties
must construct a circuit that has 4n new input bits for P,. Furthermore, the
parties must define n random strings z; of length 4n and then have the circuit
map P»’s i input bit according to the string z; (as described above). This can
be done in two ways. One possibility is to choose the mapping once and for
all and hardwire it into the protocol specification. This is problematic because
then there is a negligible probability that the protocol is not secure (in any
execution). Thus, the mapping should instead be chosen as part of the protocol
execution (because negligible failure in any execution is allowed). Fortunately, Ps
can singlehandedly choose the strings z1, ..., z, in the first step of the protocol
and send them to P;. The reason why this is fine is because this entire issue
only arises in the proof of the case that P; is corrupted (indeed, for the case of
a corrupted P, there is no need to split P»’s input bits at all).
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Abstract. In a recent paper Mohassel and Franklin study the efficiency
of secure two-party computation in the presence of malicious behav-
ior. Their aim is to make classical solutions to this problem, such as
zero-knowledge compilation, more efficient. The authors provide several
schemes which are the most efficient to date. We propose a modification
to their main scheme using expanders. Our modification asymptotically
improves at least one measure of efficiency of all known schemes. We also
point out an error, and improve the analysis of one of their schemes.

Keywords: secure function evaluation, malicious model, efficiency,
expander graphs.

1 Introduction

Two parties, Alice with input = and Bob with input y, wish to evaluate a func-
tion f(z,y) in such a way that neither learns more information than what can
be deduced from the output f(z,y). This problem, known as general two-party
secure computation, generalizes many important cryptographic tasks. A cele-
brated result is Yao’s garbled circuit protocol [34, 21], which provides a solution
to this problem for any efficiently computable function f.

Yao’s protocol provides security in the semi-honest model, that is, a model in
which parties must follow the instructions of the protocol, though they may keep
message histories in an attempt to learn more than what is prescribed. A more
reaslistic security model is the malicious model in which parties may behave
arbitrarily. The textbook solution to achieve security in the malicious model
is to perform the zero-knowledge compilation of Goldreich et al [I5, [16, 17] to
Yao’s protocol. This yields a protocol with communication and computation cost
bounded by a polynomial in the size of a circuit for computing f. This results
in optimal efficiency, up to polynomial factors, but the polynomial factors are
rather large and so this approach may not be useful in practice.

This motivates alternative methods for protecting Yao’s protocol against ma-
licious behavior, as suggested in [24, 26, 28]. These techniques provide a well-
defined tradeoff between security and efficiency, and are useful in practice.
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These protocols all use the following cut-and-choose technique. Alice creates m

independently garbled circuits C1, ..., C},, each computing the same function f.
These garbled circuits are transmitted to Bob, along with various commitments.
Bob chooses a subset S C [m] = {1,...,m}, and asks Alice to reveal the secrets

of all circuits C; (along with their corresponding commitments) with i € S. This
gives Bob confidence that Alice correctly formed most of the garbled circuits and
commitments. Alice then sends her garbled inputs for the circuts in [m]\ S, and
Alice and Bob perform oblivious transfer for Bob to receive his garbled inputs
for these circuits. Finally, Bob evaluates the garbled circuits and outputs the
majority value.

There are a number of subtleties and complexities within this framework. As
pointed out by Mohassel and Franklin in [26], the Fairplay scheme [24] designed
in this framework has a subtle bug allowing one of the parties to cheat unde-
tectably. Moreover, Kiraz and Schoenmakers [20] found an error that occurs in
both Mohassel and Franklin’s work and Fairplay. Recently, Lindell and Pinkas
[22] have pointed out new flaws in many existing protocols. In this paper we also
present an error in [26], showing a flaw in their estimated concrete costs.

This framework poses the following problems. How do we ensure Alice provides
the same garbled input to most of the circuits in [m]\ S? How do we ensure Bob
receives the same garbled input to most of the circuits in [m] \ S? If neither of
these conditions hold, Alice can fool Bob into outputting an incorrect value or
having to abort the protocol depending on his input.

Let f be a function computable by a Boolean circuit with g gates and I
inputs. We want a protocol which achieves both privacy and correctness. Intu-
itively, the privacy aspect is that nothing is learned from the output, and the
correctness aspect is that the output is distributed according to the described
functionality, see [I7]. Following previous work [26] 22], we will have two secu-
rity parameters. The first is the input length, n, which is the security parameter
for our commitment schemes, encryption, and oblivious transfer protocols. The
second parameter, €, is a statistical security parameter specifying the number
of garbled circuits used in the cut-and-choose framework. Here, n depends on
computational assumptions, whereas € indicates the error probability incurred
in this framework, and is therefore a “statistical” security parameter (this term
was coined in [22]). Note that one can set € independently of n, and this can be
used to “trade” security for efficiency, as discussed below.

We note that when both parties are honest, it suffices to only have Bob output
f(z,y). Indeed, as shown in Section 2.2 of [22], this is without much loss of
generality because given such a secure protocol, it can be efficiently transformed
so that Alice also obtains f(z,y), or even f/(z,y) for some other function f’. We
thus assume that only Bob has output in the remainder of the paper.

1.1 Owur Contributions

We study the efficiency of protocols in this framework. We measure three quan-
tities: the number of symmetric encryptions, the number of exponentiations, and
the communication complexity.
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We are aware of four schemes in this framework - Fairplay [24], Committed-
input [26], Equality-checker [26], and the very recent protocol of Lindell and
Pinkas [22]. These schemes differ in the way the set S is chosen, together with
their methods of enforcing Alice and Bob to have consistent inputs.

The main result of this paper is a new scheme, Expander-checker, which as-
ymptotically improves at least one measure of efficiency of all known schemes. It
results in fewer symmetric encryptions and smaller communication complexity
than Fairplay, Equality-checker, and Lindell and Pinkas’ protocol, while achiev-
ing fewer exponentiationsﬂ than Committed-input. See the section on other re-
lated work below for a more detailed account of Lindell and Pinkas’ new protocol.
Our results are summarized by the following table.

Scheme Symmetric Enc. Exponentiations Communication
Fairplay [24] 0(.9) o(I) 0(.9)
Committed-input [26] O(n(1)g) O(In(H)I) O(n(1)g)
Equality-checker [26] O(In(!)g + In(})I) o) O(In(1)g +1In(1)1)
Lindell-Pinkas [22] ~ O(In(!)g + In(1)21) o(I) O(In(l)g+1In(1)?1)
Expander-checker (new) O(n(1)g) o) O(n(1)g)

Our scheme is built off of FEquality-checker. In that scheme, S is a random
subset of size m /2. With a suitable commitment scheme, Mohassel and Franklin
ensure that Bob’s garbled inputs to the different circuits correspond to the same
ungarbled input in each of the oblivious transfer steps. The more interesting part
is how they ensure that Alice’s garbled inputs to the different circuits correspond
to the same ungarbled input. Their method only assumes a generic commitment
scheme and can be implemented without any exponentiations.

Alice commits to tuples (j, 7, Kf;b, sz;;) for all distinct 7, j’ € [m], where Kf;b
refers to the key in Yao’s garbled circuit protocol associated with the ith input
wire of Alice with value b in circuit j. When Bob is given purported keys Kf’b

and Kij)/b,, which correspond to Alice’s garbled ¢th input for circuits j and 5’
respectively, Bob can use the witness to verify that b = 0'.

If Alice creates enough commitments (j, 5’ ,Kf’b,Kf:b,) with b # b/, then the
set S likely contains a pair of circuits C};, Cj with this property, and she will
be caught when forced to reveal the circuits in S and the commitments between
them. On the other hand, suppose most of the commitments (7, j’,Kf)b,Kij)/b,)
satisfy b = b’. Consider the complete graph G with vertex set [m]\ S, each vertex
indexing a circuit not chosen by Bob to reveal. Since every pair of circuits C}, Cj’»
J

with 7,7 € [m]\ S has a commitment (7, 5/, Kgl” K Ib,), there is a large connected

component C' for which for each edge {j,j'} € C, for each i and each b, in the

1 Some care needs to be taken when measuring the number of exponentiations since
under certain assumptions it is possible to obtain a large number of exponentiations
by only performing a small number of exponentiations and a few simpler operations,
see [B], [18]. In this work we follow previous work and make the simplifying, practical
assumption that there are O(I) exponentiations in the oblivious transfer stage.
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commitment (7, j/, Kf’w Kf’/b,), b = V. By transitivity, Alice’s input is the same
to every circuit in C. If C is large enough, then the majority of circuits Bob
evaluates (those in [m] \ S) have the same input from Alice, and the protocol
will be simulatable.

The drawback of this scheme is the number of commitments computed and
transmitted. This is ©(mg + m?I), where [ is the number of input wires owned
by Alice. To achieve probability of undetected cheating at most €, we need m =
2(In(})), and thus 2(gIn | +In? !) commitments. Each commitment involves
at least one symmetric encryption and one transfer from Alice to Bob, resulting
in a total of 2(gln(!)+In*(1)).

Our idea is instead of computing commitments to all tuples (j, 5/, Kgl” Kg'b)7
we only commit to tuples for which {j,j’} is an edge in an expander graph.
Suppose G is an expander with vertex set [m] and O(m) edges. We commit
only to pairs of circuits with a corresponding edge in G, and thus the number of
symmetric encryptions and communication drop to O(In(!)g). For many circuits
g is not much larger than I, and in this case we save a factor of ln(i) in both
efficiency measures. ‘

Why is the new protocol secure? If Alice commits to enough (7, 5/, Kijb, Kij/b,)
with b # I/, then as in Equality-checker, she is likely to get caught when Bob
chooses a random subset of circuits and commitments to expose. On the other

hand, if many of the (j, 5/, Kgl” Kflb/) satisfy b = b’, then, since the corresponding
graph G is an expander, it contains a large connected component of such edges.
Thus, as before, the majority of circuits Bob evaluates will have the same Alice
input, and the protocol will be simulatable.

Mohassel and Franklin [26] evaluated concrete costs for some practical settings
of parameters. We point out an error in their analysis for Equality-checker, which
is not obvious to us how to fix within their framework. We present a new graph-
theoretic framework which fixes this and gives sharper bounds. We show the
probability Alice can cheat is at most 2-27 4, whereas it was previously thought
this probability was at most 2 -2~ s . Since the communication and number of
symmetric encryptions of Equality-checker are proportional to mg + m?I, for
a given security level we achieve at least a (1/4)/(1/6) = 3/2 factor efficiency
improvement. This implies that Equality-checker is superior in practice to Fairplay
for a wider range of parameters than Tables 2 and 4 of [26] suggest. To provide a
good comparison with previous schemes, it is essential that we also lower bound
the probability that Alice can cheat. We give a lower bound that is within a
factor of 2 of our upper bound on this probability.

For Expander-checker we show the probability that Alice can cheat is at most

_m mlog d
2 ¢ +O( Vd ) With the present analysis, for a practical setting of parameters

Equality-checker is still superior. We discuss barriers in derandomization and pro-
tocol design that need to be overcome in order to provably make Expander-checker
superior in practice. We leave it as an open question to improve the analysis or
provide an implementation to determine which protocol is more practical.
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1.2 Other Related Work

Expanders have been used in other contexts for enforcing equality constraints.
For example, see [19, 32 [10]. As far as we are aware though, this is the first time
they have been used in the cut-and-choose framework.

Very recently, Lindell and Pinkas [22] have given the first rigorous proof of
security of a protocol in the cut-and-choose framework that meets a simulation-
based definition. Our protocol has the same security as Equality-checker [26]
(with the fix pointed out by [20]), and it seems that a rigorous simulation-based
security proof for Equality-checker has not appeared anywhere.

We stress that the focus of this work is a new way of proving input consis-
tency using expander graphs, which we hope can be of use in other protocols in
the cut-and-choose framework. It seems likely, though we have yet to formally
verify, that one can combine our approach with Lindell and Pinkas’ protocol to
achieve the improved efficiency of Expander-checker while also achieving a full
simulation-based proof of security. We sketch how this might be done in the
proof of Theorem

1.3 Organization

Section [2] reviews secure two-party computation, Yao’s garbled circuit proto-
col, the Equality-checker scheme, and expander graphs. In Section B we present
Expander-checker, and prove its security. In Section [d] we discuss efficiency, both
in theory and in practice. This work also appears as a technical report in [33].

2 Preliminaries

2.1 Two-Party Secure Computation

For an excellent treatment of secure two-party computation, the reader is referred
to [I7]. Here we summarize the model. A two-party computation is a random
process mapping pairs of inputs to pairs of outputs. We refer to this process as
the desired functionality, denoted f :{0,1}* x {0,1}* — {0,1}* x {0,1}* where
f = (f1, f2). For any two inputs z,y € {0,1}", the output (f1(x,y), fo(x,y)) is a
random variable ranging over pairs of strings. The interpretation here is that the
first party wants to learn fi(z,y) and the second party wants to learn fo(x,y).

In this paper we consider the malicious model of security. The formal def-
initions can be found in [I7]. In this model one of the parties can behave in
an arbitrary way. We will, however, assume that both parties are computation-
ally bounded (i.e., randomized polynomial-time Turing machines). Security is
achieved by comparing the adversaries in the real model with those in an ideal-
model in which both parties have a trusted party to interact with. Informally, a
two-party protocol is secure if for any admissible pair of parties (A, B) in the
real-model, there is an admissible pair of parties (A’, B’) in the ideal model where
the outputs of the two executions are indistinguishable. A pair is admissible if
at least one of the parties in the pair is honest. Thus, intuitively, the protocol is
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secure if it provides the correct output behavior, and provides privacy to honest
parties.

In our protocols we need a specific protocol called oblivious transfer, which
has been extensively studied [IT], 27, 29]. We only need I1-out-of-2 oblivious
transfer. In this case, © = (20, 21),y = o, f1(z,y) = 0, and fa(z,y) = 2,. Efficient
oblivious transfer protocols secure in the malicious model exist [27].

2.2 Yao’s Garbled Circuit Protocol

Here we review Yao’s garbled circuit protocol [34]. Let f be an efficiently-
computable function two parties wish to securely compute. Then f can be rep-
resented as a polynomial-size circuit. The first party computes a garbled form
of this circuit as follows.

For every wire j in the circuit, she chooses two random strings K o and Kj ;.
These random strings correspond to a value of 0 and a value of 1 on wire 7,
respectively. Next, for every gate in the circuit, she computes a garbled truth
table as follows. Let E be a symmetric encryption scheme. Then she uses F
together with the keys corresponding to the values on the input wires to encrypt
the value of the corresponding output wire. For example, if the gate is an AND
gate on two input wires 7, 7' with output wire ¢, then there are four entries

Ex; (B, ,(Keo)), Ex; o (Ex ), (Keo)), Ex; 1 (Ex,  (Keo)), Ex; o (Bx ), (Ke)).

These entries should be permuted so that the second party does not learn in-
termediate values of the computation. Also, she creates a table which translates
the garbled output values to their actual values (0 or 1). She sends the garbled
circuit and her garbled inputs to the second party.

The second party learns his garbled inputs through an oblivious transfer step.
This ensures that only his garbled inputs are learned, and nothing else, while
the first party learns nothing about the second party’s inputs. The second party
then computes the garbled circuit gate by gate, obtaining his garbled output.
Finally, using the translation table, he obtains the actual output of the circuit.
See [21] for detail, and a proof of security in the semi-honest model.

It is well-known that Yao’s garbled protocol is not secure in the malicious
model. The standard way of fixing this is to apply the zero-knowledge compiler
of [I5}[T6]. The first party needs to supply a zero-knowledge proof that her circuit
was constructed correctly and computes the desired functionality. The second
party needs to supply zero-knowledge proofs that show he correctly evaluated
the circuit. These zero-knowledge proofs, though theoretically feasible, are very
inefficient and motivate the search for practical solutions.

2.3 Equality-Checker Scheme

The following is the FEquality-checker scheme of [26]. Here, z; ;5 is Alice’s

-/

commitment to the tuple (j7j’7i7Kgb,be) for every distinct pair of circuits
J,j' € [m], every input wire ¢ of Alice, and every input value b € {0,1}. w; j ;s
is the corresponding witness for decommittal. z;, is the commitment of the
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tuple (4,14, b, Kf ,) for every circuit j € [m], every input wire 7 of Bob, and every
input value b € {0,1}. w;; is the corresponding witness for decommittal.

In the original paper [26], a generic oblivious transfer scheme was chosen in
step 6, and this was shown to be insecure [20]. One fix is to use a committed
oblivious transfer scheme (as stated below), or a committing scheme. See [20] for
the details. Yet another approach will be discussed in the proof of Theorem [l

We note that this does not affect our asymptotic analysis, and only marginally
affects our concrete costs.

Equality-checker:

1. Alice creates m garbled circuits Ci,...,Cp,. She sends the Cj,
(j,j/, i, Zj,j’,i,b)a and (j, i, b, Zjﬂ"b) to Bob. The (j,j/, i, Zj,j’,i,b) should
be sent in a random order so that Alice cannot distinguish z; j ;0 from
Zj,j i1

2. Bob chooses a random subset S C [m] with |S| = m/2 and sends S to
Alice.

3. Alice exposes the secrets of the C; for every ¢ € S. She also sends
witnesses w; s ;» and w;;p for all 4,b and all j, 5/ € S. Bob verifies the
garbled circuits and commitments are correct.

4. Renumber the remaining garbled circuits C1, ..., C,, 2. Alice sends the
keys Kij p, and the witnesses wj j i, for every distinct j, j* € [m/2] and
each of her input wires ¢, where b; is her input for wire 1.

5. Bob uses the witnesses wj jr ; 5, to verify that Alice’s input to all the
circuits is the same.

6. Alice and Bob engage in committed oblivious transfers in or-
der for Bob to receive his garbled input bits. For every in-
put wire ¢ of Bob, Alice uses a single oblivious transfer to give

. 1 2 m/2
Bob one of two tuples: (K; g, w1,i,0, Ko, w2,i,05- -5 K¢ s Wmy2,i0) O
1 2 m/2 .
(Kiqswiin, K wa, ..o K 7 Wy 241), depending on Bob’s value
for input i.

7. Bob evaluates the m/2 garbled circuits and prints the majority output.

We assume, as in [26], that computing the commitments z; j ;, and z;,; does
not require exponentiation, but rather, just a symmetric encryption. We also
assume a single oblivious transfer requires O(1) exponentiations.

Theorem 1. ([26]) Equality-checker is secure in the malicious model with in-
verse exponential (in m) probability of undetected cheating. The number of sym-
metric encryptions and the communication complezity are O(mg + m?2I), and
the number of exponentiations is O(I), where g and I are the number of gates
and inputs of the circuit to be computed, respectively.

2.4 Expander Properties

Let G = (V, E) be a d-regular graph on n vertices. Let A = (ay,), u,v € V, be its
adjacency-matrix, that is, a,, = 1if (u,v) € E and a,,, = 0 otherwise. Since G is
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d-regular, the largest eigenvalue of A is d, corresponding to the all 1s eigenvector.
Let A = A\(G) denote the second largest absolute value of an eigenvalue of G. We
need the following discrepancy theorem, known as the expander-mizing lemma
(see, e.g, [1L[7], for the proof).

Theorem 2. For any subsets X, Y CV,
d A
le(X,Y) = XYl < n\/\Xl(n— IXDIY|(n — Y1),

where e(X,Y) is the number of edges with one endpoint in X and one endpoint
mY.

In our asymptotic analysis, we use explicit expander graphs known as Ramanujan
graphs. The construction we use is essentially due to Lubotzky, Phillips, and
Sarnak [23], and independently discovered by Margulis [25]. However, the form
of these graphs [23] [25] is not so convenient to work with. We use a slight variant
of these graphs described in section II of [2].

Fact 1. [2] Let p,q be any distinct primes congruent to 1 modulo 4, with p a
quadratic residue modulo q, and q > 2,/p. Let d = p+1. Then for every positive
integer ¢, there is an explicit (p+ 1)-regular graph on %(q?’e — 3 =2) wertices such
that A < 2,/p.

For fixed p,q as we vary £ we get an infinite family of graphs, and there is a
positive constant « such that for any integer m, there is a graph in the family
with m/ vertices, where m’ < m < am’. For a description of how to efficiently
compute these graphs, see section II of [2].

We note that one can also obtain Ramanujan graphs by random sampling,
and testing with Gaussian elimination. See [I3] for how to sample such graphs.

2.5 Combinatorial Identities

Fact 2. (see [12, [30]) For integers n > 0, /2rn"t2e™" < p! < \/2rn"tie "
1
ez,

3 Expander-Checker

Alice associates her m garbled circuits with the vertices of a d-regular Ramanu-
jan graph G = (V, E) on m vertices. The difference between our protocol and
Equality-checker is that instead of committing to every pair of circuits {j,j'},
Alice only commits to the edges of G. Equality-checker is a special case of our
protocol, which corresponds to setting d = m — 1. Since G has dm/2 edges, Alice
performs dm/2 commitments.

We borrow some notation from Equality-checker, as described in Section
Let 2.6, Wj.4.b, 25,5,4,6, and w; j» 5 be the commitments and witnesses as defined
in that section. Alice only computes z; j+ ; » and wj ;7 ; 1, for those {7, j'} for which
{j,7'} is an edge of G.

For a subset S of the vertices V', let G(S) denote the induced subgraph of G
on vertex set S.
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Expander-checker:

1. Alice creates m garbled circuits C1,...,C,,. For edges {j,j'} in G, she
sends the Cy, (4,5, 1, 2j,47,i0), and (4,1, b, zj ;) to Bob. The (4, 5,7, 2j,j7,i.b)
should be sent in a random order so that Alice cannot distinguish z; ;50
from 24,5 0,1+

2. Bob chooses a (uniformly) random subset S C [m] of size m /2. Bob sends
S to Alice.

3. Alice exposes the secrets of the C; for every i € S. She also sends witnesses
wj 6 and wj;p for all 4,0, all j € S, and all {j,j'} € G(S). Bob verifies
the garbled circuits and commitments are correct.

4. Renumber the remaining garbled circuits C1,...,C,, /5. Alice sends the

keys bel and the witnesses wj j/ ip, for every j € V \ S, every edge
{j,7'} € G(V'\'S), and each of her input wires ¢, where b; is her input for
wire 4.

5. Bob uses the witnesses w; s ;p, to verify that Alice’s input to all the
circuits is the same.

6. Alice and Bob engage in committed oblivious transfers in or-
der for Bob to receive his garbled input bits. For every input

wire ¢ of Bob, Alice uses a single oblivious transfer to give Bob

1 2 m/2
one of the two tuples (Ki,()a w1,1,0, Ko, w2,i0,- - Ky g s Wiy /2.4,0) OF
1 2 m/2 . 3
(K w0, K wain, -, Ky 7 Wi ya,4,1), depending on Bob’s value for
input 1.

7. Bob evaluates the m/2 garbled circuits and prints the majority output.

If both parties are honest, the above protocol is correct, so we turn to security.
We first develop a framework for proving the security of Equality-checker that is
more powerful than that given in [26] (leading to better bounds, see Section [II),
and which generalizes to Expander-checker.

3.1 Security Analysis for Equality-checker

We will show that in order for a malicious Alice to cheat with non-negligible
probability, the following must be true: Alice does not provide the same input
Jor more than "} of the correctly-garbled circuits that Bob will evaluate. If this is
not true then Bob will respond with the output corresponding to the majority
input of Alice, in which case the protocol will be simulatable in the ideal model
by sending the majority input to the trusted third party.

Let F be a family of complete graphs where each G € F has some of its edges
labeled bad, and some of its vertices labeled incorrect. We will use the observation
above to construct a family F containing all of the (labeled) complete graphs G
for which a malicious Alice can cheat with non-negligible probability.

If Alice can cheat by sending a graph G with exactly em incorrect cicuits,
then there must be some subset S of "} vertices of G which Bob can sample, so
that if we remove S from G, Alice can assign her inputs to the remaining vertices
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so that no more than ") of the remaining vertices are assigned the same input.

Partition the set of remaining vertices into groups B, C1,Cs, ..., C,, where B
denotes the set of incorrect circuits (here, | B| = em), and for each C;, all vertices
in C; are assigned the same input. Then, all of the edges connecting C; to Cj,
for any 7 # j, must be bad edges, as otherwise Alice will get caught. Moreover,
by the observation above, |C;| < '} for all i. For a given G, there may be more
than one choice of S, each giving rise to different sets B, C1,Cy, ..., C, with the
above properties. For our purposes, what matters is that there is at least one
such S, B, C1,Cs, ..., C, for the graph G. Let F be the family of all such graphs
G.

Lemma 1. If Alice chooses any graph G € F, she will get caught when Bob
samples 'y vertices of G with probability at least 1 — 2( m)/(fff).
2

Proof. Fix any G € F, and let S, B,Cy,Co,...,C, be a partition of the vertices
of G with the properties described above. We compute the probability that Alice
does not get caught. Note that [S| = "} and |B| = em. For all i, let ¢; = [C3] < "}
As observed above, all of the edges between C; and Cj for i # j are bad, and
therefore in order for Alice not to get caught, Bob can sample vertices from at
most one C;. Since B contains only incorrect circuits, Bob’s samples must all be
drawn from S and at most one C;. Define an elusive set E to be a set of vertices
of G not containing any incorrect vertices and such that no two endpoints of a
bad edge lie in E. For Alice not to get caught, Bob must sample an elusive set.
The number of elusive sets is at most > };0 (E‘L) Y (4 j)

We claim this expression is maximized when r = 2, ¢; = 7}, and ca = "} —em

(recall that >, ¢; = (% — e) m). First, if r = 0, the number of elusive sets is 1,

namely, the bet S. Second, if r = 1, then since ¢; < Z‘, the expression evaluates

to at most ( 1), This follows from the identity: Z] o (") = (M7"2). For
the remamder of the proof, assume r > 2.

We now use the identity for a > b: (%) + (Z) < (“;rl) + (bgl). Since ¢; < 7
for all 7, we may inductively apply the identity so that r = 2, ¢; = and

ca = "} — em. It follows that the number of elusive sets is at most

m
4

S () = () (75 =+(E)

It follows that the probability that Alice does not get caught is at most 2 ( 3}%? ) / (fff) .
2 2

Corollary 1. With probability at least 1 — 2(?}7)/(%), there are more than '}
2

correctly-garbled circuits that Bob evaluates for which Alice will provide the same
iput, or Alice will get caught.

Proof. If Alice does not use the same input for more than "' of the correctly-

garbled circuits that Bob will evaluate, she will be caught unless she sends some
graph G € F. But then, by the previous lemma, she will get caught with prob-

ability at least 1 — 2(3;7,17)/(%5)7 as needed.
2
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Theorem 3. Equality-checker is secure when Alice is malicious with probability

m

of undetected cheating by Alice at most 2(3:?)/(fﬁ) <2-27 4,
2 2

Proof. By the previous corollary, with probability at least 1 — 2(? )/ () =
2 2

1 —2-277%, the majority of inputs to the correctly-garbled circuits that Bob
evaluates have the same input, or Alice will get caught, and thus Bob will output
the value outputted by the circuits on this input.

The security, at this point, reduces to the original argument for Equality-
checker given in Claim 3 of [26]. As the proof in [26] is incomplete, we refer the
reader to [22]. To make the protocol simulatable, one needs to change step 2
of the protocol so that Alice and Bob run a standard coin-tossing protocol to
generate the subset of circuits to evaluate. This ensures that if Bob is malicious,
the circuits evaluated are still uniformly chosen (this sub-protocol is very effi-
cient, and doesn’t affect the overall efficiency). Also, instead of using committed
oblivious transfer, another approach (analyzed in [22]) is for Bob to receive his
inputs before Alice sends the garbled circuits. This amounts to removing step 6,
and inserting it after step 1 in the protocol. Since the circuits to be evaluated
have not yet been chosen, Bob should simply receive his inputs for every circuit.

Theorem 4. Equality-checker is secure when Bob is malicious.

Proof. The security reduces to the original argument for Equality-checker given
in Claim 4 of [26]. For a formal proof, we refer the reader to [22].

Theorem 5. In Equality-checker, Alice can cheat with probability at least (?)/
2

(™).

2

Proof. Alice will send the following labeled graph G € F to Bob. She will not
create any incorrect circuits. She will partition the vertices into two groups Vi, V3,
with [Vi| = 7" and |Va| = 7} (assume m is a multiple of 4). An edge is labeled
bad if and only if it connects V; to Vi. Consider the following event £: Bob
samples all 7 of his circuits from V;. This occurs with probability (Sff) / (Ef)

Assume the circuit being evaluated has only one bit of input from Alice.
Suppose £ occurs. Alice may then assign all remaining vertices in V; the input
0 and all vertices in V5 the input 1. If the function being evaluated differs on
its output (for a given Bob input) when Alice’s input is a 0 or a 1, then there
is no majority output of Bob’s evaluations (there are two outputs, and each one
occurs for exactly half of the circuits). Thus, Bob will have to abort (and this
behavior cannot be hidden from Alice), and this may reveal information to Alice
about Bob’s input. For instance, there may be another possible input of Bob
which is insensitive to the input of Alice, in which case all circuits will have the
same output, and Bob will not abort.

In Appendix E] we present a counterexample to Lemma 3 in [26], from which
their Table 4, which analyzes the performance of Equality-checker for different
security levels, is constructed.
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3.2 Security Analysis for Expander-checker

We generalize the analysis of the previous section. The difficulty is that now the
family F of graphs for which Alice can cheat with non-negligible probability is
more complex. The graphs are no longer labeled complete graphs, but rather
labeled expander graphs. We bound the new probability that Alice gets caught
if she chooses a graph G € F to send to Bob.

As before, for Alice to cheat, she cannot provide the same input for more than
" of the correctly-garbled cicuits that Bob will evaluate. Corollary [[l Theorem
Bl and Theorem M are unchanged, except for the probability that Alice does
not get caught, which will increase. We prove the new version of Lemma [ in
Theorem [@ below.

In Expander-checker, if Alice can cheat by sending a graph G, then as before,
we can find a vertex partition S, B,C1,Ca, ..., C, with |S| = 7, |B| = em for
some € where B denotes the set of incorrect circuits, all edges in the expander
connecting C; to Cj for i # j are bad, and |C;| < 7} for all i. Let F be the
family of all such labeled graphs G.

We assume the expander graph satisfies A\ < 2/d.

Theorem 6. Let G be a d-reqular Ramanujan graph for a sufficiently large con-
stant d. If Alice chooses any graph G € F, she will get caught when Bob samples

m

5 vertices of G with probability at least

1-3 (m + 1) \/Wmeu3 L= T +2my/ G log(§/9)
4 2

Remark 1. Recall that our bound on the probability of undetected cheating by

Alice for Equality-checker was 2-27 4 . Comparing this to our bound for Expander-

checker, we see that when the degree d = w(1), our new bound has the form

2= % +o(m) close to that of Equality-checker.

Proof. Fix a graph G € F with corresponding S, B, C1,Cy, ..., C,, where |S| =

W, |B| = em, and ¢; of |Ci| < "} for all i. The difference between this proof and
the previous is that now Bob can actually sample vertices from more than one
C; without Alice getting caught. This is because the graph G is not complete,
so there may not be any edges connecting Bob’s samples in the different C;.
However, using the expander-mixing lemma, we will show that if Bob samples
too many vertices from different C;, there will be bad edges connecting some of
them, and Alice will get caught.

Define an elusive set as in the proof of Lemma [Il In order for Alice not to
get caught, Bob must sample an elusive set, i.e., his vertices must come from
SUC;UCyU---UC, and there must be no edge between any of his samples
lying in different C;. We seek an upper bound on the number of elusive sets in
G.

If » = 0, the number of elusive sets of G is 1. If r = 1, since ¢; < ZL, as in the
proof of Lemma [ for » = 1, the number of elusive sets is at most (3,%?) For the
2
remainder of the proof, r > 2.
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We consider a labeled graph G’ which has at least as many elusive sets as G.
It will be easier to upper bound the number of elusive sets of G'. We want G’ to
have the property that its vertices can be partitioned into sets S, B, Dgy, D1, D>
or sets S, B, Dy, Dy such that |S| = ", |B| = em, all edges between D; and D;
with i # j are bad, and d; = |D;| < 7} for all 4.

If r =2 or r = 3, then put G’ = G. Otherwise, r > 4. By averaging, there
exist distinct C; and Cj in G with ¢; +¢; < Z’. Suppose we create G’ from G by
removing all bad edges between C; and C}, and by grouping vertices in C; and
C; into a single set D of size d = ¢; + ¢; < oIt follows that r has decreased
by 1. If r is still more than 3, repeat this process on G’. We eventually end up
with the desired labeled graph G’. We will assume that r = 3. If actually r = 2,
we may just set Do = (). We introduce some notation.

Definition 1. We say that three integers ig, 11,12, where ig < dgy, 11 < di, and
12 < ds, are harmonious if there ezist sets Sy C Dy, S1 € Dy, and Se C Ds,
where |S;| = i; for j =0,1,2, such that e(So, S1) = e(So, S2) = e(S1,52) = 0.
That 1s, there are no edges in G' between them.

The number of elusive sets in G’, and thus in G, is at most

() 2 E)E)

i0+i1+iz=j
harmonious ig,i1,i2

w3

j=
"y 2

i W)

J‘X—:O(j)rz—(:) io+i12+:iz:j (io i1/ \12

ir=max(i0,%1,i2)
harmonious ig,i1,iz

We will choose dy, d1, d2 to maximize this expression, subject to ), d; = "} —em

and d; <} for all 4. As before, it is clear that the expression is maximized when
e = 0. We start by bounding the following expression.

5
>() L2 GEE) g
— \J = io/) \i1/) \i2
j=0 to+i1+i2=)
io = i1,l2
harmonious ig,i1,i2
The following is the only place where we use the fact that G is an expander.

Claim. For fixed harmonious ig, 41,12 with ig + i1 +io = j and ig > 41,12, we

have, -
(i) (2) = (anyisa)

Proof. Suppose first that ig < m\/2/d. Then since ig > 1,12, we have i1 + 15 <
2ip < 2m\/2/d. We arrive at

() = (1) = (o age)
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where we have used that i1 + ia < 2m\/ 2/d < ZL since d is sufficiently large.

Now suppose that ig > m\/2/d. This is where we use the fact that G is an
expander. Suppose T is a subset of Dy U Dy U Do, and set X = T'N Dy and
Y =T N (Dy U Dsy). Suppose | X| =g and |Y| =iy + iz. We first note that the
edgeset in G’ connecting X to Y is identical to that in G. By the expander-mixing
lemma, there is at least one edge from X to Y prov1decﬂ that

d
XY= A VX |(m — [XDIY](m — Y1),

This is equivalent to the condition | X||Y] > (2‘)2 (m—|X)(m—1Y]). As we will
choose \ so that A < 2v/d, this is in turn implied by the simpler |X||Y| > 4732.
This is just ig(i1+42) > " . Since iy > m+/2/d, this holds if iy +iz > 2m+/2/d.
Thus, 9,71, and 7o are not harmonious if i1 + io > 2m\/2/d7 and so we again

have (2)(%) < (475) < (5, )

By the previous claim, expression [I] simplifies to

m

Z(?) 2 (D)) -

1o+i1+i2=]
1o = U1,i2
harmonious ig,i1,i2

m

)2 () 2 ()

to+i1+iz=j
0 > 11,12
harmonious ig,i1,i2

In expression [Tl we took ig > i1, 12, but we could’ve equally well taken i1 > ig, io
or is > ig,11. It follows that the number of elusive sets in G is at most

nz

<2m:;2/d> 2 ( ) Z > (i) (2)

to+i1+iz=j
br 2 dri1yied2
harmonious 19,1,

where the subscripts should be understood modulo 3. At this point, our task is
to maximize expression 2 subject to . d; = ) and d; < 7' for all 4.

By switching the order of summations, we have shown that the number of
elusive sets is at most

iz 2 O e

r=0j= to+i1+iz=j
i > Ir1yir42
harmonious 10,%1,%2

w3

2 One can do slightly better than the expander-mixing lemma by using Tanner’s in-
equality [31]. This does not affect our bound much, so we omit this improvement.
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Then, since there are at most j + 1 pairs (i,y41,4,42) for a given 4, for which
ir + Gpy1 + Gr42 = J, we can bound the inner sum by (;)(j + 1)2¢-. We may
then pull out the 2" term and, ignoring the terms that we have pulled out, we
are left with >- 2 (%L)(j + 1). We recall the identity: Y. i("}) = n2"~'. This
implies

w3

(j+1)<?> N R ¥ =(m+1)2?.
= J 2 4

We can now simplify expression 3] to the following,

gl m ™ od d d
+1)22 9do | 9di 4 odz)
<2m\/2/d) (4 ( )
This expression is clearly maximized when d, = d,11 = Z‘ and d,42 = 0 for
some value of r. Since 2% > 1 for any m > 0, this expression is at most

3<2m32/d> (T +1)2%.

Using the identity (Z) < (“be)b, we further upper bound this expression as
3(" 1) 2T eV V)
4 )

which upper bounds the total number of elusive sets. Thus, the probability that
Alice does not get caught is at most this quantity divided by (Zf) Using Fact

2

Bl after some algebraic manipulation, (m772) = (m7/"2!)12 > 2m (ﬂmi1/3)1/2~ We

conclude that the probability that Alice does not get caught is at most

() e

and the proof of the theorem is complete.

4 Efficiency

To compare Expander-checker with Equality-checker, we would like to achieve
inverse exponential (in m) probability of undetected cheating, where m is an
input parameter we use to measure our protocol’s efficiency. m corresponds to
the number of garbled circuits in the above.

The probability Alice can cheat in Expander-checker is at most

(5 )™y e,

One can write a short computer program to find a constant d = p + 1 with p a
prime congruent to 1 mod 4, for which we can instantiate the graphs G in the
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previous section with those of Fact [l on ©(m) vertices, so that this probability
is at most 27?("™). One can also find such a graph by random sampling [13].
To achieve error probability €, we may set m = O(In !). Recall that g and I
denote the number of gates and inputs to the circuit to be computed, respectively.
Step 1 requires O(mg) = O(ln(i)g) symmetric encryptions and communi-
cation for the garbled circuits. The commitments require O(dmI + 2mlI) =
O(mI) = O(mg) symmetric encryptions and communication. Step 2 requires
communication O(m). Similar to step 1, step 3 requires O(mg) communication.
Step 4 requires O(mlI) communication. Step 6 requires O(I) exponentiations.

Theorem 7. Expander-checker is secure in the malicious model with inverse ex-
ponential (in m) probability of undetected cheating. The number of symmetric
encryptions and communication complexity are O(mg), and the number of ex-
ponentiations is O(I).

Recall that Equality-checker achieves 27("™) probability of undetected cheating
with O(mg+m?2I) communication and number of symmetric encryptions, while
the number of exponentiations is O(I) (see Theorem [II). Suppose we want error
probability e. Let m be such that we achieve error probablity € in Equality-
checker. Then in Expander-checker we achieve error probability e for m’ = O(m).
Moreover, our communication and number of symmetric encryptions is O(m'g) =
O(mg), which improves the £2(mg+m?I) of Equality-checker for sufficiently large
m and I.

4.1 Practical Issues and Open Questions

For a practical setting of parameters our bounds on the probability that Alice
can cheat in Expander-checker may not be good enough to make Expander-checker
favorable to Equality-checker. This is due in part to a certain suboptimality of our
Ramanujan graphs. In Claim 2 we argued that any two disjoint sets of vertices
in a Ramanujan graph on m vertices, one of size at least m\/2/d and one of size
at least Qm\/ 2/d, have an edge between them. However, a counting argument
shows there exist graphs on m vertices for which there is an edge between any
two disjoint sets of vertices of size at least 2mInd/d. Such an explicit graph

would significantly reduce the 92my/2/d108(5v/%) factor in our probability bound.

We cannot even rule out that there exist graphs on m vertices for which there
is an edge between any two disjoint subsets of @(m/d) vertices. As far as we
are aware, the best explicit construction of such graphs can be obtained from
[6], and show there exist graphs on m vertices for which any two disjoint sets of
vertices of size £2(m - polylog(d)/d) have an edge between them. We leave it as
an open problem to see if the work of [6] can be of practical use in this context.

Besides directly trying to construct such graphs, it may be possible to slightly
change the protocol. The natural thing to do would be to have Bob sample a
d-regular graph on m vertices at random, and send it to Alice to use instead of
our explicit Ramanujan graph. Then with high probability it is such that any
two disjoint subsets of vertices of size 2m Ind/d have an edge between them. The
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problem with this approach is that the probability of sampling such a graph is
only 1 —2-90"/d) which is smaller than the 1 — 2-©("™) we are looking for. We
leave it as an open problem to see if a probabilistic approach can be effective here.

Acknowledgments. We thank Payman Mohassel, Benny Pinkas, and the anony-
mous referees for many helpful comments.
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Appendix: A Counterexample

We've restated the lemma of [26] in our language (in this paper we have swapped
the roles of Alice and Bob):

Lemma 3 of [26]: With probability > 1 — 2-% , at least g of Alice’s "} inputs
are the same, or Alice will get caught.

Consider the following behavior of a malicious Alice. Label the garbled circuits
C1,...,Cpy. Suppose m is a multiple of 8. For the first 75" circuits C1, ..., C7yy /8,
Alice will use the input 0 (assume Alice has only one input to the circuits), and
for every other circuit, Alice will use the input 1. Thus, the bad edges are exactly
those between one of the first 7;" circuits and one of the last g circuits.

Since all the circuits are correctly garbled, Alice only gets caught if a bad
commitments is exposed in step 3. Consider the following event £: Bob samples
all 7} of his circuits from the first 7;” garbled circuits. Observe that if £ occurs,
no bad commitment is exposed in step 3, and therefore Alice does not get caught.
Moreover, if £ occurs, Bob will use 7§" -0 = 3’; 0 inputs when he performs
verification, and ‘¢ 1 inputs. Thus, at most i of Alice’s "} inputs are the same,
contrary to the Z claimed by Lemma 3.

For the counterexample to go through, it remains to show Pr[€] > 276 . But
L. 7m m . . 7m m m
Pr(€] is just (5 )/("). It is then straightforward to show (8 )/() >276, as
2 2 2 2
needed.
The above presentation was done for simplicity. One can replace 7§” by any

value less than 1}’2” in the above to get a “stronger” counterexample.
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Abstract. We present an efficient construction of Yao’s “garbled circuits” proto-
col for securely computing any two-party circuit on committed inputs. The pro-
tocol is secure in a universally composable way in the presence of malicious
adversaries under the decisional composite residuosity (DCR) and strong RSA
assumptions, in the common reference string model. The protocol requires a con-
stant number of rounds (four-five in the standard model, two-three in the ran-
dom oracle model, depending on whether both parties receive the output), O(|C|)
modular exponentiations per player, and a bandwidth of O(|C|) group elements,
where |C'| is the size of the computed circuit.

Our technical tools are of independent interest. We propose a homomorphic,
semantically secure variant of the Camenisch-Shoup verifiable cryptosystem,
which uses shorter keys, is unambiguous (it is infeasible to generate two keys
which successfully decrypt the same ciphertext), and allows efficient proofs that
a committed plaintext is encrypted under a committed key.

Our second tool is a practical four-round (two-round in ROM) protocol for
committed oblivious transfer on strings (string-COT) secure against malicious
participants. The string-COT protocol takes a few exponentiations per player, and
is UC-secure under the DCR assumption in the common reference string model.
Previous protocols of comparable efficiency achieved either committed OT on
bits, or standard (non-committed) OT on strings.

1 Introduction

Informally, a two-party protocol for computing a circuit is secure if participants do not
learn anything from the protocol execution beyond what is revealed by the output of the
circuit. In a seminal paper, Andrew Yao showed a “garbled circuit” protocol [Yao86]
for secure two-party computation (2PC) of any circuit in the semi-honest model, i.e.,
assuming that participants faithfully follow the protocol specification. Yao’s protocol
requires O(|C|) symmetric-key operations, and its bandwidth is O(|C|) symmetric-key
ciphertexts, in addition to the cost of n instances of an oblivious transfer (OT) protocol,
where n is the size of the circuit’s inputs. Using a 2-round OT protocol, Yao’s protocol
takes only two communication rounds (assuming only one player receives the output).
The main contribution of this paper is a new variant of Yao’s protocol, which replaces
O(|C|) symmetric-key operations with O(|C/|) public-key operations, and at this cost
achieves security against malicious participants in the common reference string (CRS)
model. Specifically, our protocol operates on a multiplicative group Z. where n is

M. Naor (Ed.): EUROCRYPT 2007, LNCS 4515, pp. 97-114] 2007.
(© International Association for Cryptology Research 2007
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a safe RSA modulus which satisfies DCR and strong RSA assumptions. The protocol
requires O(|C|) modular exponentiations, its bandwidth is O(|C|) elements in Z? ,, and
it takes four rounds in the standard model and two in ROM. Moreover, our protocol is
universally composable, and securely computes any circuits on committed inputs.

A fundamental primitive in Yao’s protocol is oblivious transfer (OT). Informally,
OT is a two-party protocol in which the receiver (a.k.a. the “chooser”) receives a value
of his choice from among several values sent by the sender, while learning nothing
about the other values. The sender does not learn anything from the protocol, and in
particular he does not learn which of the values he sent was received by the chooser.
Committed oblivious transfer (COT) is a variant of oblivious transfer, introduced by
Crépeau as a “verifiable OT,” in which both the sender and the chooser are
committed to their inputs, and the oblivious transfer proceeds on the committed val-
ues. The second contribution of our paper is a new protocol for committed oblivious
transfer on strings (“string-COT”). The protocol requires O(1) exponentiations and has
the bandwidth of O(1) elements in Z*., which is comparable to the cost of previous
protocols for standard (non-committed) OT on strings or previous COT protocols that
operated only on bits. This new string-COT protocol is also universally composable in
the CRS model.

A committed OT protocol secure against malicious players is a much more useful
tool in a security protocol than a standard OT. For example, unless the OT protocol runs
on committed inputs, it is fundamentally non-robust against network failures because
re-running the protocol after a failure allows the cheating receiver to learn both of the
sender’s values. Similarly, secure committed 2PC protocol is a much more useful tool
than a standard 2PC protocol. In general, universally composable string-OT and general
2PC on committed data makes it easy to ensure that multiple instances of these protocols
are executed on consistent inputs, for example as prescribed by some larger protocol.

Technical roadmap. Both protocols we present in this paper, the protocol for secure
two-party computation on committed inputs (“committed 2PC”) and the string-COT
protocol, rely on a modification of the verifiable encryption given by Camenisch and
Shoup [CS03]. The efficiency of these two protocols is essentially due to the very strong
properties that this encryption offers. We will refer to the original scheme of [CS03]
as CS encryption, and we call our modification sCS encryption, where “s” stands for
both “short” and “simplified,” because the modification consists of (1) stripping off
the chosen-ciphertext security check in the CS encryption, and (2) using significantly
shorter private keys. Below we explain how several interesting properties of this en-
cryption enable the efficient string-COT and committed 2PC protocols.

The sCS encryption scheme is additively homomorphic, i.e., given ciphertexts of
two values, one can obtain a ciphertext of their sum without decrypting the ciphertexts,
and it is verifiable, i.e., there is a very efficient ZK proof system due to [CSO03] for
showing that the encrypted message corresponds to a previously committed one. These
two features together enable an efficient string-COT protocol. First, we use additive
homomorphism of the sCS encryption to build an efficient protocol for OT on strings in
a way that is similar to how Aiello et al. [ATR0I] build a standard (i.e., non-committed)
OT on strings from the multiplicatively homomorphic EIGamal encryption. Then, by
adapting the ZK proof systems given for the CS encryption in [CS03]], we add efficient
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ZK proofs for showing that the parties run this string-OT protocol on the previously
committed inputs.

The sCS encryption has further useful properties which allow us to extend the string-
COT protocol to an efficient committed 2PC protocol. First, it is unambiguous, in the
sense that it is committing not only to the plaintext, but also to the encryption key:
it is infeasible to produce a ciphertext that can be successfully decrypted, even to the
same plaintext, under two different decryption keys. This property is crucial in the mali-
ciously secure version of Yao’s protocol. Otherwise, the player who creates the garbled
circuit could embed all sorts of faults into the circuit. If the circuit evaluator encounters
a fault which causes him to stop, the malicious player will learn information about the
evaluator’s inputs that he is not supposed to learn.

Second, we extend the Camenisch-Shoup ZK proof system to an efficient ZK proof
that a ciphertext encrypts a committed plaintext under a committed key. (Technically,
this proof system is defined for a symmetric-key version of the sCS encryption, where
the key is both an encryption and a decryption key.) This proof system is a crucial com-
ponent of proving that Yao’s “garbled circuit” is formed correctly. Yao’s construction
of the garbled circuit involves encrypting, for every circuit gate, the keys corresponding
to the output wires under the keys corresponding to the input wires. In our version of
Yao’s protocol, the sender commits to the keys he created for every circuit wire. For
the wires corresponding to the receiver’s inputs, the sender sends to the receiver the
appropriate key values using our efficient string-COT protocol operating on these com-
mitments. Furthermore, the sender must prove, for each gate, that the ciphertexts that are
supposed to encrypt the appropriate output-wire keys under the appropriate input-wire
keys are formed correctly. This is accomplished precisely by the above proof system,
because the input-wire keys appear as keys in these ciphertexts, while the output-wires
keys appear as plaintexts.

Giving an efficient ZK proof system for this statement for some version of the CS
encryption scheme is an interesting technical challenge, because in the CS cryptosystem
plaintexts and keys “live” in different groups (and are acted upon by different moduli).
It is not immediately obvious how to encrypt one CS encryption key under another CS
encryption key and have an efficient proof of correctness for this encryption, because
the efficient proof systems given for the CS encryption require that the plaintext be
significantly smaller than the encryption key. One solution is to extend these proof
systems to handle larger plaintexts (namely, plaintexts of the same size as the key),
using proofs of equality of elements of two different groups represented as integers (e.g.,
[Bou00]). We propose a simpler solution based on the observation that, from the results
of Hastad, Schrift and Shamir [HSS93] on simultaneous bit security of exponentiation
in groups of unknown order, it follows that one can shorten the private keys used in
the CS encryption to ‘g' bits. This significantly speeds up the CS encryption, but, more
importantly, this modification allows for a very efficient ZK proof that a ciphertext
encrypts a committed plaintext under a committed key.

Organization of the paper. In Section [2] we discuss related work. In Section [3] we
describe our cryptographic toolkit. In Section [ we present the string-COT protocol,
and in Section 5] the protocol for general two-party secure computation on committed
inputs. All proofs have been delegated to the full version of the paper.
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2 Reated Work on Constant-Round 2PC and Committed OT

2PC protocols. The first constructions for secure two-party computation are Yao’s
“garbled circuits” protocol and the protocol of [GMW87]. Of the two, only
Yao’s protocol is constant-round, but secure only in the semi-honest model. Most sub-
sequent constant-round protocols for secure computation in the malicious model, such
as [Kil88, [Lin03,[KO04], employ generic zero knowledge proofs (i.e., proofs for any NP
statement). The overhead of this approach is likely to remain prohibitive for practical
applications.

There are secure 2PC protocols that avoid generic zero-knowledge proofs (e.g., see
[JJ00, [GMY04] and references therein), but the round complexity of these protocols
is linear in the (boolean or arithmetic) circuit depth. On the other hand, Damgard
and Ishai showed the first constant-round multi-party protocol with O(|C|n2k)
bandwidth and computation (here n is the number of parties, k is the security parame-
ter), assuming a trusted preprocessing stage, but this protocol is secure only with an
honest majority, and its techniques (e.g., verifiable secret sharing) do not seem applica-
ble to two-party computation.

2PC using verifiable encryption. Like our protocol, the constant-round 2PC protocol
of Cachin and Camenisch [[CCO0] uses a verifiable public-key encryption scheme, but
unlike in our scheme, their zero-knowledge proofs require s cut-and-choose repetitions
where s is the statistical security parameter. Hence their 2PC protocol requires O(s|C')
group elements in bandwidth and the same number of exponentiations (vs. O(|C|) in
our construction). It is worth mentioning, however, that our ciphertexts are elements of
Z. ., for n satisfying the DCR and strong RSA assumptions, while [CCO0] can use any
group where the Diffie-Hellman assumption holds.

2PC using cut-and-choose approach. A recent series of works on efficient constant-
round 2PC protocols [Pin03, ILPO7, Wo007] shows that security in the malicious
model can be achieved by cut-and-choose verification of the entire garbled circuit, at the
cost of O(s|C| + s*n) [LPO7] or O(s|C|) symmetric-key operations, where
s is the statistical security parameter of cut-and-choose and n is the input size. These
cut-and-choose constructions probably require less computation than our protocol to
achieve similar levels of security based on common assumptions, but our protocol may
require less bandwidth, especially for small circuits whose size is comparable to the
input size. Also, our protocol can be made non-interactive in the random oracle model
at no extra cost, while the security parameter s in the cut-and-choose solutions increases
if they are made non-interactive using the Fiat-Shamir heuristic.

COT. Committed OT (COT) was introduced by Crépeau [[Cré89], where it was used to
construct a general 2PC protocol (but not constant-round one) following the approach of
[GMWS8T7]. Crépeau constructed COT using black-box invocations of £2(n?) OTs. This
was improved by to O(n) OT’s and O(n?) bit commitments. Both COT
protocols, however, operate on bits rather than strings. Based on the concrete assump-
tions of Computational or Decisional Diffie-Hellman, Cramer and Damgard [CD97]
and then Garay et al. [GMYO04] give COT protocols which require O(1) exponen-
tiations but still operate only on bits, while Camenisch and Cachin [CCOQ] give a



Efficient Two-Party Secure Computation on Committed Inputs 101

string-COT protocol, but it requires O(k) modular exponentiations where % is the secu-
rity parameter.

Lipmaa proposed to extend the (non-committed) string-OT protocol of
Aiello et al. [ATRO0I] to a committed OT protocol on strings at the cost of O(1) ex-
ponentiations. While this protocol does ensure that the received string is consistent
with the sender’s commitment, the sender can successfully cheat on the string that has
not been transferred during the OT. This can be used to break chooser’s privacy in
any application (such as 2PC) where the sender can observe whether the chooser suc-
cesfully completed the protocol. Stronger verifiability can potentially be achieved by
extending this protocol with zero-knowledge proofs, but the resulting protocol would
not beat the O(k) modular exponentiations bound because the commitment schemes

(e.g., [CGHGNOI1]) suggested in seem to have only cut-and-choose ZK proofs.

3 Cryptographic Tools

3.1 Camenisch-Shoup (CS) Encryption Scheme [[CS03]

Common referencestring. A trusted third party generates a safe RSA modulus n = pyq,
where p = 2p'+1,q =2¢'+1, |p| = |q|,p # q,and p, ¢, p’, ¢ are all primes, a random
element ¢’ in Z7, and an element g = (¢’)*". The common reference string is (n, g),
which also implicitly defines element o = 1 + n. For standalone applications of CS
encryption, pair (n,g) can be thought of as part of the public key. However, placing
(n, g) in the CRS enables soundness of some very useful proof systems associated with
this encryption scheme, e.g., those used in our COT and 2PC protocols.

The group Z , defined by the safe RSA modulus » can be decomposed into a cross-
product of four subgroups: Z> , = G, x G,» x Go x T, where group G, generated by
a = n + 1, has order n, group G.,» has order n’ = p’q’, and G5 and T are subgroups
of order 2. As one consequence of this structure of Z* ., the above procedure of picking
g as a 2n-power of a random element implies that, with an overwhelming probability,
g is a generator of subgroup G,.. In the following we treat all multiplications and
exponentiations as operations in Z ,, unless stated otherwise.

Key generation. The private key is a random triple x1, zo, 23 chosen in [0, if]. The
publickey is PK = (n, g, g, b, f,hk) where g = g™, h = g2, f = ¢g*#, and hk is a key
of a collision-resistant keyed hash function H.

Encryption. Consider plaintext m as an integer in [— 7, 7]. (Note that one can encode
elements m’ in Z,, in this range as m = m’ rem n, i.e, m = m’ if m’ < 7 and
m = m' —n if m" > 7. Observe that m = m’ mod n.) A CS encryption of m
under key PK with label L, denoted CSench . (m), is a tuple (u, e, v) where u = g,
e = a™g", and v = abs((hf*m(we-L))) for a randomly chosen r € [0, %*]. Operation
abs(a) returns a fora <  andn —a fora > 7.

Decryption. Given a ciphertext (u, e, v), check abs(v) = v and u2(@2+Hu(we,L)zs) —
v, If this holds, compute 72 = (e/u®1)2. Note that e /u® = o™ for correctly formed
ciphertexts. If i & (cv), i.e., if n does not divide /n—1, reject. Otherwise, set i’ = ™!
(over the integers), m’ = m’/2 mod n, and m = m’ rem n.
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This encryption is CCA secure under the DCR assumption on safe RSA moduli [CS03]:

Assumption 1. (DCR) [Pai99]: Given RSA modulus n, random elements of Z>, are
computationally indistinguishable from elements of a subgroup formed by n-th powers
of elementsinZ ,

3.2 Simplified Camenisch-Shoup (sCS) Encryption Scheme

The group setting (n, g) is the same. Denote k" = '72“, and let k, &’ be parameters that
control the quality of soundness and zero-knowledge of proof systems associated with
the sCS encryption. We require that 2k + k¥’ < k" and k& < p’, ¢’. For 80-bit security,
one can take k” = 512 and k = k' = &0.

Key generation. The private key is = € [0,2*"]. The public key is y = ¢*.

Encryption. The sCS encryption under key y of m, an integer in [, 7], denoted

sCSency(m), is (u,€) s.t. e = a™y" mod n? and u = ¢" forarandom  in [0, }].
Decryption. Proceeds exactly like CS decryption, but omitting the CCA checks on v
(since there’s no v here), and using = instead of x; in decrypting (u, €).

Apart from stripping the CCA check, the only difference between CS and sCS encryp-
tion is the shortened private key. The fact that the scheme remains semantically secure
with such modification follows from adapting the results of [HSS93] on simultaneous
bit security of exponentiation modulo a Blum integer (and a safe RSA modulus is Blum
integer) to exponentiation in ZZQH It follows that under the factoring assumption, the
entire upper half of the bits of exponent x is simultaneously hidden under the expo-
nentiation function y = ¢® mod n?, and therefore key y = ¢® for = random in Z,, is
indistinguishable from y = ¢® for 2 random in [0, ‘g'}.ﬁ

Theorem 1. sCSencryptionissemantically secure under DCR assumption on safe RSA
moduli.

Symmetric-key version of sCS encryption scheme. The sCS cryptosystem can also
be used as a symmetric encryption scheme if the private key z € [0, 2’“”] is treated as a
symmetric key. Encryption of m under key z is a pair (e, u), where e = a™u® mod n?,
u = g" for random r € [0, ’;]. The decryption procedure does not change, nor does the
security of the encryption scheme.

Unambiguity of sCSencryption. We introduce a very strong notion of unambiguous
encryption, which applies to both public-key and symmetric schemes. It says that a ci-
phertext that passes a certain proof system, denoted ZKUnEnc, cannot decrypt to two
different plaintexts under two different private keys. Moreover, no two distinct decryp-
tion keys can decrypt a ciphertext even to the same plaintext. Therefore, in an unam-
biguous encryption scheme, the ciphertext is committing not only to the plaintext, but
also to the decryption key. This notion of encryption unambiguity is essential for our

! For the safe RSA moduli , the subgroup of n-th residues in Z? » is the subgroup G,,,» x Ga x T.
2 Cf. similar observation in [CGHGO1] for Paillier encryption, on which CS encryption is based.
% Note that in this way one can also shorten keys 2, 23 in CS encryption and the randomness 7.
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version of Yao’s 2PC protocol, because otherwise a malicious creator of the garbled
circuit could introduce errors in this circuit, and then learn something extra about the
receiver’s inputs by observing whether the receiver successfully completes his compu-
tation on this circuit.

Definition 1. An encryption scheme is unambiguous if there exists a zero-knowledge
proof system ZKUnEnc s.t. for every efficient probabilistic algorithm A, the following
event has only negligible probability: (1) A outputstuple (¢, z1, z2) St. 1 # x2, (2) A
passesthe ZKUnEnc proof systemon ciphertext ¢, (3) x1, z2 arevalid private keys, i.e.,
they are accepted by the decryption procedure, and (4) both Dec,, (¢) and Dec,, (c)
output a valid message (or messages). In the CRS model, the probability is also taken
over the randomness of the common reference string generation.

Theorem 2. sCS encryption is unambiguous under the factoring assumption on safe
RSA moduli, in the CRS model.

The ZK proof system ZKUnEnc for the sCS encryption is the proof that »? belongs to
the group generated by g, i.e, ZKUnEnc(u, e) = ZKDL(g, u). (See section[3.4})

3.3 CSCommitmentsand sCS Commitments

Our COT and 2PC protocols could be adapted to work with standard Pedersen-like com-
mitment schemes of [Ped91,[FO97, [DFQ2] at the cost of additional mappings, via range
proofs [CM99, [DF02], between commitments with different ranges of plain-
texts. Instead, we use the full (i.e., adaptive chosen-ciphertext secure) CS encryption
as a commitment scheme, because it operates on the same group as the encryption we
use, and hence is well-suited for both the COT and 2PC protocols of Sections[4] andGA
Moreover, using a CCA-secure encryption as a commitment helps in showing that the
COT and 2PC schemes are secure in the strong sense of universal composability.

An instance of a CS commitment scheme is a CS encryption public key PK =
(n,g,8,b,f,hk). The public key is chosen by a trusted third party, and security of this
commitment scheme requires the CRS model. The CS commitment on message m, an
integer in range [, ] (with an obvious mapping to Z,,), with label L, is the ciphertext
Com = CSench (m). For notational convenience of the COT and 2PC protocols, we
denote the tuple forming commitment Com as (u,C,v), i.e, u = g", C = a™g",
and v = abs((hf7t(“CL))) The decommitment is the (r,m, L) tuple. In the COT
and 2PC protocols, we often treat value C' in the CS commitment as a commitment
to m by itself. This shortened commitment is used very heavily in the 2PC protocol,
thus we refer to value C' = o™ g" by itself as an SCS commitment. The corresponding
decommitment is (m, r).

3.4 Efficient Concurrently Secure ZK Proof Systemsin the CRS Model

All proof systems used in our COT and Committed 2PC protocols are concurrently se-
cure ZK proofs in the CRS model. Specifically, each proof system is computationally

* Note that instances of other commitment schemes can be mapped to this one using the verifi-
able encryption proof system that accompanies the Camenisch-Shoup encryption [CS03].
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sound and statistical zero-knowledge with a straight-line simulator. The latter is im-
portant for showing that the protocols are universally composable. Each of these proof
systems is built from efficient HVZK proof systems for the languages listed below by a
series of compilations which preserve the efficiency of the underlying HVZK protocols.

The compilations start from 3-round HVZK proof systems with the properties of
special honest-verifier zero-knowledge and (weak) special soundess (we discuss these
below). First, with the techniques of Cramer et al. [CDS94], HVZK systems of this
class can be combined, at no extra cost, into HVZK proof systems of the same class
for any (monotonic) disjunctive and/or conjuctive formula over statements proved in
the component proof systems. Then, using Damgard [Dam02], the resulting HVZK
proof system can be compiled into a three-round concurrently secure ZK proof systems
with statistical zero-knowledge, computational soundness, and a straight-line simulator
in the CRS model. This latter technique requires statistically hiding trapdoor commit-
ments, and using Pedersen’s commitment scheme it incurs a computational overhead of
just one extra exponentiation per player. The computational soundness of the resulting
ZK proof system is subject to the same assumption as the computational binding of the
commitment scheme, which can be Strong RSA if Pedersen’s trapdoor commitment is
adapted to the Z*. setting, e.g., as in Damgérd-Fujisaki commitments [DF0Z]. Note
that in ROM, using the Fiat-Shamir heuristic, the HVZK proof systems of this class
can be converted at no extra cost to non-interactive ZKs with the same properties of
computational soundness and statistical zero-knowledge with straight-line simulation.

We denote the statements being proved as X, Y, Z, and the corresponding “atomic”
HVZK proof systems as HVZKX, HVZKY, HVZKZ. We use a notation derived from
boolean formulas for the ZK proof systems resulting from this series of compilations.
For example, the resulting ZK proof system for language X A (Y Vv Z) will be denoted
ZKXA(ZKY vV ZKZ). We catalog the proof systems used in the COT and 2PC protocols
by the statements they prove, namely, membership in the languages DL, DLEQ, NotEq,
Cot, Com, and PlainEq. Each of these is parameterized by tuple (n,g, g, b, f, hk),
which forms an instance of the CS commitment scheme. Triple (n, g, g) also defines
an instance of the sCS commitment. Parameters k, k’, k" are as in Section[3.2

DL = {(g, X) | there exists z s.t. X? = ¢g**}.
DLEQ = {(g, X, , X) | there exists z s.t. X? = g% X2 = §>*}.

NotEq = {(C,,C}) | there exist a,b, 7, St. a # bmodn, C, = a%g", and
Cy = abg™}. In other words, C,, and C;, are sSCS commitments to two different values.

Cot = {(i,€/,u/,e,u,y,C) | there exist m,w, s, r s.t. C? = a*mg?",

e? = e¥a?m=2sy2 ‘and u'? = u?$g?"}. In other words, m rem n is committed in
sCS commitment C, and (u’,¢’) is a correct “re-encryption” of m performed by the
sender in the COT protocol, given the (y, u, e) tuple sent by the receiver.

Com = {(Com,ids) | there exist m,r s.t. Com = (u,C,v) where u = ¢", C' =
a™g", and v = abs((hfm(Cids))™)1 n other words, Com is a properly formed CS
commitment to some message m with label ids.
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PlainEq = {((e,u),Cy,Cy,) | there exist x,m,ry,rm St e = a™u?, Cp = a®g'=,
and C,,, = a™g"}. In other words, (e, u) is an sCS encryption of the plaintext m
committed in (SCS commitment) C,,, under the key x committed in C.

All of the above languages have efficient 3-round HVZK proof systems HVZKDL,
HVZKDLEQ, etc., which unconditionally satisfy the two properties we need: (1) spe-
cial HVZK, and (2) weak special soundness. The only exception is HVZKPlainEq, for
which we show that weak special soundness holds under the strong RSA assumption.
All systems are efficient: the players make only a few exponentiations (between one
and four) modulo n2, and communication complexity ranges from 3|n| in HVZKDL
to at most 20|n| bits in HVZKPIlainEqg. We show the HVZKPlainEq proof system in
Appendix [A] because it has the most novelty. We delegate the other proof systems to
the full version of the paper, but most of them are either standard, or simple modifica-
tions of the proofs that appear in [CS03]]. The HVZKPlainEq proof system shown in
Appendix[Al gives a good idea of how all of these HVZKs work.

Special HVZK and (weak) special soundness. Let (P, P>, V') be a specification
of a 3-round public coin proof system for language L. The prover’s message in the
first round on instance x, witness w for z € L, and randomness r is computed as
a = Py (xz,w,r), its response in the third round is computed as z = P (x, w, r, ) where
e is the verifier’s challenge, and the verifier accepts if and only if V(z,a,e,z) = 1.
We call this proof system special (statistical) HVZK if there exists a simulator S' s.t.
for every challenge e and every witness (z,w) for x € L, the tuple (a,z) output
by S(z,e) is distributed statistically close to tuple (a, z) where a = P;(z,w,r) and
z = Py(xz,w,r,e). The probability is over the coins of S and over . We say that
this proof system has (weak) special soundness if for every x ¢ L, and for every
PPT algorithm P, the probability that P(z) outputs (a,e,z, ¢, 2') st. e # ¢ and
V(z,a,e,2) = V(x,a,¢’,2") = 1, is negligible. Since the HVZK proof systems we
use are parametrized by a reference string, the adversary P takes the CRS as an input
and the probability is taken over the choice of the CRS and the adversary’s coins. This
notion of (weak) special soundness is weaker than the special soundness assumed by
the compilers of [CDS94, [Dam02], but it’s easy to see that the same compilers still
apply to this weaker class of HVZKSs.

4 UC-Secure Committed Oblivious Transfer on Strings

Our protocol P, for 1-out-of-2 committed oblivious transfer (COT) on strings is sim-
ilar to the 1-out-of-2 non-committed string-OT protocol of Aiello et al. [AIRO1], but
instead of multiplicatively homomorphic EIGamal encryption, P.. uses additively ho-
momorphic and verifiable sCS encryption, which enables succinct (constant number of
exponentiations) proofs that receiver’s and sender’s inputs into OT match their previous
commitments. Moreover, P.. is universally composable in the CRS model.

We define the ideal functionality Fcor for a COT scheme, and show that Pq
securely realizes it. In contrast to the ideal COT functionality proposed by Garay et
al. [GMY04], our functionality FcoT runs on strings rather than bits. However, Fcor
is more restricted than the functionality of [GMY04] in that (1) the obliviously
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Ideal functionality Fcor for committed oblivioustransfer on strings (COT)

Commit: Upon receiving a (ComMsg, (P, cid), m) message from P;, Fco records
the ((P;, cid), m) pair and broadcasts (Committed, (P;, cid)). Here m can be ei-
ther a message in the prescribed message space or a special symbol L.

StartCOT: Upon receiving msg = (StartCOT, (Ps, Pg, sid, cidr, cids,o, cids,1))
from Pr, Fcor verifies that it has records ((Pr,cidr), mr),
((Ps,cidsyo),ms,o), and ((Ps,cids,l),msyl), and that mr #L. If this
fails, Fcor ignores this message; otherwise, Fcor records msg and forwards it
to Ps.

CompleteCOT: Upon receiving (CompleteCOT, (Ps, Pr, sid, cidr, cids,o, cids,1))

from Ps, Fcor Verifies that it has a record (StartCOT,ids), where ids =
(Ps, Pr, Sid, CidR, Cidsyo, Cidsg). Fcor looks up records ((Ps, Cidsyo), mS,o)
and ((Ps, cids,1), ms,1), and checks if ms,o #L and mg,1 #.L. If anything fails,
Fcor ignores this message.
Otherwise Fcor looks up the record ((Pg,cidr),mr) (Observe that
such a record must exist). If mrp ¢ {0,1}, Fcor sends a spe-
cial message (COTFailed, Ps, Pr,sid) to Pgr. Otherwise Fcor sends
(CompleteCOT, ids, (ms,, b)) to Pr for b = mg.

Note: Additionally, Fcor screens outs duplicates in commitment identifiers cid for
every P;, and in COT instance identifiers sid for every (Ps, Pr) pair.

Fig. 1. Fcor ideal functionality

transferred values are the plaintexts of commitments, not full decommitments; and (2)
Fcor does not support opening of the committed values. Nevertheless, FcoT can en-
sure that any combination of COT instances is executed on same committed inputs,
and thus it can ensure that whenever COT is used as part of any security protocol, the
parties’ inputs into COT are consistent across multiple COT instances.

The COT protocol P, is given in fig. [2 1t assumes a common reference string
picked by the trusted third party, which defines an instance P K of the CS commitment
scheme. The message space for this COT scheme is [— 7, 7], the message space of the
CS commitment scheme. The commitment, identified as cid, of player P; on message
m is a CS commitment Com = CSenc'd, (m) with label ids = (P;, cid). As we will
argue, Pt is a secure realization of Fcor; in particular, the receiver either outputs
message m, committed in Comg ., O rejects.

The two proof systems used in P, involve conjunctions of Com, DLEQ, and Cot
statements. As explained in Section [3:4] such proofs are computationally sound ZK
proofs which are concurrently secure in the CRS model. Each takes only a few expo-
nentiations and three communication rounds. Moreover, the messages in both proofs
(Pr to Ps and Pg to Pg) can be piggy-backed, with the statements proved by the two
players delayed to the last messages, which results in a 4-round protocol. In the random
oracle model these proofs are non-interactive and the protocol takes only 2 rounds.

Theorem 3. Under the DCR assumption, protocol P is a UC-secure realization of
the Committed-OT functionality FcoT in the CRSmodel, if the proof systems involved
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Protocol P, for committed oblivioustransfer on strings

Common Reference String: CS commitment instance PK = (n, g, ¢, b, f, hk).

Commit: For player 7, on commitment instance cid and message m: Player P; sets
ids = (P, cid), Com = CSenc'& (m), and broadcasts (ComMsg, ids, Com).
Receiver Pr executes a COT instance sid with sender Ps. Pr’s bit o is com-
mitted in Compg, Ps’s messages mg,m1 are committed in Comg,0,Comg,1. Let
cidr, cids,o, cids,1 be the identifiers for these commitments.

COT Step 1. Pr sets ids = (Ps, Pr, sid, cidg, cids,o, cids,1), retrieves Comp =
(@, C,v) and its decommitment » € [0, ’;]. Note that C' = a”g". Pr picks = € [0, }],
and computes

y=g", u=g", e=a’y
Pr sends (COTMsgl,ids, (u,e,y)) to Ps, and performs as the prover in the proof
system ZKDLEQ(g, u, g/y, C/e) A ZKCom(PK, Comg, (Pr, cidr)) wWith Ps.

COT Step 2: Upon receiving (COTMsgl, ids, (u, e,y)) from Pr, Ps retrieves mes-
sages mo,m1 committed in Coms, = (o, Co, %) and Comgs, = (@1, C1,71). Note
that C; = o™?g"™: for some r,,. Ps creates two “COT-encryptions” for i = 0, 1:

m;—i*s;

e; =evla y"oand w; = utig™

for random even values s; € [0,2n] and r; € [0, }]. If Pr passed its proof in Step 1, Ps
sends message (COTMsg?2, ids, (uo, €0, u1,e1)) to Ps, and performs with Pr as the
verifier a proof system ZKCot(0, e, uo, €, u, y, Co) A ZKCot(1, e1,u1, e,u,y,C1) A
ZKCom(Comyg, g, (Ps, cids,)) A ZKCom(Coms, 1, (Ps, cids, )).

COT Step 3: Pr decrypts the sCS ciphertext (ue, e-) and obtains m.. If Ps passed its
proof in step 2, then Pr outputs m.; otherwise Pr rejects.

Note: Either player rejects if the values he receives are visibly not in Z” ., i.e, they are
outside the [1, 2] range or are divisible by n.

Fig. 2. Protocol Peot for committed OT on strings

are computationally sound and statistically zero-knowledge with straight-line simula-
torsin the CRSmodel.

Due to lack of space, we present only the crucial aspects of the proof.

Verifiability of inputs. By computational soundness of the proof systems, the play-
ers cannot, except with negligible probability, enter different values o, mg, m; into the
OT protocol than those they previously committed. This is easy to see for the cheat-
ing receiver Pg. For the cheating sender Pg, by soundness of ZKCot, if Pr accepts,
then, with overwhelming probability, for each i there exists a tuple (m;, ru,,, i, 7i) S.t.
(01)2 — O[2m71927‘mil 612 — e2sia2mi—i*23iy2m, and u12 — U28i92n, Where Comi —
(u;, C;, ;) is Pg’s commitment whose id is cidgs ;. In particular, m; is the message
committed in Com,. Since for honest Pg, ¢ = ay"” and u = ¢", it follows that for
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i = o we have 2 = o?"oy?" and u2 = ¢*"" where '/ = s,r + r,. Therefore,
message m, decrypted by Pr from the ciphertext (u,, e, ) is the message committed
in Com,.

Receiver’s and sender’s privacy. Receiver’s privacy follows from semantic security
of CS encryption, while the sender’s privacy relies on the fact that if Pg’s commit-
ment Comp = (u,C,v) and the tuple (u,e,y) in Pr’s COT message are correctly
formed (and they are, except for negligible probability, if Ps accepts Pr’s ZKCom
and ZKDLEQ proofs, and if the factoring assumption holds), and if o is a value that
satisfies e? = 27 ¢?" for some r (there exists such o for every e € Z*,), then the
pairs (ep,uo) and (e, uq) sent by Ps reveal m,, but information-theoretically hide
m; for i # o. Observe first that if tuples (@, C, ) and (u,e,y) are accepted by the
verifier (i.e.,, each element is in Z,2, but is not a multiple of n), then under the fac-
toring assumption, which is implied by the DCR assumption, all these elements are
also in Z* ., except for negligible probability. Second, if Pr passes the ZKCom proof
on Comp and the ZKDLEQ proof on (u, e, y), then except for negligible probability
we have e = wpa?¢g”, u = wig”, and y = wog® for some (o, r,x) and some ele-
ments wo, w1, wy of order 2 in Z*,. Therefore, values (u;,e;) sent by Ps are equal
to e; = i tsi(@=Dysirtri and u; = g%, because s, is even. Note that for any
o, ged(o — i,n) = 1 for either ¢« = 0 or ¢ = 1 (or for both). Since the order of «
is n, and (s; mod n) is distributed uniformly in Z,,, value o™i *s:(?=% is distributed
uniformly in the subgroup generated by « in Z? .. Because (1) the orders of g and y
are both divisors of 2n’, (2) s;r + r; is even, and (3) (r; mod n’) is distributed statis-
tically close to uniform over Z,,, it follows that pair (g%"+", y%"*") is distributed
statistically close to (g2, 42"") for ' uniform in Z, . Taken together, it follows that
pair (e;, u;), for i # o, is distributed statistically close to (a™ 32", g*"") for random
(m/,r") € (Zy, x Zy ), and thus it is statistically independent of m;.

Construction of the straight-line smulator. The proof that protocol P, UC-realizes
the COT functionality Fcor involves construction of a straight-line simulator, which
pretends to follow the protocol on behalf of the uncorrupted parties by executing it
on some fixed values unrelated to the real inputs of these parties, and simulates their
proof systems using their straight-line simulators. Moreover, the simulator straight-
line extracts the effective inputs contributed by the corrupted players by choosing the
Camenisch-Shoup public key PK embedded in the CRS and decrypting these play-
ers’ inputs from their commitments. The simulator submits these extracted inputs to the
ideal functionality if the corrupted players pass the associated ZK proofs. CCA security
of Camenisch-Shoup encryption implies that the ciphertexts contained in the commit-
ments and COT messages created by the simulator remain indistinguishable from the
corresponding ciphertexts created in the real protocol, even if the simulator accesses
the decryption oracle (to extract the values committed by the corrupt players). Finally,
the proof systems performed by the corrupted players are sound even if the simulator
picks the CRS because as long as the adversary passes its proofs only on correct state-
ments, the simulation is distributed statistically close to the real execution. Hence, by
the standard soundness of the proof systems involved, the adversary has only negligible
probability of passing some proof on an incorrect statement in the simulation.
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5 UC-Secure Two-Party Computation on Committed I nputs

We present an efficient version of Yao’s “garbled circuits” protocol for secure two-
party computation (2PC). The protocol operates on committed inputs and is universally
composable (in the CRS model). In addition to any two-party secure computation in
the malicious model, our protocol can be used, for example, to ensure that multiple
instances of secure computation are executed on consistent inputs.

The ideal functionality F>pc for secure two-party computation on committed inputs
in shown in fig. [3l Abstracting from the bookkeeping details, Fopc is a simple gen-
eralization of the standard secure computation functionality where two players send
their respective inputs = and y to the trusted third party 7, who returns the result of
evaluating some circuit C'(z, y) to one or both players.

The committed 2PC functionality Fopc accepts any number of commitments from
parties Py, ..., P,, which are intended to represent the commitments to the bits encod-
ing these parties’ inputs into some two-party computation protocols. For every commit-
ment, Fopc records the committed bit. If some party Pr requests secure computation
of some circuit C' with another party Ps, the request specifies C' and a vector of com-
mitments to Pgr’s and Ps’s inputs into this circuit. If party Pg accedes to this request,
Faopc sends to Pr the output of circuit C' computed on the inputs committed in the
specified commitments. Note that our Fopc sends the output only to Pg, but since this
is a committed 2PC functionality, the players can simply reverse the roles and request
that the same C' be computed on the same vector of commitments, in order to enable
Pg to receive the output. (Our actual 2PC protocol allows Ps to receive the output with
no computational overhead and one extra communication round.)

We assume that the circuit C consists of binary two-input gates G = {g1,...,9.}
with unbounded fan-out but no cycles, connected by wires W = {w1, ..., wy,, }. Some
subset W of n input wires are designated as Ps’s inputs, and n,. input wires form the
set Wgr of Pg’s inputs. Some subset T, of the output wires is designed as outputs for
Pr. (Optionally, some output wires can also be designated as outputs for Pg.)

The Committed 2PC protocol is in fig. [ It is similar to the COT protocol of Sec-
tion[ and uses the same commitments and same message pattern, requiring 4 rounds
in CRS and 2 rounds in ROM. In the first message, the receiver uses the proof sys-
tems of the P, protocol and an additional proof system ZKBit(C') = (ZKDL(g, C) vV
ZKDL(g,C/«)) for proving that the CS commitment Com = (u,C,v) or the sCS
commitment C' are commitments to a bit. In the second message, the sender creates the
garbled circuit and uses the CorrectYao proof system to prove that it has been formed
correctly. This step encompasses the entire Yao’s construction and is discussed below.
In the following, we denote sender Pg as S and receiver Pg as R.

Wire keys and commitments: S picks two random (symmetric) sCS private keys
xy, x for every wire w € W, and for each =}’ computes an sCS commitment C}” to
. Also, S makes a set of wire keys corresponding to his inputs, {z}’ }wews, where
by, 15 S’s input bit on w € Wg.

COTs on receiver’'s wire keys: .S completes n,. instances of the COT protocol on
the wire keys corresponding to receiver’s wires: for each i = 1,..,n,, S enters keys
(xg, z") as a sender in the COT protocol, where w; designates the receiver’s i input
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Ideal functionality Fapc for two-party secure computation on committed inputs

Commit: Upon receiving a (ComMsg, (P;, cid), m) message from P;, Fopc verifies
that this cid has not been used by P; before, records the ((P;, cid), m) pair and broad-
casts a (Committed, (P;, cid)) message. Message m is either a message in the pre-
scribed message space, or a special symbol L.

Start2PC: Upon receiving
msg = (Start2PC, (Ps, Pr, sid, cids1, . . ., cidsn,,cidri, ..., cidrn,,C))

from Pr, Faopc Verifies that (i) this sid has not been used by Ps and Pr before; (ii) for
every index k such that 1 < k < n,, Fopc has a unique record ((Ps, cidsk), msk)
(these commitments correspond to Ps’s inputs into the protocol); (iii) for every index [
such that 1 < I < n,, Fopc has a unique record ((Pr, cidr:), mr:) and that mp; €
{0, 1} (these commitments correspond to Pr’s inputs into the protocol), and (iv) C'is a
description of a circuit that takes ns + n, bits as inputs. If this fails, F2pc ignores this
message; otherwise, it records msg and forwards it to Ps.

Complete2PC: Upon receiving
msg = (Complete2PC, (Ps, Pr, sid, cids1, . . ., cidsn,, Cidgi, . . ., Cidgn,.,C))

from Pg, Fopc verifies that it has a record (Start2PC,ids), where ids =
(Ps, Pg, sid, cids1, . .., cidg1,...,C). If not, Fopc ignores this message.

Forc looks up the records ((Ps,cidsi),ms1),...,((Ps,cidsn,), msn,) and
((PR,Cide), le), ey ((PR7Cianr)7mRnr)- If Msk ¢ {0, 1} for some index k,
Fapc ignores this instance of the 2PC protocol.

Otherwise, Fopc evaluates circuit C on inputs ms1, . .., MSn,, MR1, - - -y Mrn,.. ForC
sends (Complete2PC, ids, b)) to Pr, where b is the output of the circuit.

Note: This is a functionality for one-directional two-party computation, where only the
receiver Pr learns the output. Because both parties are committed to their inputs, they
can run another instance of the same protocol with the roles of Ps and Pr reversed.

Fig. 3. F2pc ideal functionality

wire. This way, for every w € W, the receiver obtains the wire key x;’ where b,, is his
input bit on wire w. Technically, S computes tuple (o), eo( ws) ul(W) e1 (i) by
following the sender’s algorithm in Step 2 of P, on tuple (u* e(i) ,»®) and a pair
of messages (z¢"*, z1"*), and their corresponding sCS commltments (Cowl, Cy").

Receiver’soutput wires: For every receiver’s output wire w € Wy, S creates a pair of
ciphertexts Eg’, E1’ that enables R to interpret the corresponding wire keys. Namely,
Ey = sCSenc,w (0 ) 0) and E}* = sCSenc,w (1).

Forming the garbled truth tables: The following process is repeated for every gate
g € G.Let Aand B be the input wires of g, and C the output wire. Let Cg',, CF,, CF,
be the six SCS commitments to the respective wire keys (two per wire). These commit-
ments form the truth table for the gate g in which the input bits b4, bg and the output bit
bc = g(ba, bp) are replaced by commitments to the corresponding wire keys. As in the
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Committed 2PC Protocol

Common Reference String: CS commitment instance PK = (n, g, g, b, f, hk).

Commit: As in P.o; of fig. 2 player P; on commitment instance cid and message m
broadcasts (ComMsg, ids, Com) where Com = CSenc'& (m) for ids = (P}, cid).
2PC Step 1: To trigger instance sid of the protocol in order to compute circuit C' on com-
mitment instances cids1, . . . , cidsn, made by Ps and commitments cidgr1, - . ., cidgn,.
made by Pg, the receiver Pr prepares n, messages, each computed as in Step 1 of Peos
(fig.2): for each i = 1, .., n,,, Ps computes a tuple (3, u(? e?) on bit o; committed
in Comeiay, = (a”,C™, 5") and its decommitment (). Ps sends to Pr message

(Start2PC, ids, C, {y?, u ™, e }ict n,)

where ids is the above vector of commitment ids. Pr then performs the ZK proof system
ZKRapc, which is a conjunction of n,. instances of the ZKDLEQ(...) A ZKCom(...)
proof system used in Step 1 of P, one per each tuple (r?, OV y@ 4 ) and n,
instances of the ZKBit(C'") proof.

2PC Step 2: On receiving the (Start2PC,ids, C,...) message and verifying the ZK
proofs, Ps retrieves its commitments Comcidg,, ---, Comeiag,,  Specified in the ids
string, and sends to Pr a garbled version of circuit C' computed on these inputs:

Complete2PC< ids, {Cgu}be{o,l}, weW {Egﬁ}aﬁe{oo,omo,u}, geGH
{':Eg'}w }WGWS ) {E(I)U? Eiﬂ}wewov {uéw)7 egw) ) u(1w>7 e<1w> }WEWR >
These values are defined in Section[Bl Ps also performs the ZK proof CorrectYao.

2PC Step 3: Prg verifies the ZK proof CorrectYao, evaluates the garbled circuit and
outputs its result. (Optionally, Pr can send back to Ps the wire keys corresponding to
Ps’s output wires.)

Fig. 4. Committed 2PC Protocol

original Yao’s protocol, .S creates a ciphertext for each row of the truth table, encrypt-
ing the output-wire key corresponding to this row’s output bit under the two input-wire
keys corresponding to this row’s input bits. The ciphertexts must be randomly shuffled
to prevent R from learning which row (b4, bp, g(ba, b)) of the truth table he succeeds
in decrypting. .S picks two random bits, o 4 and oz, which determine, intuitively, if the
values corresponding to the A and B wires are “switched” or not. (If w is S’s input
wire, than o, is equal to S’s input bit on that wire.) If the rows are denoted in binary
as 00,01, 10, 11, then the first ciphertext received by R corresponds to row o 4o, the
second to row & 4o g, the third to row o 45 g, and the fourth to row 545 5.

S creates the ciphertext list (Foo, Fo1, E10, and E11) using a two-key encryption
scheme E,3 = 2KEnc,, 4, (), where for each o, 8, 21 = 22y, 22 = 6o, and

a®oa.faop)- FOr example, if o4 = op = 0, then each E, is a two-key en-
cryption under keys 2/} and :§ of the output-wire key xg(a g Ifoa =105 =0,then
each E,,3 is a two-key encryption under keys - and mg of key a:gc(a ) and so on. Note

_ .C
T =Ty
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that tuple (o4, 05, «, 8) uniquely defines the commitments C, C5, C that correspond

. — B
to the above keys x1, 2, z: C1 = Clly,,,, Co = Cf,,and C = C S(a®0a,0008)"

The two-key encryption 2KEnc,,,  ,, (x) is created as follows. The key z e [0,2%"is
splitin two parts, 2 and 73, by choosing # at random in [—2*"+% 25" +%] (recall that
k", k are security parameters, where k' = '72“ and & can be 80), and setting 2, = z— 1
(over integers). S also computes an sSCS commitment D to 2. Observe that if C'is an
sCS commitment to z, then C'/D is an sSCS commitment to x%. The ciphertext E is a

triple (D, F(U, F(?)), where F() = sCSenc,, (z}). Let E,5 denote <Da5,FSﬁ),Fo(éﬁ))

Proving circuit correctness: CorrectYao is a (concurrent ZK, with straight-line simu-
lator) proof system formed by conjunction of the following proof systems:

Ngec CorrectGarbleg A A, oy, GoodKeys,, A A\, ey, Correctinput,,
A Nwewy, ZKSw A Nwew,, CorrectOutput,,

where

GoodKeys,,, = ZKNotEq(CY, C})
Correctlnput,, = (ZKDL(g, C¥/aw) A ZKDL(g, Cy)) V
(ZKDL(g, C}" /o™t ) A ZKDL(g, C/c)), where Cj is the
sCS commitment inside Com,.;4, if w is the i** input wire of.S
CorrectOutput,, = ZKPlainEq2(E, Cy’,0) A ZKPlainEq2(E}, CY, 1)

Here ZKS,, refers to the proof performed by the sender in the instance of the COT pro-

tocol that corresponds to receiver’s wire w € Wg. ZKPlainEg2(E, C, m) is the proof

system for showing that £ is an sCS encryption of plaintext m under key & committed

in Cy, and is a trivial simplification of the ZKPlainEq(E, Cy, C,,,) proof system for

proving the same about commitment C,,, to m. Finally, CorrectGarble, proves that the

ciphertexttable Eqg, Eo1, F10, 11 corresponding to garbled gate g is formed correctly,
2

where B = (Dag, F.}), F3)):

CorrectGarble, = CorrectShuffle(0,0) Vv CorrectShuffle(0,1) Vv

CorrectShuffle(1,0) Vv CorrectShuffle(1, 1)

CorrectShuffle(c, 5) = CorrectCipher(0,0, o, 3) A CorrectCipher(0, 1,
0 1

,3) A
CorrectCipher(1,0,«, ) A CorrectCipher(1,1,«, 8

«
a, 5)
CorrectCipher(0.4, 05, &, §) = ZKPlainEq(F.y, O, ., Dag) A

2
ZKPlainEq( éﬁ),Cﬁ@m,(Cg(a@aAﬁ@,,B)/Daﬁ))

Circuit evaluation: R obtains his input-wire keys via COT and evaluates the entire
circuit gate by gate. Unambiguity of sCS encryption and soundness of the proof systems
ensures that for each gate, R decrypts exactly one of the four ciphertexts forming that
gate’s garbled truth table and obtains the key corresponding to the gate’s output wire.

Theorem 4. Under the strong RSA and DCR assumptions, the 2PC protocol of fig.[dis
a UC-secure realization of the Committed 2PC functionality Fopc in the CRSmodel.
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A HVZK Proof System for Statement PlainEq

This is an HVZK proof system for language PlainEq = {((e,u),Cy,C,,) | there
exist x,m,r,,rym St.e = a™u®, C, = ag™, and C,,, = a™g™ }, i.e, for the
language of tuples ((e, u), Cy, Cp,) S.t. (e,u) is an sCS encryption of the plaintext m
committed in SCS commitment C',, under the key = committed in sSCS commitment C,..
It is special HVZK with weak special soundness under the strong RSA assumption. All
the parameters are as in section[3.4] except for two additional elements G, H which are
assumed to be random in Z*, and can be included in the CRS.

1. The private inputs of the prover are

m e [-25+5, 28, 2 e 0,2, ryre €0, )]
2. The prover picks ¢, € [0, '] and sends T, = G* H'= to the verifier. He also picks

ro A k+Ek' +2k"
m' oy, ot € 0,2 ]

and sends the following commitments to the verifier:
e/ _ a2m u2w’ Cl — O[ 927‘ , C;n _ O[2171 ‘g2'rm7 Ta/c — Ga: Htm

3. Verifier responds with a random challenge ¢ € {0, 1}*
4. Prover sends the following responses, all computed over integers:

m=m'—cm, Fp =7, —Crm, T=10"—cx, Ty =7, —cry, by =t, —ct,
5. Verifies accepts if # € [}, ;] and if the following equations hold:

e/ 2c 2mu2'p

(e
C;n _ (C’m)QCangQF"L, ( ) a2a: 2”
2)

T; (T. G
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Abstract. Protocols proven secure within the universal composability
(UC) framework satisfy strong and desirable security properties. Unfor-
tunately, it is known that within the “plain” model, secure computation
of general functionalities without an honest majority is impossible. This
has prompted researchers to propose various “setup assumptions” with
which to augment the bare UC framework in order to bypass this severe
negative result. Existing setup assumptions seem to inherently require
some trusted party (or parties) to initialize the setup in the real world.

We propose a new setup assumption — more along the lines of a
physical assumption regarding the existence of tamper-proof hardware
— which also suffices to circumvent the impossibility result mentioned
above. We suggest this assumption as potentially leading to an approach
that might alleviate the need for trusted parties, and compare our as-
sumption to those proposed previous